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Executive Summary

This paper presents experimental laboratory measurements that validate
how multiple ISPs can serve consumers over the hybrid fiber-coaxial
(HFC) facilities of cable operators, as described in a companion
document * Implementing Open Access Over Cable Systems - A Technical
Perspective” [OpenTech]. The work focuses on the technical solutions
that would readily allow multiple ISPs to serve customers on an HFC
network using standard DOCSIS [DocsisV1.0, DevMIB] equipment.

The laboratory measurements presented here are based on off-the-shelf
equipment from four networking vendors (3Com, Cisco, Nortel and
Redback). The test plans included six different network configurations,
representative of the widest range of possible designs that would be
deployed by cable operators using standard DOCSIS products.

The report demonstrates the technical and administrative viability of an
open access policy, whereby the following goals would be achieved: (1)
equal opportunity for consumers to choose their service provider; (2)
equal opportunity for multiple service providers to reach all consumers
with differentiated service offerings; and (3) no cost, service, or
performance discrimination against the consumer for exercising its
choice of service provider.

The solutions to support multiple ISPs over HFC cable broadband networks
must account for the following factors: (1) the cable HFC plant is a
shared medium, meaning that the traffic from several end-users share the
RF spectrum (6 MHz channel down and the return RF); and (2) the IP
traffic must be directed appropriately to each one of the multiple ISPs
sharing RF spectrum. So when the upstream IP traffic from an end-user’s
cable reaches the cable head end, the IP packets must be sent to the
corresponding ISP depending on the originating customer. Similarly, the
IP traffic coming from the Internet at large must be delivered to the
correct cable modem.

This report presents laboratory measurements and test results that
validate the technical requirements that must be fulfilled in order to
enable multiple ISPs on a broadband HFC cable network. The technical
rests are detailed and rigorous, intended to be read by experts in the
technical design and operation of cable modem systems. The test results
address six different network configurations built in the laboratory.
These include:
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e Two test networks based on policy-based routing, this option
routes packets to the appropriate ISP using the source IP
address as the unique identifier;

e Two test networks based on Virtual private networks (VPNs) and
IP tunnels, creating virtual dedicated connections over the HFC
network between the customer and the ISP. This is a solution
appropriate to routed (layer 3) access networks; and

e Two test networks based on Point-to-Point Protocol over
Ethernet (PPPOE) encapsulation which is a protocol analogous to
commonly employed protocols for dial-up. This is a solution
appropriate to bridged (layer 2) access networks.

These test results provide direct confirmation that the technical
implementation of an openaccess model is feasible using existing
standards and products. The conclusions presented in Table 2 provides
the reader with a convincing summary, at a glance, of the experimental
demonstration. The test results successfully demonstrated all the needed
open access requirements for six different network architectures,
representative of cable modem deployments small and large, using off-
rhe-shelf networking products from five leading vendors. The test
results indicate that tunneling solutions tend to be preferable, but it
is also possible to use policy-routing schemes. This study does not
attempt to pick one solution over another, as it is intended to
demonstrate technical feasibility. The evidence presented here will
provide important guidelines to specific open access design decisions
rhat will be optimized to the particular conditions of each open access
implementation.
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1 Introduction

This document describes a set of network design models and a test plan
to verify the requirements for Equal Access for multiple service
providers. Various system designs are described. The general model for
HSD services over CATV infrastructure is illustrated in Figure 1.

Consumer Access Manager Service Provider
CNO HFC CNO Distribution Network -
P 1P P P P _
802.3 DOCSIS, HFC 802.x, ATM, FDDI, Sonet, Fiber ATM,B02.x, FDDI T1, Frame, DS3. .

Headend . :
interconnect /“' Service

Provider R
oNO ovider Router
Qistribution NW, L:__ N

CMTS —
DHCP' AN
DNS | ==
“rs TF1-P; " Service \
; Time | N ” Provider Router

5ys|°‘g_i Services

=

Management
Workstation

Figure 1 General structure of HSD services over CATV infrastructure

Figure 1 illustrates the network technology employed, the ownership, and
responsibilities of each segment of the HSD system. The next section
describes more specific models. The view taken was described in the
companion document " Implementing Open Access Over Cable Systems - A
Technical Perspective” [OpenTech]. This identifies three parties:

1. Cable Network Operator (CNO) - owns the HFC plant infrastructure,
maintains a force to service those facilities and provides channel
space and connection points to that RF environment. In addition, the
Cable Operator might own and maintain a distribution fiber network
within its franchise area to deliver programming to its HFC access
network. The Cable Operator may or may not own the IP networking
equipment.

2. Access Manager (AM) - Manages the local (or regional) IP networking
service. They are responsible for Layer 2 and 3 network
configuration, and management in the Access Network. The AM may have
designed the IP network layered over the Cable Operator’s plant.
Also, the AM will be responsible for basic IP networking services
that enable traffic to flow. The AM may or may not own the IP
networking equipment.

3. Service Provider (ISP) - Manages the global IP networking service.
The ISP has a direct relationship with the end-customer to provide
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content applications, and support services (e.g. help desk). The ISP
manages its pools of IP addresses and provides session authentication
for its customers. There may be multiple ISPs of multiple services.

The choice of access techniques to support Equal Access depends in large
part on the implementation of the CNO Distribution Network. This is the
portion of the system that interconnects CMTS units to a headend traffic
aggregation point (Headend Interconnect) which serves to access required
network services, system management, and Service Providers point of
interconnect.

The companion document, [OpenTech], contains certain key technical
requirements. The focus of this document is to demonstrate that these
requirements can be met if conventional and accepted system design
practices are followed.

1.1 General model

There are two design elements that strongly influence the system
architecture of CATV-based broadband delivery systems: the distribution
network design, either routed or bridged, and the type of CMTS units
employed in the HFC delivery part. CMTS units can act as routers or as
bridges.

A routed distribution network is characterized by the presence of one or
more IP router hops between the CMTS devices and the Headend
Interconnection. This is illustrated in Figure 2.

Segment 1 Segment

| (CMTS is router) HCMTSismmwn= | Segment n [

Segment 1

outer

Provider Router

Routed Network N

Figure 2 Routed distribution network model.

The first network segment in a routed distribution network may be from
the Consumer PC to a CMTS that acts as a router. Or, if the CMTS is a
bridging device, the first hop is to a router that the CMTS connects to.

A bridged distribution network design implements an IEEE 802 MAC domain
that includes the Consumer PC and Service Provider Routers. This type of
design is illustrated in Figure 3.
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T

Service
Provider Router

Headend
interc't

Service
Provider Router

Figure 3 - Bridged distribution network model.

The companion document [OpenTech] identified only two relevant
implementation techniques: Policy-based routing and Tunneling for
separating traffic destined for multiple service providers.

These three dimensions Network type, CMTS type, and Access technology,
lead to eight implementations that may be possible. However, pelicy-
based routing is not a particularly attractive solution for large routed
networks due to the need to implement it in every router. The result is .
that there are six solutions that might be implemented. Table 1
summarizes the access implementations that are examined in this test
plan.

CMTS Type
CMTS is Router CMTS is Bridge
Netwo Routed Network Tunnel (L2TP) Tunnel
rk
Bridged Network Tunnel Tunnel
Type : : ;
Policy Routing Policy Routing

Table 1 HSD implementation solutions.

1.2 Test Plan Outline

The requirements outlined in the companion document [OpenTech] include
operational, business, and technical requirements in support of Equal
Access. The test plan outlined here does not address the business
requirements, and only where applicable for system contrel does it
implement a process or technique that is necessary.

The key technical requirements are listed here and explained in the
context of the Lab Network. Following sections contain a set of tests
and scenarios that indicate whether the requirements are met.

The AM must provide one or more IP transport classes that are available
to all ISPs on equitable terms. z&()[(2)001797
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