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Foreword

I am pleased to present the Federal Communications Commission’s (FCC) first comprehensive
Information Technology Strategic Plan (ITSP). The planning process and the plan itself reflect
the maturing and increasing role of the IT program at the FCC. This process also ushers in a
new era of partnership between the Chief Information Officer’s IT staff and Bureau/Office IT
leaders, who together produced the core of this plan. There are several underlying themes
presented in the ITSP which | would like you to keep in mind as you review this landmark
document:

W First, the IT Strategic Plan outlines the near- and long-term directions for the agency’s IT
architecture and program. These directions reflect the awareness that IT is a strategic asset
that can positively impact every facet of the FCC’s mission.

W Second, the IT strategic goals reflect the core mission and values of the IT program; more
importantly, these goals directly support the FCC’s six core strategic goals - Broadband,
Spectrum, Media, Homeland Security, Competition, and Modernize the FCC.

I’m excited about what lies ahead for us in the FCC and the IT community during the next few
years. | am confident that our efforts will help the FCC be on the cutting edge in its use of
information technology. Here are a few of the initiatives that will make a difference:

m  Further evolve our web site and associated applications to meet FCC customer needs more
effectively and achieve the goals of the Government Paperwork Elimination Act, which
mandates that agencies do more business on the web by October 2003.

[ Complete the modernization of our network infrastructure, improve support services to
better meet internal customer needs, and provide new IT tools to improve collaboration
and knowledge sharing among FCC staff.

¥ Establish business practices and processes to improve facets of the IT program, such as
integrating the strategic and capital planning processes within our budget model, and
establishing a more formal process for assessing new technologies.

®  Maintain a comprehensive computer security posture in light of ever increasing domestic
and international threats and vulnerabilities, especially as we see a rise in sophisticated
methods of attack.

W Foster the environment necessary to sustain our high-caliber IT workforce by boosting
core competencies and opportunities for professional growth.

Finally, as we look to the future, | am encouraged with the progress we have made and look
forward as we strive to further enhance the IT program’s contributions to the FCC’s mission.

Ronald Stone
Chief Information Officer



The Year in Review — Fiscal Year 2001

The IT strategic planning work group developed a list of 178
strategies to actualize the three IT goals articulated in the Plan.

These strategies (and associated goals and objectives) will be
reviewed annually to gauge our success in improving the IT
program.

With a favorable budget in fiscal 2001, progress was made in
over half of these strategies.

Listed here, by Goal, are but a few of our key achievements.

Goal 1 — Implement customer-focused IT solutions to facilitate information exchange
with the public and telecommunications industries

v

Implemented a series of new business processes including the drafting of
the FCCs Information Technology Strategic Plan as well as formalizing the
System Development Life Cycle methodology for application development
(crosscutting with all Goals).

Implemented or laid the foundation for several Bureau and Office
applications to: streamline them to accommodate new rules and customer
requirements; meet accessibility compliance; provide a quicker, more
accurate response to public complaints; and upgraded equipment to
promote a quicker, more effective response to customer inquiries.

Began the work (Booz Allen study) to determine how our legacy licensing
applications could evolve to a more integrated set of systems and databases
that will increase ease-of-use and lower life cycle costs (crosscutting with
all Goals).

Began 24/7 operational coverage to support customer service requirements
and to ensure the customer has the right information at the right time.

Enhanced our web presence by redesigning the FCC home page and
incorporating standard templates and a new, robust search engine.



Goal 2 — Provide the IT infrastructure and productivity tools to enhance FCC staff’s
ability to execute their statutory responsibilities and mission

v As part of our life cycle management program we purchased new, current-
state desktops for a majority of our staff and new notebooks and personal
digital assistants (PDAs) were purchased to enable a more robust mobile
computing environment.

v’ Established a new network architecture employing the use of SAN (Storage
Area Network) technology and a new back-up system to greatly increase
our storage capabilities and enhance data integrity.

v Began the necessary work to install a new voicemail system for
headquarters, Gettysburg, and our Laurel facilities with the added
capability of integrating it with both email and FAX.

v Began the work to migrate from our existing Novell operating and email
environment to an all Microsoft environment — including server and client
desktop operating systems, Exchange and Outlook for email and messaging
services.

v’ Initiated an “eFCCt”ive program (KPMG study) that is reviewing the
agency’s processes to explore opportunities for improvement through the
effective use and leveraging of technology (crosscuts with Goal 3 as well).

v’ Established a “Desktop Expert” program for FCC staff that will provide
expertise and advanced training in core applications such as PowerPoint,
Word, and Excel.

Goal 3 — Provide innovative, responsible, flexible leadership to ensure successful FCC
IT programs

v Transitioned almost 30 separate technical support contracts into 4 group
support contracts that will ease contract administration and potentially
reduce annual contractor costs and will provide more flexibility to respond
to critical system problems and new challenges.

v Continued to support our robust computer security posture by aligning
several major application systems with their security reviews and began
developing a Continuity of Operations Plan (COOP). In addition funded a
study to redesign our security infrastructure to provide enhanced flexibility
to inner-connect with external computer systems while enhancing our
security posture.

v Continued our leadership role in support of Section 508 to make sure
systems, applications, web pages, and all IT purchases meet accessibility
compliance regulations.
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Information Technology Strategic Plan Executive Summary

Executive Summary

This is the Information Technology Strategic Plan (ITSP) for the Federal Communications
Commission. Its purpose is to capture the IT-related goals and objectives of the Commission’s
Bureaus and Offices, and to define a technical architecture that supports these goals. We learned
the Bureaus’ and Offices’ IT-related goals by reviewing relevant documents, conducting
extensive interviews, and conducting working group sessions with internal FCC stakeholders.
We then conducted workshops to define the I1T-related goals and objectives. The workshops
consisted of personnel from the Information Technology Center (ITC), including the Chief
Information Officer. The goals and objectives were then presented to the Bureaus and Offices to
solicit their input.

This process produced three IT goals, each with subsidiary objectives. They focus on service to
the FCC’s external constituents, service to the internal FCC staff, and ITC’s role in providing
technical leadership. The goals and objectives are:

Goal 1:  Implement customer-focused IT solutions to facilitate information
exchange with the public and telecommunications industries.

Objective 1: Evolve FCC systems to respond quickly to industry and regulatory changes.
Obijective 2: Provide electronic filing in all cases where it is practicable.

Obijective 3:  Provide public access to FCC systems, information and customer service 24
hours a day, 7 days a week.

Goal 2:  Provide the IT infrastructure and productivity tools to enhance FCC
staff’s ability to execute their statutory responsibilities and mission.

Obijective 1: Provide a common IT infrastructure for developing common solutions, while
meeting specialized needs.

Obijective 2: Provide venues and opportunities for sharing information.
Obijective 3: Establish and maintain defined processing and communications service levels.

Objective 4: Provide technical solutions that improve data management.
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Information Technology Strategic Plan Executive Summary
Goal 3:  Provide innovative, responsible, flexible leadership to ensure successful
FCC IT programs.

Objective 1: Clearly identify roles and responsibilities and build expertise to support IT
programs.

Objective 2: Define, use, and maintain an IT architecture.
Obijective 3: Provide detailed guidance and proactive controls.
Obijective 4: Continually assess new technologies.

Objective 5:  Ensure compliance with accessibility requirements.
Objective 6: Enforce IT security.

Table 1 on page i-3 shows how the Information Technology goals support the FCC Strategic
Goals.

Strategies were subsequently developed for reaching the goals and objectives. This was
accomplished through a workshop facilitation process that included representatives from each of
the Bureaus and Offices. The strategies, detailed in Appendix B, stress accessibility, information
sharing, establishing and using an architecture, proactive capacity and capacity planning,
enhancing and/or implementing electronic filing, document management, remote access,
security, and system development and management tools. Several initiatives within these
strategies are already being implemented:

e Improve the usefulness of FCC’s web site to the public.
o |dentify ways to leverage Information Technology to improve the effectiveness of FCC staff.

e Provide tools and training to support a cadre of desktop software experts in each Bureau and
Office.

o Identify opportunities for integrating separate FCC databases and systems.
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Information Technology Strategic Plan Executive Summary

FCC INFORMATION TECHNOLOGY GOALS

FCC STRATEGIC External Focus: Internal Focus: Technology
GOALS Implement customer- | Provide the IT Leadership: Provide
focused IT solutions | infrastructure and innovative,
to facilitate productivity tools to | responsible, flexible

information exchange | enhance FCC staff’s | leadership to ensure
with the public and ability to execute successful FCC IT

telecommunications their statutory programs.
industries. responsibilities and
mission.

Create a more effi-
cient, effective and \/ \/ \/

responsive agency.

Promote
competition in all

telecommunica- ‘/ ‘/
tions markets.

Promote opportuni-
ties for all
Americans to

benefit from the ‘/ ‘/
communications
revolution.

Manage the electro-
magnetic spectrum

in the public \/ ‘/
interest.

Table 1: Mapping FCC Strategic Goals to Information Technology Goals

This plan presents a Technical Reference Model (TRM) as a framework for describing the FCC’s
current IT architecture and our target architecture. The TRM is built on the concept of three
layered infrastructures: the information infrastructure, the communication infrastructure, and the
processing infrastructure. A fourth infrastructure, the security infrastructure, provides
crosscutting services that span and protect the other three layers. These four infrastructures set
the foundation for the TRM’s core services (e.g., Platform Services, Office Automation Services,
etc.). Each service provides specific functionality and is backed by a set of standards. These
infrastructures correspond closely to the Technology Architecture and Application Architecture
design models of the Federal Enterprise Architecture Framework.
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Information Technology Strategic Plan Executive Summary

Using the TRM, this plan describes the FCC’s current, or baseline, IT architecture, and our
desired, or target, IT architecture.

Implementation of the ITSP must be a continuous process to keep pace with changing
technology. There are four components to implementing the ITSP: 1) developing a prioritized set
of strategies, 2) defining the roles and responsibilities of essential groups and individuals
throughout the FCC, 3) defining and following an IT capital planning and investment control
processes, and 4) defining and following processes for assessing IT initiatives for architectural
compliance.

The ITSP itself—being a definition of common and standardized services, trade and industry
standards, and products—must be periodically upgraded to reflect the current state of
information and communications technology. The ITSP must be kept up-to-date to provide value
to the Bureaus and Offices. It must reflect the impact of new architectural design strategies, new
technology, and new or revised standards. Guidelines for updating the ITSP have been developed
that include processes and a timeline for updating the goals and objectives, the baseline, and the
target architecture.

This plan defines the following groups for implementing and updating the ITSP:

e The Strategic Planning Council (SPC), responsible for reviewing and recommending updates
to the FCC’s IT Strategic Goals and Objectives, and for evaluating application systems that
are in operation.

e The Architecture Review Council (ARC), responsible for reviewing and recommending
updates to the baseline and target architectures.

e The Steering Committee (SC), responsible for approving and rejecting proposed updates to IT
Strategic Goals and Objectives and the architecture by the SPC and ARC, and for prioritizing
OMB budget submissions.

e The Executive Review Committee (ERC), required by OMB Circular A-11, Section 300.5,
and responsible for prioritizing the IT operating budget items and approving the rework of the
annual IT budget submission per direction of OMB for inclusion in the President’s budget
proposal to Congress.

The ITSP satisfies requirements established under Clinger-Cohen (Information Technology
Reform Act of 1996) and updated by OMB Circular A-130 for developing a strategic planning
process and technical reference model. It also parallels the technical aspects of the Federal
Enterprise Architecture Framework developed and presented by the CIO Council. The ITSP
provides a framework for coordinating FCC’s IT initiatives, guiding the acquisition of new
information technology that support the Commission’s goals, and maintaining and evolving the
existing IT infrastructure.

Federal Communications Commission i-4



Information Technology Strategic Plan Introduction

1 Introduction

1.1 Scope

This is the Information Technology Strategic Plan (ITSP) for the Federal
Communications Commission. It supports the Commission’s strategic goals and
objectives, which were most recently restated in the FCC’s FY 2003 Budget Estimates
submitted to Congress in April 2001.

This ITSP includes:

o Section 1, Introduction, presents the scope, methodology, and statutory
and regulatory requirements for this ITSP.

. Section 2, IT Mission, describes the role of Information Technology (IT)
at the FCC.
. Section 3, IT Goals and Objectives, details the IT strategic goals and

objectives for the FCC and associates the IT goals and objectives with
FCC Strategic Goals and objectives.

. Section 4, FCC Technical Reference Model Overview, defines the
Technical Reference Model, which includes (1) a description of the
services that allow individual components to build upon a common
infrastructure, and (2) standards that projects should use to make the
Commission’s IT systems more integrated and interoperable.

. Section 5, FCC Baseline Architecture, describes the IT environment at
FCC as of March 2001, and lists needs that are not being met.

. Section 6, FCC Target Architecture, defines the target architecture. It
describes how the TRM is used in conjunction with standards and
products to realize the target architecture.

. Section 7, Implementing the IT Strategic Plan, provides guidelines for
implementing the ITSP. It specifies the actions required, roles and
responsibilities, and the processes for architectural compliance assessment
and IT investment planning.

Federal Communications Commission 1-1



Information Technology Strategic Plan Introduction

. Section 8, Updating the IT Strategic Plan, details the process of updating
the IT strategic goals and objectives, the baseline architecture, and the
target architecture.

1.2 Methodology

Satisfying the functional, technical and business needs of the bureaus and offices is the
primary focus of this ITSP. The planning process addressed these needs by involving
internal stakeholders in individual and small group interviews and group workshops
where problems were defined and strategic vision and proactive procedures were
identified. Reviewing relevant documents and conducting extensive interviews and
working group sessions with bureau and office representatives and ITC staff identified
the stakeholders’ issues and concerns.

After the issues and concerns were compiled and were verified by the stakeholders,
facilitated workshops focused on defining the IT goals and objectives. These workshops
included the Chief Information Officer and other personnel from the ITC. Common
issues were identified and grouped into IT goals and objectives. Bureau and office staff
were asked to comment on the resulting goals and objectives. Subsequent workshops
with representatives of the bureaus and offices developed strategies to reach the goals and
objectives.

The TRM and target architecture were developed from analysis of the FCC’s current IT
environment, the bureaus’ and offices’ missions, the IT goals and objectives and the
strategies generated in the working group sessions.

In the third and fourth quarters of FY 2001, the ITC staff made minor additions to the
descriptions of the goals and objectives, and to the strategies, to reflect new initiative of
FCC leadership. This document has undergone, and will continue to undergo, FCC and
public review.

1.3 Directives

This creation of the FCC’s ITSP satisfies the following specific requirements of law and
government-wide policy:

e The Paperwork Reduction Act requirement that each agency shall “develop and
maintain a strategic information resources management plan that shall describe how
information resources management activities help accomplish agency missions.” (44
USC 3506(b)(2))

e The requirements of OMB Circular A-130, “Management of Federal Information
Resources,” that:

“IRM Strategic Plans should support the agency Strategic Plan required in
OMB Circular A-11, provide a description of how information resources
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management activities help accomplish agency missions, and ensure that
IRM decisions are integrated with organizational planning, budget,
procurement, financial management, human resources management, and
program decisions.” (section 8.b.(1)(a))

“Agencies must document and submit their initial [Enterprise
Architecture] to OMB. Agencies must submit updates when significant
changes to the Enterprise Architecture occur.” (section 8.b.(2))
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2 IT Organization and Mission

The Federal Communications Commission is an independent regulatory commission. It is
composed of a Chairman and four other Commissioners, who are appointed by the
President with the advice and consent of the Senate. The FCC regulates interstate
communications by radio and wire. The Communications Act of 1934, as amended, is the
primary law defining the Commission’s structure and functions. The Commission staff is
organized into Bureaus and Offices, as set forth in 47 CFR 80.1 et seq.

In accordance with the Paperwork Reduction Act, the FCC has designated a Chief
Information Officer (C10).! The CIO reports to the Managing Director, who serves as the
Commission’s chief operating and executive official, under the supervision and direction
of the Chairman. (47 CFR 80.11(a)) Figure 2-1 shows the organization of Information
Technology staff at FCC.

Managing Director

Chief Information Officer
Director, Information Technology Center

Deputy CIO for Deputy CIO for
Technical & Support Services Customer Service
| |
[ I I I ]
Applications Operations Network Planning Computer Customer
Integration Group Development & Support Security Service
Group Group Group Officer Representatives

CSR Support Staff

Figure 2-1: Organization of Information Technology Staff at FCC

! FCC Organization Manual, Office of Managing Director, effective September 24, 2000
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The Information Technology Center (ITC) is the organization in the FCC that develops
and executes the Information Technology Strategic Plan. The ITC provides resources,
support and oversight to “system owners” within the Bureaus and Offices. The ITC plans,
sets policy and advises on all aspects of IT. It consists of the following components:

e Chief Information Officer: The Director of the Information Technology Center is
the FCC’s Chief Information Officer. He manages the IT program and is the senior
IT advisor to the Managing Director, the Chairman and the Commission.

e Deputy CIO for Technical and Support Services: The Deputy CIO for Technical
and Support Services supervises the four operating groups in ITC and the Computer
Security Officer.

e Deputy CIO for Customer Service: The Deputy CIO for Customer Service
supervises the Customer Service Representatives and the CSR Support Staff.

e Customer Service Representatives: The CSRs are the liaison between ITC and the
Bureaus and Offices. The CSRs consult, advise, support, and resolve problems for
end users in the Bureaus and Offices. They also oversee and coordinate the design,
acquisition, installation, operation, maintenance and evaluation of IT initiatives.

o CSR Support Staff: The CSR support staff provides administrative support to CSRs.

e Applications Integration Group: The AIG oversees application and database
development and maintenance. They are the central data administrators, and provide
database, client-server, and web-based integration and maintenance. AlG also
oversees agency-wide programming support contracts for database development.

e Operations Group: The OG is the contact point for day-to-day desktop-related
requests and problems—reviewing, evaluating and, whenever possible, approving
Bureau and Office requests for day-to-day IT services. The Operations Group also
oversees the Help Desk, training, network operations, and telecommunications
contracts.

e Network Development Group: The NDG develops, installs and integrates new
telecommunications services, central computer site hardware, and operating system
facilities. It also provides advanced computing consulting, product development, and
technical expertise in IT network and special applications.

e Planning and Support Group: The PSG performs planning and performance
measurement for Commission-wide information technology services and initiatives.
They manage the formulation and execution of ITC’s annual budget, and the
procurement of hardware, software and information services.

o Computer Security Officer: The Computer Security Officer leads FCC’s computer
security program.
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3 IT Goals and Objectives

3.1 Overview

This section presents the FCC’s Information Technology goals, and their subsidiary
objectives. Appendix B presents potential strategies for achieving these goals and
objectives that were developed through group working sessions.

Goal 1: External Focus

Implement customer-focused IT solutions to facilitate information exchange with
the public and telecommunications industries.

IT systems should make it easy for members of the public to learn how to pursue their
concerns with the Commission, whether they wish to apply for a license, comment on a
regulatory issue, apply for a job, or conduct any other business. IT systems should give
the public direct access to FCC’s documents and data that are intended to be available to
the public. Persons who are required to file information with the FCC should have the
option of submitting it electronically, as an alternative to paper. IT systems which the
public access directly should be available 24 hours a day, 7 days a week, allowing for
brief scheduled maintenance periods. IT systems will be accessible to people with
disabilities.

Objective 1:  Evolve FCC systems to respond quickly to industry and regulatory
changes.

The FCC’s industry clientele must deal with the fast-paced nature of their respective,
highly competitive fields. The rapid changes in the telecommunication industry,
including convergence and ongoing changes in technology, requires that the FCC
provide an IT environment that can respond quickly to meet the needs of both internal
and external customers. This customer-focused environment requires that interfaces to
appropriate mission applications be made available to the public to facilitate customer
service and business process improvements.
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Objective 2: Provide electronic filing in all cases where it is practicable.

The Government Paperwork Elimination Act requires Federal agencies, by October 21,
2003, to allow the option to submit information or transact with the agency
electronically, when practicable. The FCC will develop a common IT solution for
electronic filing, so that common tools and architecture can be made available to the
Bureaus and Offices to facilitate their accomplishment of this objective. Electronic filing
also addresses the requirements of document storage as defined by the National
Archives and Records Administration.

Objective 3:  Provide public access to FCC systems, information and customer
service 24 hours a day, 7 days a week.

The FCC will provide the products and services necessary for the public to access FCC
data, primarily through the Internet, but also via other means as required by regulation
or as deemed appropriate. We will support an IT architecture that enables external
constituents to conduct FCC-related business, via electronic means, on a 24-hour, 7 day
a week basis. To support this effort, it will be necessary to communicate planned system
downtimes (for upgrades and backups) as well as provide system status information via
recognized industry standards.

Continue to improve the FCC web site. The FCC’s Internet web site is a “front door”
for members of the public who want to pursue their concerns with the Commission. We
should continue to make it easier to use, capable of retrieving more of the FCC’s
information, and capable of performing more of the transactions that occur between
FCC and the public. As of the third quarter of FY 2001, we are starting to implement the
recommendations of a recent web evaluation study, including a standard format for all
our web pages and a better search capability. The next step will be to re-evaluate the
web site to identify additional information and functions that would be valuable to the
public.

Goal 2: Internal Focus

Provide the IT infrastructure and productivity tools to enhance FCC staff’s ability to
execute their statutory responsibilities and mission.

Information Technology is the tool for most of the jobs we do at the FCC. Our IT
systems must respond to the preferences of the end-users, who are our internal
customers. But our IT systems are also a tool for the FCC leadership to shape work
processes and to improve the quality and consistency of work products.
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Objective 1: Provide a common IT infrastructure for developing common
solutions, while meeting specialized needs.

We will develop common IT solutions to improve agency efficiency and customer service. This
includes developing a common architectural infrastructure to enable development of common
solutions. But the purpose of common IT solutions is to meet the needs of FCC’s Bureaus and
Offices, so we must remain flexible to meet special needs, even when that requires a novel
solution.

Several aspects of this objective have been identified for immediate action. We will leverage IT
to improve staff effectiveness. We will expand remote access and improve synchronization with
personal mobile devices. We will establish expertise in MS Office desktop software throughout
the Bureaus and Offices.

Objective 2:  Provide venues and opportunities for sharing information.

We will provide venues and opportunities for sharing information so as to improve the
overall IT program. Potential topics include project coordination, IT programs,
technology trends and advancements, standards and products, use and capabilities of
mission systems, electronically available data, and the business functions and processes
of the Bureaus and Offices. The intent is to provide opportunities to share problems,
approaches to solutions, and project-related “lessons learned.” This objective also
includes sharing databases and software.

Objective 3:  Establish and maintain defined processing and communications
service levels.

We will establish service level support agreements for the services that the Information
Technology Center provides to the Bureaus and Offices, such as system/network
administration and availability, help desk support, and general problem tracking and
resolution. We will document existing procedures and make the documentation
accessible to the appropriate staff and their designated alternates.

Objective 4: Provide technical solutions that improve data management.

We will evaluate the existing data storage and collection systems and procedures, in comparison
to industry best practices, and we will identify possible improvements and technical solutions.
We will consider issues related to document management, and identify possible technical
solutions. The efficiency of existing database servers shall be evaluated, and consolidation of
database servers shall be investigated.
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Goal 3: Technology Leadership

Provide innovative, responsible, flexible leadership to ensure successful FCC IT
programs.

Customer service is the hallmark of the FCC IT program. We will develop policies and
procedures as needed, improve program management, and adhere to the best practices of
industry by using our System Development Life Cycle (SDLC) methodology. We will
continually refresh our technology. We will facilitate the integration of new systems,
including proper training for end-users.

Objective 1: Clearly identify roles and responsibilities, and build expertise to
support IT programs.

The IT program needs to clearly communicate the responsibility of the CIO and ITC
staff, and address the IT-related roles of the Bureau and Office staffs. Coordination of IT
functions, including new initiatives, shall occur between the ITC and the Bureaus and
Offices in every phase of project development and support. We will develop procedures
for architectural approvals, reviews, and waivers.

We will provide in-house technical training and cross-training for IT technologies to
build staff expertise in support of FCC’s IT programs. This training shall focus on both
existing and emerging technologies.

Objective 2:  Define, use and maintain an IT architecture.

We will bring the FCC’s IT architecture closer to our target IT architecture as defined in
Section 6. We will use the Technical Reference Model defined in Section 4, and the
standards it identifies, to guide the development of new and updated systems towards
our target architecture.

The Information Technology Center will support a core suite of development tools and
application suites that comply with the standards identified in our Technical Reference
Model. We will re-evaluate our target IT architecture, and our development tools,
periodically as part of the technology refresh program.

Data and Systems Integration. Moving towards the target architecture includes
identifying opportunities to integrate separate FCC databases and systems. Where
integration is appropriate, it can increase internal productivity, provide additional
information in a more logical format to FCC external customers, and reduce information
systems maintenance. One expected result of this initiative will be the simplification of
business transactions with FCC customers. We have initiated a project to identify
opportunities for integration, and we expect to complete the first phase of this project by
mid-FY 2002.
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Objective 3:  Provide detailed guidance and proactive controls.

The Information Technology Center will provide guidance for capital planning,
enterprise infrastructure, development planning, and administration of all IT assets. Our
guidance will provide for control of IT investments throughout the SDLC, including
evaluation of each system placed in production, to determine whether it should be
continued, further developed, modified, or terminated. This approach will satisfy the
requirements of the Clinger-Cohen Act. We will provide proactive controls, including
configuration management, capacity planning, performance monitoring, and
contingency planning. We will evaluate all planning activities from the perspective of
providing continuity of operations.

Objective 4:  Continually assess new technologies.

The ITC, in conjunction with the Bureaus and Offices, will continually evaluate new and
emerging technologies. New technologies may be incorporated into the enterprise
provided they show a positive cost/benefit and performance return.

Objective 5:  Ensure compliance with accessibility requirements.

Leadership shall be provided to ensure that FCC systems comply with the accessibility
requirements as stated in Section 508 of the Rehabilitation Act (29 U.S.C. § 794d).
Special consideration shall be given to reach the stated objective of June 21, 2001 (or
subsequent revision) for compliance with Section 508.

Objective 6: Enforce IT security.

Proper security measures include assessing security risks and protecting the IT
architecture and end-users from malicious intent. Toward that end, we will provide the
support tools and services to detect any security breaches or attempts. We will maintain
policies and procedures for responding to security breaches, or potential security threats.
We will design and deploy the IT infrastructure and business applications to protect the
Commission’s data. We will provide training for system users concerning FCC-related
security issues.
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3.2 Mapping IT Goals to FCC Strategic Goals

IT Goals and Objectives

Table 3-1 shows how the Information Technology goals relate to the FCC’s strategic

goals.?

FCC STRATEGIC
GOALS

FCC INFORMATION TECHNOLOGY GOALS

External Focus: Imple-
ment customer-
focused IT solutions to
facilitate information
exchange with the
public and
telecommunications
industries.

Internal Focus:
Provide the IT
infrastructure and
productivity tools to
enhance FCC staff’s
ability to execute their
statutory
responsibilities and
mission.

Technology
Leadership: Provide
innovative,
responsible, flexible
leadership to ensure
successful FCC IT
programs.

Create a more effi-
cient, effective and
responsive agency.

v

v

v

Promote competition
in all telecommunica-
tions markets.

v

Promote opportunities
for all Americans to
benefit from the com-
munications
revolution.

Manage the electro-
magnetic spectrum in
the public interest.

v

v

Table 3-1: Mapping FCC Strategic Goals to Information Technology Goals

2 The FCC Strategic Goals are from FCC’s FY 2003 Budget Estimates, submitted to Congress in

April 2001.
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4 FCC Technical Reference Model

4.1 Overview

The Technical Reference Model (TRM) is a conceptual framework for presenting the
baseline and target architectures. The TRM is built on a foundation of IT infrastructures
that support a series of IT services (e.g., Platform Services or Office Automation
Services). The IT services map to the Standards Profile, a specification of FCC-accepted
standards. These standards support all FCC mission applications. Figure 4-1 illustrates
this framework.

This section defines the infrastructures and services of the TRM. Section 5, FCC Baseline
Architecture, and Section 6, FCC Target Architecture, describe the FCC’s IT landscape
in terms of the TRM’s infrastructures, services, and standards profile. The baseline shows
where the Commission is today. The target shows the direction in which the Commission
is headed.

4.2 Infrastructures and Services

The TRM is built on a three layered infrastructures: the information infrastructure, the
communication infrastructure, and the processing infrastructure. A fourth infrastructure,
security, provides crosscutting services that span and protect the other three.

These four infrastructures are the foundation for the TRM’s core services. Each service
provides specific functionality and is backed by a set of standards. The core of each
service supports one of the four infrastructures, but the elements of a service may branch
out to peripherally support the other infrastructures. The services are explained in the
following sections, grouped by the infrastructure that each primarily supports.
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Figure 4-1: FCC Information Technology Architecture (ITA) Framework

4.2.1 The Information Infrastructure

The information generated and used in FCC’s information technology systems is an
important aspect of the architecture. This information base, taken as a whole, represents
the Commission’s information infrastructure.

The information infrastructure characterizes the type of information used within the
Commission: it shows who needs the information and how it is generated, accessed, and
maintained. It defines data, models data relationships, facilitates storage and retrieval of
data, and describes the constraints on the use of data. This knowledge is then used to
develop a technology strategy for efficiently managing the needed data.

The information infrastructure is supported by the Commission’s suite of application
servers and it provides value through its use of common data format and exchange
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standards. Well-defined data and data relationships are essential to a secure and
interoperable information infrastructure.

Services that support the information infrastructure include data sharing and
administration services, enterprise reporting services, and electronic mail services.

4211 Data Sharing and Administration Services

Data sharing and administration services provide FCC users and applications the means
to retrieve, view, and compare data. They also provide the ITC the ability to administer,
store, and backup information generated and used by the FCC. Data sharing and
administration services include directory services that support electronic mail, digital
certificates, and other applications that rely on directory information.

4.2.1.2 Enterprise Management Services

Enterprise management services support the Commission by providing network
management, network administration, and enterprise reporting. Enterprise management
services assist system owners, Bureau Chiefs, Assistant Bureau Chiefs and other
decision-makers by collecting and accurately reporting information. That information can
in turn be used by the ITC to proactively manage FCC networks. Enterprise management
also incorporates the environmental services (e.g., power requirements, facility space)
needed to support automated systems.

4.2.1.3 Electronic Mail Services

Electronic mail services provide reliable and secure electronic mail capability to users
and applications at FCC. Electronic mail is provided to all FCC users independent of
location (headquarters, field offices, or telecommuters). Access for remote users currently
requires installation of the e-mail application’s client on the user’s workstation and a dial-
up connection. Electronic mail services could also be provided via Internet access
(requiring only the web browser) for e-mail access in the future.
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4.2.2 The Communication Infrastructure

The communication infrastructure provides the connectivity that allows the FCC to share
information with its internal and external constituents. The communication infrastructure uses
standard protocols to facilitate data exchange. It consists of the data communication equipment,
software, and networks that link computers and peripherals within and between offices. The
communication infrastructure provides:

e Pipelines for information movement

e Management of pipelines

e Protocols for information movement

e Mechanisms for information movement through pipelines
o Mechanisms for detecting network faults and failures

e Mechanisms for linking with other networks

The communication infrastructure is designed in the context of three functional
objectives:

e Connectivity: It must be able to interface with current and anticipated processing
equipment within the Commission.

o Interoperability: It must permit hardware from competing vendors to
communicate—implementing an open system design that allows flexibility.

e Scalability: It must be configurable to support the required range of user community
sizes and traffic requirements.
Services that support the communications infrastructure include communication services,

remote access services, Internet access (portal) services, and collaboration services.

4.2.2.1 Communications Services

The communications services support interactions among users, applications, and data.

The communication services provide the capability to:

e Send, receive, forward, and manage electronic information—both data and voice—and
provide real-time information exchange services

e Transfer data between systems and applications
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e Send, receive, forward, store, display, and manage individual and organizational
messages, including voice messages

e Support two-way video transmission between Headquarters and field offices

e Allow groups of people to communicate, collaborate, and participate in conferences
via computer workstations

4.2.2.2 Remote Access Services

Remote access services support telecommuters and field personnel. These services enable
remote users to have secure, high-speed access to FCC platforms and office automation
services. Remote access services will continue to support new needs for remote access as
they arise. For example:

e As telecommuting increases, remote users may require expanded access to FCC files
and applications.

e As Personal Digital Assistants (PDAs) and handheld wireless devices become more
prevalent, remote access users (e.g., enforcement personnel) may require connectivity
to the FCC Local Area Network (LAN) through these devices.

4.2.2.3 Internet Access (Portal) Services

Internet access services provide the public with a common and unified gateway (portal)
to access FCC information. Web-enabled applications for electronic filing, conducting
industry research, filing complaints, and required reporting use these services. Internet
access services will also provide the capability to expand and web-enable e-mail access
and other applications for remote users and telecommuters.

Collaboration Services. Collaboration services provide the tools to enable individuals
and groups to communicate and work together in either synchronous or asynchronous
settings through techniques like shared white boards, audio conferencing, video
conferencing, instant messaging, and shared applications.
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4.2.3 The Processing Infrastructure

The processing infrastructure supports the information and communication infrastructures
by providing the computer systems and software necessary to support the Commission’s
business needs. The processing infrastructure provides mechanisms for:

e Moving information

e Managing user interfaces

e Managing office automation software

e Managing application development and integration
e Managing processing hardware and software

e Managing system processes

e Controlling system usage

Services that support the processing infrastructure include platform services, office
automation services, data management services, application programming and integration
services, electronic filing services, workflow and document management services, and
forms processing services.

4231 Platform Services

Platform services at the FCC include operating system services, user interface services,
and file system services. Operating system services provide the core capabilities needed
to operate and administer the office automation platforms and the Bureau and Office
mission application platforms, and to provide an interface between the platform and the
application software. User interface services provide for the human-computer interface
that supports the use of a desktop environment. File system services provide the
infrastructure needed to create, store, move, and share all types of electronic files.

4.2.3.2 Office Automation Services

Office automation services provide common end-user applications support functions such
as word processing, graphics, and spreadsheets.

42.3.3 Data Management Services

Data management services provide database management systems and utility services to
users and applications to query, retrieve, organize, and manipulate data. Data
management services also provide Bureaus and Offices the capability to develop and
administer databases.
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4.2.3.4 Application Programming and Integration Services

Application programming and integration services provide the infrastructure and tools to
develop new applications that can be integrated with existing systems. Application
development suites, distributed application technologies, and other middleware
technologies are included in these services. As common solutions become more prevalent
at FCC, development and integration of distributed applications will gain importance.

4235 Electronic Filing Services

Electronic filing services provide the infrastructure and interfaces for constituents to
submit licensing and other required information to the FCC electronically. These include,
but are not limited to, electronic file transfers (upload/download), electronic mail
submissions, custom filing applications, and Commercial off-the-Shelf (COTS) electronic
forms/filing products. There are currently 18 web-enabled electronic filing applications at
the FCC that the public can use to apply for and renew various communications-related
licenses, file comments and complaints, and request industry-related information.

4.2.3.6 Workflow and Document Management Services

Workflow and document management services support users and applications in creating,
storing, routing, retrieving, collaborating on, and reviewing both electronic and paper
documents. For example, these services provide the following capabilities:

¢ Routing, reviewing, and approving documents
e Collaboration and version control for the SDLC and system documentation

o Distribution and sign-off on policies and procedures.
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4.2.3.7 Forms Processing Services

Forms processing services provide forms processing functionality for activities such as
making helpdesk requests and human resources-related activities (e.g., facilities requests,
travel reimbursements). These may be integrated with workflow and document
management services. They also support external customers for licens