Technical Advisory Council
Federal Communications Commission
Summary of Meeting
September 24, 2015

The Technical Advisory Council (TAC) for the FCC was convened for its eighteenth meeting at
1:00 P.M. on September 24" 2015 in the Commission Meeting Room at the FCC headquarters
building in Washington, DC. A full video transcript of the meeting is available at the FCC

website at http://www.fcc.gov/encyclopedia/technology-advisory-council together with a copy of

all materials presented at this meeting. In addition, all materials presented at this meeting are
included in electronic form in an Appendix to this document.

In accordance with Public Law 92-463, the entire meeting was open to the public.
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Shahid Ahmed, Accenture
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Dale Hatfield, Silicon Flatirons Center for
Law, Technology, and Entrepreneurship
University of Colorado at Boulder
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Steve Lanning, Viasat, Inc

Nomi Bergman, Bright House Networks

Gregory Lapin, Independent Consultant

Lynn Claudy, National Association of
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Tom McGarry, Neustar

Marty Cooper, Dyna LLC

Geoffrey Mendenhall, GatesAir

Brian Daly, AT&T

Lynn Merrill , Monte R. Lee & Company

Pierre De Vries, Silicon Flatirons Center for
Law, Technology, and Entrepreneurship
University of Colorado at Boulder

Jack Nasielski, Qualcomm, Inc.

John Dobbins, EarthLink, Inc.

Ramani Pandurangan , XO Communications

Adam Drobot, OpenTechWorks

Dennis Roberson, Illinois Institute of
Technology

Erik Ekudden, Ericsson North America

Marvin Sirbu, Carnegie Mellon University

Jeff Foerster, Intel Corporation

Kevin Sparks, Alcatel-Lucent

Brian Fontes, NENA

Paul Steinberg, Motorola

Dick Green, Liberty Global, Inc

David Tennenhouse, VMWare
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http://www.fcc.gov/encyclopedia/technology-advisory-council

FCC staff attending in addition to Walter Johnston and Julius Knapp included:

Scott Jordan
David Simpson

NTIA staff attending:

| Rangam Subramanian |

Meeting Overview

Dennis Roberson, TAC Chairman, began the meeting asking the TAC members to introduce
themselves. He noted that the TAC work groups were actively engaged in pursuing their work
agendas and that his calendar was filled with scheduled meetings. Each TAC Work Group
chairperson next provided a summary of their work activities for the year.

The meeting concluded with Dennis Roberson thanking all members for their participation. He
also noted that given the expanded number of work groups, the final meeting on December 9™
would be expanded by one hour, beginning at 12:30pm and ending at 4:30pm.

A copy of all presentations is attached herein.
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Demand Drivers

Growth in connected devices

1 from users and things

Growth as carriers, users, gov,
& enterprises add locations

2

Communications app growth
& Wi-Fi First mobile providers

3

Licensed providers shifting
traffic to unlicensed

The economics of unlicensed
spectrum

II

= General Agreement:

- More Spectrum is needed;
licensed and unlicensed

- Light-touch regulation preferred

= OQver subscribed bands —

- 900 MHz, 2.4 GHz, with concern
about 5GHz

= | ife-essential services have
emerged using unlicensed
spectrum %

- E.g. traffic control 0

4Q Action: Should essential services be prioritized or move to licensed?




Carrier

4Q Action: Re-evaluate Etiquette Statement for this environment




= Improving Coverage with VoWi-Fi

e By 2018, VoWi-Fi traffic will exceed
VOoLTE and will account for 53% of
mobile VolP traffic. (Wi-Fi Alliance)

- VoWi-Fi traffic small vs data

= Mobile data traffic offload is high-
value consumer use case
* 57% mobile data traffic offloaded in

2014 growing to 66% in 2019 (Cisco
VNI 2015)

- Traffic growth CAGR impact is 7%

e By 2019, Wi-Fi capable tablets and
PC’s will be 3.5X the number of
cellular capable (Wi-Fi Alliance

Currently 7GHz of spectrum identified above 60GHz.

Primary Use-Cases

Extended Voice Footprint

T-Mobile — 11M Wi-Fi
Calls per day (Infoworld
Online 8-27-2015)

Cellular Data Offload

Wi-Fi expected to
contribute 20% to

mobile data capacity.
(Wireless BB Alliance) &

Commission considering adding an additional 7GHz.



Service Providers Wi-Fi—First Carriers

With Plans to support VoWi-Fi

-« ] - -Mobile-

Voice over Wi-Fi Apps
Includes Multi-media/ RTC
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NA Mobile Data Traffic Offload*

66% of Mobile Traffic to be Offloaded by 2019
57% of Mobile Traffic Offloaded in 201

12

® Cellular Traffic from Mobile Devices

10
m Offload Traffic from Mobile Devices

(=]

Exabytes
per Month

| -.
n .
2014 2015 2016 2017 2018 2019

GAT,
R il l'%
J %
*Offioad includes traffic from dual-mode devices (i.e., supports cell & Wi-Fi, excl. laptops) over Wi-Fi/small cell networks 3 H
: Source: Clsco VNI Giobal Mobile Dala Traffic Forecast, 2014-2018 Y mg
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Wild Card: VoWiFi MoU Exceeds VoLTE by 2018

VoWiFi Accounts for 53% of Mobile IP Voice by 2019
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MDTP WG Mission

= Emphasis will be on longer term initiatives that will combat more sophisticated
theft scenarios

Developing recommendations on next generation anti-theft features

Processes including recommendations for hardening of existing device identifiers and
the possible need for new, more secure identifiers

Security mechanisms with higher consumer acceptance (e.g. biometrics)

More focused analysis of analysis overall theft ecosystem including how stolen
devices are re-entered into the marketplace (e.g. recycling industry)

Further recommendations on improved reporting mechanisms

= Consideration will also be given to the efficacy of extending theft prevention
mechanisms to other classes of devices.

= Provide an assessment of progress made in the area of device theft prevention
as some of these recommendations have been applied
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Task 1 Update - On-Device Theft Prevention Features

= CTIA announced on July 1, 2015 the fulfilment of the Smartphone Anti-Theft
Voluntary Commitment at no cost to consumers
= Major commitment of the entire mobile ecosystem including operators, handset
manufacturers, and operating system providers
= Gives U.S. consumers new protections in the event their smartphones are lost or

stolen

= |ncluded are capabilities to remotely lock and wipe missing devices while still enabling 9-1-1
calls even when the phone is locked and providing the consumer a means to unlock the
phone when it is recovered

= Chairman Wheeler has asked CTIA to update its voluntary commitment to
iInclude "opt out” functionality, as well as all of the MDTP WG's other
recommendations

= MDTP recommendations supports an "opt out" requirement, under which the theft-
prevention features would be activated on all phones by default, and consumers would
need to take affirmative steps to disable them

= Also requested improving the availability of data on device theft and loss NCATIG,
= CTIA is developing a response to Chairman Wheeler’s request F : __




Task 2 Update - Hardening of the IMEI

GSMA Device Security Group will revisit the entire IMEI security topic in 2015 as it
has already identified this topic as being a priority for next year and the work will,
at a minimum, involve a review of the technical design principles and reporting
and correction process
= GSMA'’s North American Regional Interest Group will provide North American-specific
concerns

= Asa regult of the study, ATIS and/or 3GPP may be involved if standardization efforts are
required.

GSM Association’s North American Regional Interest Group “North American
Fraud Forum & Security Group” liaison to the GSMA Device Security Group:
= Conduct a study to better understand the duplicate IMEI landscape and to what
extent IMEI reprogramming is an issue today

= Review the technical security design principles to assess if they remain fit for
purpose or if they need to be updated

= Consider how the IMEI changing ecosystem can be monitored and reported on
going forward

= Study if IMEI implementation security requirements could be defined in the mdustry\

standards and if there is merit to such an approach



Task 3 Update - Database

= MDTP WG asked to study database systems that effectively track stolen items

and develop a spec sheet for an effective stolen phone database that might be
focus on North America

= |ssues under study include:

= | aw Enforcement related:

= Across the US, law enforcement officers may not be aware of the significance of the device
identifier (IMEI, MEID, etc.)

= Procedures to obtain the IMEI or ESN on devices vary among manufacturers and this
complicates law enforcement abilities to acquire that information. Also, if the device will not
power-on, this further complicates abilities.

=  Across the US, law enforcement officers are not fully aware of how to access information that
is in the GSMA IMEI Database.

=  Consumer related:

= A fragmented system of consumer outreach exists in which no single government agency,

group, manufacturer, or carrier providing a uniform and comprehensive outreach program or
source for information.

= Consumers don't always report the theft of their devices to law enforcement and/or carriers.

= Consumers need instructions and clarity of the process and procedures for the reporting of
stolen devices. O



Task 3 Update — Database (continued)

= Topics identified include:

= Mobile device information is dispersed across different stakeholder databases
such as local/global blacklists, insurance databases, OEM device check
services, MEID/IMEI databases, etc.
= A lookup across more than one database is required to get comprehensive information.
= Potential buyers of smartphones do not have access to a complete information to
verify that the smartphone is not a stolen mobile device
= Potential buyers of smartphones may not understand the importance of identifiers and
how to identify their smartphones
=  Some mobile network operators in other countries are not using the GSMA IMEI
Database, or do not use data from other carriers or regions
= Some US mobile network operators, especially the smaller mobile network
operators, do not utilize the GSMA IMEI Database or have the technology to

deny stolen handsets service on their networks -




Task 3 Update — Database (continued)

= Database solutions may be characterized into the following categories:

= Databases used by network operators containing device identifiers which are
used to deny access to known stolen devices on their networks

= |IMEI/MEID Database provided by the GSM Association to facilitate the sharing
and distribution of stolen device identities between mobile network operators

= Some OEM/OS vendor databases which specify the enroliment state of the on
device theft prevention solution

= Aggregator databases which provide device checking services and/or portals to
network operator and OEM/OS vendor databases

Fe



Task 3 Update — Database (continued)

= Network Operator Databases

= Network operator databases are specifically targeting and denying use of known
stolen devices on the network

= These network operator databases provide the identities of devices stolen from
their customers to the GSMA'’s IMEI Database for distribution to other network
operators and they are independent of the subscriber-initiated enrollment status
of their chosen on-device theft prevention solution
=  GSM Associations North American Regional Interest Group “Analysis and
Recommendations for Stolen Mobile Device Issue in the United States”
provides example implementations that can be used by the network
operators to deny services for stolen mobile devices on their networks

= Equipment Identity Register
» CDR Analysis
= Network Transaction Trigger

Fe
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Task 3 Update — Database (continued)

= GSMA’s IMEI/MEID Database is
based on a data platform run and
maintained by the GSM
Association

= Designed to share stolen device
data between network operators
to enable them to prevent known
stolen devices from being used on
any operator network that
subscribes to the Database and
that has the necessary technology
In place within its network to check
for and deny service to blacklisted
devices
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ATIS Best Practices for Obtaining Mobile Device Identifiers for MDTP

= Device Disabled By Owner Initiated MDTP Procedures

= Recommended that upon disabling of a mobile device the mobile device display
screen show the device IMEI

= |[MEI Display on Disabled or Locked Devices

= Objective Is to provide a method where access to the device IMEI does not
require specific knowledge of a proprietary user interface

= Examples could include:

When an emergency call is initiated from a device locked screen or a device disabled
screen, a pre-call window (emergency dialogue box) appears asking the user if they
really want to make an emergency call. In that dialogue box the IMEI can be displayed

The IMEI could always be displayed on the device locked or device disabled screen

= |MEI Display on Unlocked Devices

= Enter *#06# into the mobile phone F@ :




GSMA-NA Device Blocking and Data Sharing Best Practices

= Document is under development, and will address:

= [NSTALLATION OF NETWORK ACCESS CONTROL CAPABILITY
= EIR or a solution or process having the effect of EIR functionality
ACCESS TO IMEI DATABASE

= Establish connections to access the IMEI DATABASE for the purposes of uploading
and downloading Device identity data

BLOCKING OF LOST AND STOLEN DEVICES

= Agreement on what devices are subject to network blocking i.e. anything with an IMEI

= Blocking on network plus delivery of the IMEI to the IMEI Database to be placed on the
GSMA Blacklist

= Agreement on what to block — lost, stolen or lost and stolen

EXCHANGE OF DATA ON LOST AND STOLEN DEVICES

= |nvestigating Blacklist entries to be submitted to the IMEI DATABASE on an hourly
basis and Blacklist entries downloaded on an hourly basis.

DATA FORMAT
= Ensure that the Data exchanged shall be in accordance with the requirements specmed-..

by the GSM Association Y -. |




Preliminary Recommendations

= The FCC TAC recommends a deeper investigation by industry into the causal
factors for the increase in consumer use of on-device solutions that could be
used for determining how to optimize further efforts to incentivize greater
consumer use of anti-theft features, if necessary

= Recommend completion by EOY2015

= The FCC TAC recommends an industry-led investigation into whether the
increased availability of anti-theft functionality on new smartphones, as well as
the upcoming initial device setup prompts that will be required by California
legislation after July 2015, have the effect of further increasing consumer use
of these features.

= Such a study should be undertaken after the July 1, 2015 date to allow for a
sufficient number of devices with these features to have been placed into circulation

= CTIA committed to include in its on-going consumer research investigation into
adoption of anti-theft functionality

Fe



Anticipated Recommendations to the FCC Chairman

= Continued studies to determine whether implementations post July have the desired affect
on mobile device theft

= Refers to the planned recurring survey effort for continued monitoring of improvements
= FCC should work with CTIA in defining survey

= Better tracking of actual phones stolen — investigate as part of the MDTP working group task
3 deliverable

= FCC voluntary framework for a set of on-device capabilities to guide industry

= Based on the “working group view” column of the Best Practices Template: Comparison of
Anti-Theft Tools

= FCC to work with industry on developing effective outreach initiatives to educate the
consumer

- Idgntify key technological areas where the FCC should seek further information from
industry

= |MEI
= Requirements and Use of databases

= Future theft prevention opportunities F@
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Task 1 - On-Device Theft Prevention Features Template

= Password protection, Remote lock/wipe/restore functionality

= Most effective only if they are part of a package of practical solutions that consumers
actually use, and today the majority of U.S. consumers don’t

= WG asked to explore developing a proposed template approach that would ensure
wider and easier use

= The template should cover:

= A relatively uniform approach to these features (from the end user perspective) so that
consumers do not need to re-educate themselves whenever they change devices

= An “automatic on” approach, or something similar, under which consumers can set up a new
device only if they select a screen-saver password (whether digits, biometric, or something
else) and activate lock/wipe/restore features

= A feature making it easier for consumers to report thefts to providers and/or police, including
reporting the device’s IMEI

= General consideration of the implications of Wi-Fi only connectivity.

Fe
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Task 2 - Hardened Device Identifiers (IMEI)

= Reliable IMEIs are critical not only for theft prevention, but also for
improving the integrity of the wider provisioning system that uses the
identifiers

= GSMA and 3GPP have begun discussions in this area, we need more
urgency

= The WG was asked to assess rapidly whether there are any constraints that
would prevent 3GPP and/or GSMA from developing a standard for a
hardened IMEI by the end of this year

= Note it is recommended that the WG work through ATIS as the North American
3GPP Organizational Partner

Fe
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Threats to an SDN-based network

Virtualized/
Cloud Environment AttaCkS
from the forwarding plane

Malicious g
i from the control network

Applicatian

Attacks from many sources, including applications and devices, on
Control and Data Planes, need to be addressed

ource: Peter Schneider, Nokia

Packet does not
match rules

Source: David Jorm, Open DayLight




|“ | Orchestration / Automation / Provisioning
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il Threat
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Reports
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SDN/NFV Attribute | Challenges Possible security approaches

Architecture options for Controller and
underlying OS security:

Logical centralization of
Control

Controller
Infrastructure
securing network
services

Disaggregation -
Separation of control
and data planes

Controller
Infrastructure
Applications

Management &
orchestration
API
Communications

Single target of high value

(0]

successful attack can impact the entire
network under control span of the
controller. may be taken over by the
attackers;

attack can come from devices,
applications, into controllers or through
communication channel

Resiliency and scaling challenges
potentially impacting availability

Increases attack surface;

multiple devices need be protected;
communication channels and protocols
must be secured

a compromised device may attack SDN
controller

State of device security is non static; a
compromised device may remain
undetected

In Telemetry, compromised device may
send false or fabricated data to the SDN
controller; securing telemetry presents a
significantly harder challenge*

Centralization enables
network level control and
optimization resulting in:
scalability, flexibility and
cost savings.

Dynamic control of
resources can enable
flexible security architecture
Effective security measures
for centralized networking
assets.

Each layer can scale and
evolve independently;
provides vendor
independence to SPs.

(0]

Active / active, active / standby,
clustering, geo-redundancy
deployment alternatives available
Limited scope with federation may be
possible
Network elements may be designed to
operate with the last-good-state if
controllers are down

Security for application s, underlying
platform, orchestration, automation and
Provisioning:

(0]

Clearly Define Security Dependencies
and Trust Boundaries, Assure Robust
Identity, Build Security based on Open
Standards, Protect the Information
Security Triad — Confidentiality,
Integrity and Availability (CIA), Protect
Operational Reference Data, Make
Systems Secure by Default, Provide
Accountability and Traceability

* Source: Dr. Kireeti Kompella, CTO, JDI, Juniper 5 U z
- @
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SDN/NFV Attribute Challenges Possible security approaches

Abstraction - Abuse of control functions, Facilitates deployment of
Programmability exploiting vulnerabilities, agile, fine-grained security

Controller compromising controllers. solutions running as
Infrastructure Semantic consistency between applications and Software
Management & messages to a single device may Defined Security
orchestration, b el @ o i h
Automation of Security e solvable; Semantic consistency approaches
Technologies between messages among

multiple devices is harder to

solve*

Multiple Trust Domains New types of threats arise dueto O  Provides openness to
Controller the explicit programmatic access allow customer self-

Infrastructure, SDN offers to clients that are service and different
Management,

& orchestration typl.cally sep?r.ate organlz.atlonal or business models
Automation of business entities. Not unique to
Security SDN is the fact that insiders

Technologies

represent a significant security
threat, and that operator error
threatens system integrity

Securing of all communication
(Northbound, Southbound, East - West)
channels and messages; Authentication
between communicating entities,
continuous attestation, not just at the time
of spawning, of functions, audits and
anomaly detection may be needed .
Multiple layers of security would be
needed

Requires strong authentication and robust
security at all interfaces. Should include
strong identity and credential
management functions that secure all
entities and their associated state.

‘ﬁm:}nhﬂ*
D*
o La
* Source: Dr. Kireeti Kompella, CTO, JDI, Juniper N i
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SDN/NFV Attribute Challenges Possible security approaches

Virtual Network
Functions (VNF) running
in virtual machines and
replace / supplement
physical network
functions

Infrastructure
securing network
services

Applications

Security Technologies

Use of Open Source

8. Security
Technologies

Union of generic
threats from
virtualization / cloud,
threats specific to
previous physical
network functions and
new threats from the
combination

Being open source
subject to attack

Provides elastic capacity and
automated provisioning. Service
Chaining allows micro services to be
properly sequenced to provide great
flexibility and granularity and as and
when needed; operating efficiencies
and rapid service innovation.
Recognizing the need for more
holistic solution, Server / Endpoint
security vendors are integrating with
Network Security vendors by
correlating network and server /
endpoint threat data

The more participants examine the
code, the faster will the

vulnerabilities be detected and fixed.

Several vendors are enhancing Open
Source and making them more
rugged.

Best Current practices of cloud (e.g. NIST, CSRIC,
CSA, previous work of TAC) available. TPM and
Virtual TPM for higher level of assurance.
Trusted Computing practices start being used in
commercial shipments ; expected to become
more common in the future (e.g. Trusted
Platform Module (TPM) chip on HP-UX Integrity
servers, Intel Trusted Execution Technology
(TXT), industry is also developing Virtual TPM
for virtualized environment. It is not either
network security or security embedded in hosts
/ servers; both are needed; significant work
ongoing in ETSI — see GS NFV-Sec documents

Carrier grade , including security, is work in
progress in the various communities.
Community is working on security areas (e.g.
OpenStack Trusted Compute Pools); significant
work ongoing in ETSI — see GS NFV-Sec
documents
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y settings to the user’s liking. We
e Security Checker could be a
0 users, but we have turned our
market. We recommend that the
of recommended generic
ment on, thereby promoting the
hat converge on a set of common
*ﬁmmnﬂ

D“ ""'d'
4]




WEATIA
Y

A
&
4]

F:
2
k-




(72
o
(&)
-
©
(@)
| &




AY
DOCIS modem + CPE Router
Internet s * Smartphone with LTE

e LTE modem in vehicle

Wi-Fi/ loT RF
protocol bridge
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ersions allow for technology with known
rity flaws

Temp. exposure of keys required for provisioning
new devices

Human passphrase that unlocks stronger key during
provisioning

Manufacturers often use same password for all
devices, noted in instructions
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ARM  The Architecture for the Digital World"

Products = Support | Community = Markets | About | Careers |
Yousrs hers: % ) Produsts ) Processors ) Technologies ) TrustZone
TrustZone

ARM® TrustZone® technology is a system-wide approach to security for a wide array of client ARMTRU STZO N E
and server computing platforms, including handsets, tablets, wearable devices and enterprise - ... <.

systems. Applications enabled by the technology are extremely varied but include payment
protection technology, digital rights management, BYOD, and a host of secured enterprise solutions.

TrustZone technology is tightly integrated into Cortex®-A processors but the secure state is also extended throughout the
system via the AMBA® AXI™ bus and specific TrustZone System IP blocks. This system approach means that it is possible to
secure peripherals such as secure memory, crypto blocks, keyboard and screen to ensure they can be protected from
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ARM The Architecture for the Digital World®

Development of TEE and Secure Monitor Code

| T "RichExecution Environment _| |~ Trusted Execution Environment |
(REE) (TEE)

¥ | TEE Functional API
[EE Client AP

Rich OS

Cortex-A Hardware Platform (TBSA Compliant)
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ents to seed future
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f HTTPS as the default, the need
irmware updates, and the ability to

is less coverage on device security
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ant paradigm shift
One of the key
orking (SDN) architecture.
etworks make it possible for

on, and network control, enabling
anging business needs. The way this is
centralizing network intelligence and state,
plications.

than traditional network architectures.
ontrol plane and distributed dataplane seem
security as opposed to retrofitting it, and seeking
re existing control plane protocols such as BGP,




Group Project, Team Lead

uan Hag, Alcatel Lucent

ategy, Brocade
Networks (To Be Scheduled)




SDN w/o NFV

.. between fixed network functions

Cloud Node NFV w/o SDN

Cloud Node

SDN leverages Virtualization and NFV to achieve its goals

Source: Kevin Sparks, TAC FGCT Architecture
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Doubling Times in Months /

Each “Technology”

requires many

supporting

"""" technologies /
to progress up /

________ the capability | -
curve -

“  Successful

Technologies

. 77 —

Bypassed
Technologies

Characteristics
of
Exponential
Technologies



pectati —Advanced Analytics With Sell-Sendce Delivery
oy ans Autonomous Vehicles
Smat AMVsors

Micra Data Centers
Digital Deaterity

Consumer 3D Printing
HMaturaHLangueage Question Answerng

| smanRobels

30 Bloprinting Systems for Organ Transplant
Vielumedric Displays

Hurman Augrentation
Brain-Compuler interface

Cuantum Comgpuling Augmented Reality

Bigacoushic Sensing

Reality
Cnptacumency Exchange Audenamous Figld Vehicles

Wirhual Pérsonal Assistants
SmanDust

Peak of

o Jniated m}}"""”"" . Slope of Enlightenment
Xped

Innovation

Plateau of
Trigger Juctivil

time
Plateau will be reached in:

obsolete
Olessthan 2years ©2toS5years @ 5to 10years A& morethan 10years @ before plateau

Wit 1 Pl T Al [P
DigpythanT ey ST pears B 50 MIpeas A mowBan 1D pses B SESN pliikay

Gartner 1GATi5
S Yo
4 @
% :
L]
ko]
] =
% &£



Peak Rate [b/s], Data Traffic [bytes/month]

—4— Mabile

1 Exabyte/ month

1 Zetiabyte/ month

An example
of one basic technology
Area
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Into the Future
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WebRTC Distributed Edge Intelligence

= Browser/app based = Compute, content close to users

real-time comms , * High performance, low latency

= Enables multitude of

context-based comms Intelligent Multi-RAN/RATE

= Likely to spur more e2e vRAN/Cloud RAN = Seamless blending of many types o:f
communications over * Pooled, centralized RAN wireless access tech. & spectrum:
the top of operators baseband processing resources Re-architected Core (5G)
" Many variations » Converged, simplified, highly virtualiied
" Mix of specialized & x86 HW = Resources flexibly composited & !
optimized per application/device type

SDN/NFV (Enabler) Core
irtualization of network functions on x86 |
. ed connectivity (VNFs, network endpoints) SONCATID,
Free Space Optics 2nabler of technologies & business models i > $
= Alternative transport link




Critical
Advances

Major Game
Changers
I:Pistributed
Edge &
Compute

5G Core
Re-Arch.

~a Programmable
Networks

DN
y -

Web-

)

Game
Shifters

Incremental
Advances

novation

External Network




Critical

< " =

—

Incremental
Advances

Advances ) ‘lﬂ

. Distrib-.ced
| 5GCore @ Cdge&

| Re-Arch. Compute RN

NFV
S

- Programmable

DN

Network Functions Virtualization)

Implementation of network mgmt-, control-, and data-plane
functions on pools of virtualized commodity (x86) servers

— Allows network functions to be rapidly scaled up/down
(more/less capacity) and out/in (geographically distributed)

= SDN (Software-Defined Networking)
— Separation of control and data planes (classic definition)
— Centralization & integration of control and resource mgmt.

= Abstraction & APl exposure for programmable services

FCC impact: Brings many new degrees of freedom to
networks; enabler for key game changing technologies

Timeframe: DC & early WAN use now; full e2e network
deployment: ~4-8 yr (existing networks)




amic on-demand services, fit for cloud timescales
“API consumable” connectivity & network functions

Critical
Advances

Enables new forms of virtual network operators, and
mixed network operator/service provider models

rogrammable = Fundamentally enabled by SDN and NFV, and
Networks enhanced by edge computing and 5G advances

5GCore @ Edge&
Re-Arch. Compute

FCC impact: Facing new forms of dynamic services and
optimizations, potentially more complex ecosystem of
physical/virtual network & service providers

Timeframe: Some dynamic connectivity services already
commercialized; complex Naa$S forms will likely take 5
or more years to mature to be widely available

Incremental
Advances Shifters

s that will build up over many years.
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Service Velocity

= Rapid service instantiation

= New service development/test
time (& cost) reduced

= Automated service scaling
(network scaling like cloud)

tomated Cloud-Optimized Services
astic ‘BW-on-demand’ & ‘BW calendaring’
services via APIs
Automated software-defined overlay VPNs
Virtual network slice services (Network-aaS)

Many opportunities for network-cloud partner
mashups




Re-Arch. Compute A

ibution of IP service edge and virtualized cloud
rastructure close to end users

— highly efficient, high quality video distribution from CDNs

— very low latency for highly interactive applications & vNFs

= Will enable new classes of high performance cloud
applications (AR, VR, 5G loT, “Tactile Internet”, ...)

= Efficient distribution made possible by NFV (and SDN)

— allows array of virtualized edge functions, at any scale

FCC impact: Blurs line between network & cloud; many
new opportunities for emerging technology markets

Timeframe: |P Edge/CDN distribution under way, fully
virtualized edge clouds in ~3-5 years, with applications
exploiting ultra low latency expected to follow closely

L]
SDN/NFV network transformation. & e,
2
9 @
o



Can be leveraged by applications to create value

Offers application developers and
content providers dowd-computing
capabilities and an IT service
govirgnment at the gdge of the

mobile network

This envvironment s characterized by
= Progimity
Wlira-lony latency
High bandwidth
Real-time access 1o adio
metwork information

Localion awaieness

=

— Tt Chipand o




mobile core will be built on SDN/NFV foundation

independent scaling of control & data planes, disaggregating
& virtualizing functions, leveraging converged IP data plane

Critical Major Game

Ad Ch . . .
vanees d ) Changers — flexible control over flows, and virtual slices of the network

Reach, Compute S = Optimization over wide range of devices and use cases
" ‘rd"";fgmf'e — customized levels of mobility, QoS, network resources usage
SDN

= |ntelligent use of hybrid access technologies/spectrum

— coordinated multi-RAN/RAT (licensed/unlicensed/shared
spectrum, 5G, 4G, WiFi, WiGig, etc.)

FCC impact: Many shades & hybrid combinations of
wireless services to consider for spectrum planning

Game
Shifters

Incremental
Advances

Timeframe: Widespread deployment expected 2020+,
with lead early adopter deployments earlier

alized to converged elements, d a
one-size-fits-all” to tailored. mg
]
_@



Source project that defines API’s that enable
browser and mobile applications with Real-Time
Communications Capabilities.

Critical Major Game

Advances Changers
5GCore  Edge&
Re-Arch. Compute A

Programmal.le

Networ's = Creates a contextual link between an activity and
required communications

= API’s support Voice, Video Calling, Text, P2P
= Client/ plugins not required — simpler adoption

FCC impact: Technology may disintermediate service
providers from communications delivery. Implications -
TRS, VRS, CC, CALEA, €911

Timeframe: Available now with most desktop browsers.
(IE has announced support, Safari has not). loS by app,
Android supports.

Game
Shifters

Incremental
Advances

. . &
ng rapid adoption momentum. § F@%
. =
3 £
% &



has traditionally been a niche technology for short
each line-of-sight connectivity

— relatively expensive and subject to environmental
degradations/blockages

Critical
Advances

Distributed
5GCore Edge&

Re-Arch. Compute 74 = Now being used for satellite-ground and satellite-
- Programmable satellite communications — Space Mesh Networks

Networks

DN — could supplement terrestrial optical networks
‘ I pp p

= Unlikely to compare to scalability and reliability of
DWDM-based terrestrial/undersea networks but could

serve a backup role during disruptions.

FCC impact: Potential regulatory role protecting against
optical spectrum interference, safety concerns.

Incremental
Advances

Timeframe: 2-7 Years

hnology with FCC implications. K "'%
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Coverage Game
Changers

Drones

Coverage
Advances

Distributed

Edge& | \y/LTE-U,
Compute & \mwave

NG

FSO Full

> Duplex
ATSC 3.0 |, Radio
B-TV std

Carrier
Aggr.

Scale
Advances

novation

Capacity




dardization starting now, plan for deployments
nd 2020

Vide range of services: mobile broadband, massive
loT, mission critical high reliability and low latency

Coverage Game Capacity Game
Changers Changers

= New technologies for mmWave bands, massive MIMO,
and scalable flexible network virtualization

W/LTE-U,
mmWave

= Designs for licensed and unlicensed spectrum

= Multi-connectivity across bands and technologies.

) ‘\ Duplex
ATSC3.0 | Radio

FCC impact: Spectrum policy from 600 MHz to 70 GHz,
et internet policy considerations

Timeframe: 3-5 Years
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echnology for achieving massive wireless
scalability via aggressive spatial multiplexing

Coverage Game — Large number (10s-100s) of small low power antennas

Changers Changers
— Utilizes measured (vs. estimated) channel characteristics

(W - = Enables beamforming gain that grow linearly with
- number of antennas (key to scalability)

Drones

= High uniformity of service to users near/far from cell

= Distributed array processing at cell site; no MIMO
el vic processing on mobiles (keeps devices simple)

FCC impact: Important advance for maximizing macro
Coverage cellular spectral efficiency to be aware of/planning for

Advances
Timeframe: Expect Massive MIMO to be deployed first
for 5G ~2020

L
gy for addressing 5G capacity needs. d F@?é
3 =
E &
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cells are key to capacity scalability for dense
areas through spatial reuse, supplementing macro cells

— especially for low mobility/nomadic users

Coverage Game Capacity Game
Changers Changers

S = Adding alternative spectrum (not shared w/macros)
hybrid greatly enhances the capacity gain

S — LTE-Unlicensed applies LTE quality to unlicensed or shared

Drones
spectrum
7 P

— mmWave can supply massive bandwidth over short distance

ol IR = Efficient scaling via aggregation of licensed anchor
ATSC3.0 adio 0 o . .
spectrum with wide-but-variable unlicensed spectrum

Covernge FCC impact: Important scaling approach to factor into
Advances spectrum planning for capacity growth

Timeframe: Small cells now; LTE-U: 2016; mmWave: 5G

*ﬁwcm;ﬂ*
bining high spatial reuse and S .
d o a [+]
and in high density areas. 3 i
5 &
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ology for simplifying field deployments and to move
ge parts of radio and access network functionality to
pooled network components

— Baseband pooling is an extreme case

A

Coverage Game Capacity Game
Changers Changers . . A
‘ — Radio access network split towards general purpose processing

iybria

= Useful for distributed antenna or radio head deployments
@ — - — Large indoor networks for capacity, or urban capacity boosting

w/LTE-U,
Drones Compute mmWave

/ F 4 Benefits

— Lower operational cost, and adoption of GPPs for parts of radio
FCC impact: vRAN can be a cost reducer for large operators

who rely on high quality spectrum; needs good backhaul;
highly market dependent in relevance.

Timeframe: Possible today but few years to cost effective
solutions in all markets

rkets; high capacity provisioning with &

3
Or large operators in some scenarios - c 1
E
%
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Physical Layer
lect operating points to match services
— Robustness and data capacity
Utilize multiple operating points simultaneously
— Different network topologies
— On-channel repeaters, channel bonding etc.

Massile — Ability to reach all device types

% B MIMO — From large screen & rooftop antenna to handheld portable devices
Cell/Sat

@ O G = |nternet Protocol based Transport Layer
rones Compute

— [ N — Broadcast “bits” to a multitude of receivers simultaneously

ty
— File based transmission capability
— Down load content to receivers with storage

— Hybrid Broadband/Broadcast applications
= UHDTV, immersive audio, improved accessibility,
personalization and interactivity
FCC impact: Rules would need to be revised to allow use of ATSC 3.0
Timeframe: 2 -3 Years

Coverage Game Capacity Gam o O\
Changers Changers A

_ Advances

oaden the broadcast application space.
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Coverage Game
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Quality of Service

QoS describes technical network
performance. A network centric

concept
e throughput, latency, jitter and
packet loss
e Easily measurable today in
context of specified network
endpoints and network
conditions
e Users do not directly perceive
these parameters

* User Perception = QoE: app

Quality of Experience

performance degradation

Experience based on usage model
O applications consumed
O BB speed/tier choice

Limited methods & infrastructure

to support QoE measurements
O User surveys estimate QoE

Collecting consistent, objective
data will be challenging due to
subjectivity of QoE concept
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