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Meeting Overview 
 
Dennis Roberson, TAC Chairman, began the meeting asking the TAC members to introduce 
themselves.  He noted that the TAC work groups were actively engaged in pursuing their work 
agendas and that his calendar was filled with scheduled meetings.  Each TAC Work Group 
chairperson next provided a summary of their work activities for the year. 
 
The meeting concluded with Dennis Roberson thanking all members for their participation. He 
also noted that given the expanded number of work groups, the final meeting on December 9th 
would be expanded by one hour, beginning at 12:30pm and ending at 4:30pm. 
 
A copy of all presentations is attached herein. 
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Extended Voice Footprint

Cellular Data Offload

T-Mobile – 11M Wi-Fi 
Calls per day (Infoworld
Online 8-27-2015)

Wi-Fi expected to 
contribute 20% to 
mobile data capacity. 
(Wireless BB Alliance)

Primary Use-Cases



Voice over Wi-Fi Apps
Includes Multi-media/ RTC

Service Providers
With Plans to support VoWi-Fi

Wi-Fi–First Carriers

Hundreds of apps 
supporting free or low 
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MDTP WG Mission
Emphasis will be on longer term initiatives that will combat more sophisticated 
theft scenarios

Developing recommendations on next generation anti-theft features
Processes including recommendations for hardening of existing device identifiers and 
the possible need for new, more secure identifiers
Security mechanisms with higher consumer acceptance (e.g. biometrics)
More focused analysis of analysis overall theft ecosystem including how stolen 
devices are re-entered into the marketplace (e.g. recycling industry)
Further recommendations on improved reporting mechanisms

Consideration will also be given to the efficacy of extending theft prevention 
mechanisms to other classes of devices. 

Provide an assessment of progress made in the area of device theft prevention 
as some of these recommendations have been applied 



FCC Requests for Further Advice

At the initial 2015 meeting of the TAC, the FCC Chairman requested the MDTP 
WG consider the following tasks (details as provided by the FCC are in the 
backup material), :

Task 1 – On-Device Theft Prevention Features Template
Task 2 – Hardened Device Identifiers
Task 3 – Database

Tasks 1 and 2 - an interim report was provided May 1

Task 3 feedback is scheduled for October 1



Task 1 Update - On-Device Theft Prevention Features
CTIA announced on July 1, 2015 the fulfillment of the Smartphone Anti-Theft 
Voluntary Commitment at no cost to consumers

Major commitment of the entire mobile ecosystem including operators, handset 
manufacturers, and operating system providers
Gives U.S. consumers new protections in the event their smartphones are lost or 
stolen

Included are capabilities to remotely lock and wipe missing devices while still enabling 9-1-1 
calls even when the phone is locked and providing the consumer a means to unlock the 
phone when it is recovered

Chairman Wheeler has asked CTIA to update its voluntary commitment to 
include "opt out“ functionality, as well as all of the MDTP WG’s other 
recommendations

MDTP recommendations supports an "opt out" requirement, under which the theft-
prevention features would be activated on all phones by default, and consumers would 
need to take affirmative steps to disable them
Also requested improving the availability of data on device theft and loss
CTIA is developing a response to Chairman Wheeler’s request



Task 2 Update - Hardening of the IMEI
GSMA Device Security Group will revisit the entire IMEI security topic in 2015 as it 
has already identified this topic as being a priority for next year and the work will, 
at a minimum, involve a review of the technical design principles and reporting 
and correction process

GSMA’s North American Regional Interest Group will provide North American-specific 
concerns
As a result of the study, ATIS and/or 3GPP may be involved if standardization efforts are 
required.

GSM Association’s North American Regional Interest Group “North American 
Fraud Forum & Security Group” liaison to the GSMA Device Security Group:

Conduct a study to better understand the duplicate IMEI landscape and to what 
extent IMEI reprogramming is an issue today
Review the technical security design principles to assess if they remain fit for 
purpose or if they need to be updated
Consider how the IMEI changing ecosystem can be monitored and reported on 
going forward
Study if IMEI implementation security requirements could be defined in the industry 
standards and if there is merit to such an approach



Task 3 Update - Database
MDTP WG asked to study database systems that effectively track stolen items 
and develop a spec sheet for an effective stolen phone database that might be 
focus on North America

Issues under study include:
Law Enforcement related:

Across the US, law enforcement officers may not be aware of the significance of the device 
identifier (IMEI, MEID, etc.)
Procedures to obtain the IMEI or ESN on devices vary among manufacturers and this 
complicates law enforcement abilities to acquire that information.  Also, if the device will not 
power-on, this further complicates abilities.
Across the US, law enforcement officers are not fully aware of how to access information that 
is in the GSMA IMEI Database.

Consumer related:
A fragmented system of consumer outreach exists in which no single government agency, 
group, manufacturer, or carrier providing a uniform and comprehensive outreach program or 
source for information.
Consumers don't always report the theft of their devices to law enforcement and/or carriers.
Consumers need instructions and clarity of the process and procedures for the reporting of 
stolen devices.



Task 3 Update – Database (continued)
Topics identified include:

Mobile device information is dispersed across different stakeholder databases 
such as local/global blacklists, insurance databases, OEM device check 
services, MEID/IMEI databases, etc.

A lookup across more than one database is required to get comprehensive information.
Potential buyers of smartphones do not have access to a complete information to 
verify that the smartphone is not a stolen mobile device

Potential buyers of smartphones may not understand the importance of identifiers and 
how to identify their smartphones

Some mobile network operators in other countries are not using the GSMA IMEI 
Database, or do not use data from other carriers or regions
Some US mobile network operators, especially the smaller mobile network 
operators, do not utilize the GSMA IMEI Database or have the technology to 
deny stolen handsets service on their networks



Task 3 Update – Database (continued)

Database solutions may be characterized into the following categories: 
Databases used by network operators containing device identifiers which are 
used to deny access to known stolen devices on their networks
IMEI/MEID Database provided by the GSM Association to facilitate the sharing 
and distribution of stolen device identities between mobile network operators 
Some OEM/OS vendor databases which specify the enrollment state of the on 
device theft prevention solution
Aggregator databases which provide device checking services and/or portals to 
network operator and OEM/OS vendor databases



Task 3 Update – Database (continued)
Network Operator Databases

Network operator databases are specifically targeting and denying use of known 
stolen devices on the network
These network operator databases provide the identities of devices stolen from 
their customers to the GSMA’s IMEI Database for distribution to other network 
operators and they are  independent of the subscriber-initiated enrollment status 
of their chosen on-device theft prevention solution

GSM Associations North American Regional Interest Group “Analysis and 
Recommendations for Stolen Mobile Device Issue in the United States” 
provides example implementations that can be used by the network 
operators to deny services for stolen mobile devices on their networks

Equipment Identity Register
CDR Analysis
Network Transaction Trigger



Task 3 Update – Database (continued)

Equipment Identity Register (EIR) 
by a wireless operator is the most 
common network-based 
implementation to identify and 
prevent the use of stolen mobile 
devices

EIR is a standards-based network 
infrastructure implementation that 
has been defined by the 3rd 
Generation Partnership Project 
(3GPP), the global standards 
development organization for the 
GSM family of technologies
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Task 3 Update – Database (continued)
GSMA’s IMEI/MEID Database is 
based on a data platform run and 
maintained by the GSM 
Association 

Designed to share stolen device 
data between network operators 
to enable them to prevent known 
stolen devices from being used on 
any operator network that 
subscribes to the Database and 
that has the necessary technology 
in place within its network to check 
for and deny service to blacklisted 
devices 

Mobile
Device

SGSN EIR 

Operator 
Provisioning MME

Proxy Server

Internet

Mobile
Device

SGSN EIR 

Operator 
Provisioning MME

Proxy Server

Internet

Operator A

Operator B

2G / 3G / LTE
Radio Network

2G / 3G / LTE
Radio Network

GSMA IMEI
Database

MSC Call
Server

MSC Call
Server



Task 3 Update – Database (continued)

Device Information Portal 
(Conceptual View)

Enables stakeholders to get 
information on how to determine the 
status of a device using a portal

Could be utilized as a platform to 
provide instructions on how to obtain 
information about a device and 
aggregate available device 
information across different solutions 
(GSMA, Operator, OEM platform, 
OS platform and other aggregators) 
to enable credible, synthesized 
information to all stakeholders in the 
mobile ecosystem



ATIS Best Practices for Obtaining Mobile Device Identifiers for MDTP 

ATIS standards effort resulting from TAC MDTP WG recommendation in 
December, 2014:

Recommendation 1.5: The FCC TAC recommends that ATIS in coordination with 
other appropriate industry groups (e.g., GSMA-NA Regional Interest Group) be 
tasked with developing standards, methods and procedures to obtain device 
identifiers from smartphones including those which are locked or rendered 
inoperable.
Expected out for ballot this month, and targeted for publication in October



ATIS Best Practices for Obtaining Mobile Device Identifiers for MDTP 

Device Disabled By Owner Initiated MDTP Procedures
Recommended that upon disabling of a mobile device the mobile device display 
screen show the device IMEI

IMEI Display on Disabled or Locked Devices
Objective is to provide a method where access to the device IMEI does not 
require specific knowledge of a proprietary user interface
Examples could include:

When an emergency call is initiated from a device locked screen or a device disabled 
screen, a pre-call window (emergency dialogue box) appears asking the user if they 
really want to make an emergency call. In that dialogue box the IMEI can be displayed
The IMEI could always be displayed on the device locked or device disabled screen

IMEI Display on Unlocked Devices
Enter *#06# into the mobile phone



GSMA-NA Device Blocking and Data Sharing Best Practices  
Document is under development, and will address:

INSTALLATION OF NETWORK ACCESS CONTROL CAPABILITY
EIR or a solution or process having the effect of EIR functionality

ACCESS TO IMEI DATABASE
Establish connections to access the IMEI DATABASE for the purposes of uploading 
and downloading Device identity data

BLOCKING OF LOST AND STOLEN DEVICES
Agreement on what devices are subject to network blocking i.e. anything with an IMEI
Blocking on network plus delivery of the IMEI to the IMEI Database to be placed on the 
GSMA Blacklist
Agreement on what to block – lost, stolen or lost and stolen

EXCHANGE OF DATA ON LOST AND STOLEN DEVICES
Investigating Blacklist entries to be submitted to the IMEI DATABASE on an hourly 
basis  and Blacklist entries downloaded on an hourly basis.

DATA FORMAT
Ensure that the Data exchanged shall be in accordance with the requirements specified 
by the GSM Association



Preliminary Recommendations

The FCC TAC recommends a deeper investigation by industry into the causal 
factors for the increase in consumer use of on-device solutions that could be 
used for determining how to optimize further efforts to incentivize greater 
consumer use of anti-theft features, if necessary

Recommend completion by EOY2015

The FCC TAC recommends an industry-led investigation into whether the 
increased availability of anti-theft functionality on new smartphones, as well as 
the upcoming initial device setup prompts that will be required by California 
legislation after July 2015, have the effect of further increasing consumer use 
of these features. 

Such a study should be undertaken after the July 1, 2015 date to allow for a 
sufficient number of devices with these features to have been placed into circulation
CTIA committed to include in its on-going consumer research investigation into 
adoption of anti-theft functionality



Anticipated Recommendations to the FCC Chairman
Continued studies to determine whether implementations post July have the desired affect 
on mobile device theft

Refers to the planned recurring survey effort for continued monitoring of improvements
FCC should work with CTIA in defining survey 

Better tracking of actual phones stolen – investigate as part of the MDTP working group task 
3 deliverable

FCC voluntary framework for a set of on-device capabilities to guide industry
Based on the “working group view”  column of the Best Practices Template: Comparison of 
Anti-Theft Tools

FCC to work with industry on developing effective outreach initiatives to educate the 
consumer

Identify key technological areas where the FCC should seek further information from 
industry

IMEI 
Requirements and Use of databases
Future theft prevention opportunities



MDTP Plan for Remainder of 2015 – Conclude Reports 
& Finalize Actionable Recommendations

Task 1 - On-Device Theft Prevention Features Template

Task 2 – Hardened Device Identifiers (IMEI)

Task 3 – Database 



BACKUP



Task 1 - On-Device Theft Prevention Features Template
Password protection, Remote lock/wipe/restore functionality
Most effective only if they are part of a package of practical solutions that consumers 
actually use, and today the majority of U.S. consumers don’t
WG asked to explore developing a proposed template approach that would ensure 
wider and easier use
The template should cover:

A relatively uniform approach to these features (from the end user perspective) so that 
consumers do not need to re-educate themselves whenever they change devices
An “automatic on” approach, or something similar, under which consumers can set up a new 
device only if they select a screen-saver password (whether digits, biometric, or something 
else) and activate lock/wipe/restore features 
A feature making it easier for consumers to report thefts to providers and/or police, including 
reporting the device’s IMEI
General consideration of the implications of Wi-Fi only connectivity.

22



Task 2 - Hardened Device Identifiers (IMEI)

Reliable IMEIs are critical not only for theft prevention, but also for 
improving the integrity of the wider provisioning system that uses the 
identifiers
GSMA and 3GPP have begun discussions in this area, we need more 
urgency
The WG was asked to assess rapidly whether there are any constraints that 
would prevent 3GPP and/or GSMA from developing a standard for a 
hardened IMEI by the end of this year

Note it is recommended that the WG work through ATIS as the North American 
3GPP Organizational Partner



Task 3 - Database

The WG is asked to study database systems that effectively track stolen 
items (phones, cars, funds) and develop a spec sheet for an effective stolen 
phone database that might be focus on North America

GSMA already hosts a configurable stolen phone database which is 
facilitating pan operator blocking and information distribution. There is an 
opportunity for ecosystem participants to make greater use of this resource 
through optimized configuration and adoption

The WG should finalize the proposed spec sheet by October 1
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•
• Derive and document requirements and development guidelines for a security checker application. The app helps 

consumers to configure security settings on their personal smartphones in a quick and user-friendly way according 
to best industry practices and reflecting individual security needs . The app is first launched during device setup and 
can be re-visited to make changes to security settings or view the current security status of the device.

• Target audience is FCC and OS vendors as well as any party involved in the development, provisioning/hosting, and 
maintenance of the security checker app

•
• Amit Ganjoo, Oceus Networks
• Katrin Reitsma, Motorola Solutions
• Alex Abey, Lookout
• Andrew Hoog, Now Secure
• Andy Banks, Citrix
• Youngkwon Lim, Samsung
• Martin Dolly, AT&T
• Renato Delatorre, Verizon



•
• app launched during initial on boarding and can be revisited later (both to modify 

security configurations or view the current device security status)
• Two possible app architectures 1) fully native or 2) client/server
• Intro questionnaire desirable for exploring user’s security needs

results used by security checker to recommend configurations
proposed design guidelines should be followed to ensure a good user experience (leading 
to a wider user adoption)

• Use 4-tier security levels (no/low/medium/high) for easier/faster configuration as well 
as easier overview of current device security status

OS-based and 3rd-party security features
enforceable security features can be configured by app
non-configurable security features; status can be viewed in the app
we provide examples for each level for every covered security feature
app calculates security score and expose it to other apps using underlying OS 
communication framework 



•
• Recommended immediate actions:

– Get mobile OS vendors involved for feedback and help with the execution & deployment of the security 
checker app

• Recommended next steps:
– Recommend a focus group to develop an intro questionnaire and derive more detailed guidelines e.g., 

based on user research, in terms of what would be an acceptable user experience for various security 
levels (none, low, medium, high). This approach will decrease the initial setup time and improve overall 
user experience

– Form group to investigate whether recommendations are technically feasible, i.e., can be supported by 
considered mobile OS versions

– Define a vetting process for entities to become trusted app stores.
– Implement a two pronged approach, 1) a security checker and 2) a web based or native app acting as an 

educational tool which is constantly refreshed with latest recommendations
– Create a validation team to ensure design guidelines and security requirements as outlined in this 

document are met



•
• This section summarizes suggestions for mobile OS vendors that would allow for a 

more effective security checker 
– For a better user experience for security conscious end users, automatic app 

updates should come with an option, such that end users are only prompted when 
an app update requests additional permissions.

– Assist with the development & deployment of the security checker app, by 
enabling the security checker to 1) access the status of the security settings and 
features listed in this document and 2) expose a security score (or something 
similar) that app developers can use and leverage to control app behavior without 
the need to create new APIs

– If not already supported, OS vendors should incorporate FIPS compliant crypto 
libraries on the device

– If not already supported,  enable users to select whether they want to share GPS 
or cellular/WiFi network based location information as separate items



•
– 1a:   Final Wizard Requirements

• Draft (limited circulation): September 24, 2015 (complete)
• Final version imminent (contingent upon CAC engagement)

– 1b: Report with App Requirements & Design Guidelines and Final 
Recommendations

• Draft (limited circulation): September 24, 2015 (complete)
• Final version including agreed upon recommendations (due Dec 

2015)



•
– Lack of Mobile OS vendor engagement
– Identification of a sustainable business model and suitable partners for 

the development, deployment and maintenance of the wizard and 
security checker

– Collaboration with the CAC to design the ‘front end’  User-Friendly 
questions that drive the wizard and security checker configuration
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–
• Q2: IoT security initiatives industry scan
• Q3: Gap analysis, recommendations preview, and progress on the categories of 1) communication 

networks, 2) IoT devices, 3) best practices
• Q4: Recommendations addressing the takeaways and identified gaps from the Q3 update

•
• Russ Gyurek, Cisco
• Tom McGarry, Neustar (co-lead)
• George Popovich, Motorola Solutions (co-lead)
• Christoph Schuba, Ericsson
• Brian Witten, Symantec
• Peter Davis, Neustar

• Mike Bergman, CEA
• John Brzozowski, Comcast
• Renato Delatorre, Verizon Wireless
• Martin Dolly, AT&T
• Craig Greer, Samsung



•
–

• The communications networks team will look to address the FCC’s question 
around the underlying technologies for IoT, along with their vulnerabilities and 
challenges

• The devices team will focus on the state of the art and gaps around IoT device 
security, including any technical solutions that help with resource constrained 
IoT devices

• The best practices team will continue to build our understanding of the state of 
the industry on how stakeholders are looking to address IoT security concerns



•
1. What are the underlying technologies (e.g., WiFi, ZigBee, GPRS, LTE) that dominate the IoT space? and what security vulnerabilities and 

challenges do they present in the IoT environment?
– In process within the communications networks team – some technologies have been looked at in more detail than others – see 

the IoT communications networks matrix slide in the appendix as a representation of our status
2. What other security challenges face IoT consumer products?  For example, to what extent does lack of physical security pose a threat to 

unsupervised IoT devices? Explain.
– In process across all 3 IoT security teams – we list our current take on security challenges on the “key findings” slide. We are also 

in the process of leveraging the information from the Cloud Security Alliance IoT team (who recently joined our TAC WG)
3. What is the industry doing to secure and protect battery-operated and resource- constrained (i.e., minimum computing power and memory) 

M2M devices, which cannot encrypt its data?
– We are finding examples of progress within the devices team effort – some examples of lower-resource IoT nodes have been 

identified, and it is also suggested that resource issues will be alleviated over time with technology advances (Moore’s Law). 
Examples - devices like http://www.ti.com/product/cc430f5137 and battery saving LoRa (Long Range) equipped devices

4. How are the IoT/M2M stakeholders addressing those security challenges and vulnerabilities, and what are the gaps?
– We are nearly complete on the best practices front, but still need more study on devices – we do see industry momentum toward 

addressing common security gaps but challenges remain. See the “key findings” and “best practices” slides for details.
5. What is the potential impact of these security challenges on the future of IoT/M2M industry, the end user and the economy, especially when 

IoT devices become fully integrated in all of our systems, including our critical infra.? 
– In process – TBD, likely challenging to list out all the potential impacts. We still have much thinking to do on this question.

6. What role could the FCC play in facilitating positive changes in the security, privacy and resiliency of M2M/IoT devices and systems?
– In process – We are currently wrestling with the concept of an industry led IoT security certification program in an attempt to raise the 

security bar through voluntary industry actions.
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Source: Kevin Sparks, TAC FGCT Architecture

Making the network programmable and adaptive to applications



Source: Kevin Sparks, TAC FGCT Architecture



Source: David Jorm, Open DayLight

Source: Peter Schneider, Nokia

Attacks from many sources, including applications and devices, on 
Control and Data Planes, need to be addressed



1. Securing Controller

2. Securing Infrastructure

3. Securing Network 
Services

4. Securing Application

5. Securing Management & 
Orchestration 

6. Securing API

7. Securing Communication

8. Automation of Security 
Technologies
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Source: Mike Geller, Cisco
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1. Controller
2. Infrastructure
3. securing network 

services

1. Controller
2. Infrastructure
4. Applications
5. Management & 

orchestration
6. API
7. Communications

* Source: Dr. Kireeti Kompella, CTO, JDI, Juniper



o

o

1. Controller
2. Infrastructure
5. Management & 

orchestration,
8.    Automation of  Security 

Technologies

1. Controller
2. Infrastructure,
5. Management, 

& orchestration
8.    Automation  of 

Security 
Technologies

* Source: Dr. Kireeti Kompella, CTO, JDI, Juniper



Securing 
infrastructure, 
applications,  e2e 
security analytics

Security technologies

2. Infrastructure
3. securing network 

services
4.    Applications
8.    Security Technologies

8. Security 
Technologies
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* Source: Andrew Coward, Brocade
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Web Server Consumer 
App / Web 
Interface

Wi-Fi / IoT RF 
protocol bridge

GATEWAY 
• DOCIS modem + CPE Router
• Smartphone with LTE
• LTE modem in vehicle

Wi-Fi

Other 
RF

IP link

Wi-Fi

User



Protect the 
Communications

Protect the 
Device

Understand 
Your System

Manage 
DevicesCloud/Data

Center

Gateway

Devices
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Source: Kevin Sparks, TAC FGCT Architecture

SDN leverages Virtualization and NFV to achieve its goals
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Technological Advisory Council

Spectrum and Receiver Performance 
Working Group

September 24, 2015



2015 Mission
• Make recommendations in areas focused on improving 

access to and making efficient use of the radio 
spectrum from a system and receiver perspective

• Provide support as the Commission considers TAC 
recommendations related to the statistical aspects of 
interference

• Conduct analysis and make recommendations related to 
enforcement issues in a rapidly changing RF 
environment 



Working Group • Participants / Contributors: 
• Dale Hatfield, University of Colorado
• Pierre de Vries, Silicon Flatirons
• Brian Markwalter, CEA
• David Gurney, Motorola Solutions
• Steve Kuffner, Motorola Solutions 
• Geoff Mendenhall, GatesAir
• Robert Dalgleish, Ericsson
• Kumar Balachandran, Ericsson
• Robert Miller, incNetworks
• Bruce Judson, Qualcomm
• Dennis Roberson, IIT
• Dave Pehlke, SkyWorks
• Scott Burgett, Garmin

• Chair: 
• Lynn Claudy, NAB
• Greg Lapin, ARRL

• FCC Liaisons: 
• Julius Knapp
• Uri Livnat
• Bob Pavlak
• Matthew Hussey



Develop recommendations about statistics of 

interference and risk-informed decision making

Recommend strategies for interference resolution 

and enforcement in a changing RF environment

Propose methods for characterizing the operational 

impact to receiver performance from interference

Working Group Areas of Focus



Risk-Informed Interference Assessment 
Focusing on MetSat/LTE interference as test case: build on 
analysis done by CSMAC WG-1
Testing the 3-step method recommended last year:
1. Inventory of hazards: Analyzed MetSat / LTE data required 

for assessment
2. Consequence metrics: Exploring mapping from RF to service 

metrics. Mostly done for MetSat, in progress for public safety 
and broadcasting

3. Assess likelihood & consequence using Monte Carlo 
modeling



Interference Resolution and Enforcement
Deliverables for TAC Meeting on December 9, 2015:

Updated straw-man proposal for dealing with aggregate 
interference and enforcement architecture
Preliminary recommendations for immediate and 
specific actions to support enforcement
Detailed research plan / statement of work for future 
system engineering study, to be carried out by 
government or under government auspices



Interference Resolution and Enforcement
Updates and Progress

Updating straw-man proposal to include inter alia
transmitter identifiers, emission designators, and PIM; 
some risk due to personnel constraints
Preparing preliminary recommendations for 
comprehensive system engineering study 

Objective: Use modern system engineering tools, 
analysis, and techniques, to develop and justify a 
comprehensive national program for interference 
detection, classification-identification, location, resolution, 
reporting and enforcement 



Principles for Assessing New Band Allocations

The Commission can benefit by applying fundamental principles 
when allocating new services adjacent to existing ones

Basic principles have been developed

Deliverable for TAC meeting on December 9, 2015:

White paper discussing the principles and their application to band 
allocations



Themes Underlying the Principles for 
Assessing New Band Allocations

Interference is due to characteristics of both transmitters and 
receivers

Interference is unavoidable, dynamic, and should be planned for

Responsibilities of: receivers, systems, & transmitters

Benefits of disclosing operating characteristics to the FCC

Use of interference limits to distinguish harmful interference

Quantitative analysis of interaction between services



THANK YOU
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Technological Advisory Council

Proposed RF Noise Floor and 
Interference Study Ad Hoc Group 

September 24, 2015

DRAFT



Background
RF noise floor is an issue for numerous wireless communications 
services
Anecdotal evidence suggests RF noise floor has been steadily rising; 
assessment methodologies and quantitative studies are lacking
Topic was addressed in June 2014 white paper from Spectrum 
Working Group: “Introduction to Interference Resolution, Enforcement 
and Radio Noise”--white paper recommended focused study by the 
TAC
Interest sought at last TAC meeting by TAC FCC liaisons for forming 
ad hoc group 
Mission statement developed by interested parties for formation of an 
ad hoc group to study the issue
Requesting authorization of ad hoc group



Mission of Proposed Ad Hoc Group
• Research literature on RF noise floor changes from 500 kHz 

to 2 GHz
• Research FCC rules on RF emission limits from licensed 

and unlicensed services
• Research literature on manufacturing and testing of 

unlicensed RF emitting devices
• Compare available test data relative to current emission 

limits
• Research require noise floor for wireless communications 

bands and assess unlicensed service contributions to noise 
floor



THANK YOU
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WG Chair:  Nomi Bergman, Bright House Networks
Adam Drobot, OpenTechWorks

FCC Liaisons: John Leibovitz, Nnake Nweke, Walter Johnston

Members:
• Kumar Balachandran, Ericsson
• John Barnhill, Genband
• Mark Bayliss, Visualink
• John Chapin, SGE
• Lynn Claudy, NAB
• Brian Daly, AT&T
• John Dobbins, Earthlink
• Jeffrey Foerster, Intel

• Dick Green, Liberty Global
• Ramani Panduragan, XO 

Communications
• Thyagarajan Nandagopal, NSF
• Jack Nasielski, Qualcomm



Members:

• Mark Gorenberg, Zetta Ventures 
• Russ Gyurek, Cisco
• Farooq Kahn, Samsung
• Gregory Lapin, ARRL
• Brian Markwalter, CEA
• Tom McGarry, Neustar
• Paul Misener, Amazon
• Bruce Oberlies, Motorola 

Solutions
• Lynn Merrill, NTCA

• Mark Richer, ATSC
• Marvin Sirbu, SGE
• Paul Steinberg, Motorola 

Solutions
• Lisa Guess, Juniper Networks
• Kevin Sparks, Alcatel-Lucent
• Sanjay Udani and David Young, 

Verizon
• Steve Lanning, Viasat



Sub-Working Group Chairs:

1. Demand and New Business Models – Brian Markwalter, CEA
2. Capacity Impacting Technologies – Jack Nasielski, Qualcomm
3. Drivers for Architecture Changes – Kevin Sparks, Alcatel-Lucent



5



6

•

•

Two way wrist Radio 1946
Two way wrist TV      1964 
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•

Kryder's Law is the assumption 
that disk drive density, also known 
as areal density, will double every 
thirteen months.
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•

Metcalfe's law states that the value of a 
telecommunications network is 
proportional to the square of the number 
of connected users of the system (n2).

Reed's law is the assertion of David P. 
Reed that the utility of large networks, 
particularly social networks, can scale 
exponentially with the size of the network.



9

• Computing
• Storage
• Communications
• Sensors
• Actuators
• Interfaces
• Software

• Power

• Cloud Computing
• Mobility
• Analytics
• Artificial Intelligence
• Autonomy
• Software Defied Functionality
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1985              1995              2005             2015              2025

108

107

106

105

104

103

102

101

Doubling Times in Months 

12
18 24

Successful
Technologies

Bypassed
Technologies

11118181818111818 242424242224242424

Successful
Technologies

Bypassed
Technologies

Each “Technology”
requires many
supporting
technologies
to progress up
the capability
curve

Characteristics
of

Exponential
Technologies
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* Source: Gartner Hype Cycle 2015, 2010, 2005
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* Source: Farooq Khan, Samsung

An example
of one basic technology

Area
Projected 

Into the Future
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• Implications for the FCC

• The National ICT infrastructure has deep 
penetration and is built from 
components that are evolving rapidly.

• Consequently, expectations and user 
experiences in 5-7 years will be 
considerably different from what we 
have today!
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• Completed Broad Call for Ideas and Technologies

• Began Analysis to identify most impactful Technologies

• That affect Demand and Business Models
• Technologies that are likely to significantly improve capacity (In 

several different dimensions)
• Developments that may cause major Architectural Changes in the 

way Networks are Designed and Built

• Arranged for a full schedule of talks and presentations from SMEs 
• Initiated discussions on observations and  recommendations



• –
• May 29 – Massive MIMO - Tom Marzetta, Bell Labs
• –
•
•
•

•
•
•



•

•
•
• –
• September 
•

• First Net
•
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Reference from
June TAC Readout



Disruptive Innovation

Sustaining Innovation

External Network
Impact

Internal Network
Impact

Major Game
Changers

Analysis:
Long Term Impact 

Critical
Advances

Incremental
Advances

Game
Shifters

Network X

Appl/Content
Provider C

en
Provider C

Appl/Content
Provider B

Network X

Network Y

VNO W en
Provider B

Appl/Content
Provider A
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W
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W
A

W

Network Z
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Disruptive Innovation

SustainingInnovation

Major Game
Changers

Critical
Advances

Incremental
Advances

Game
Shifters

External
Network
Impact

Internal
Network
Impact

tive Innovation
oojorrrrr GGameajojojojojorrr GameMaaajjojoMaMaMaM

CCCCChangers
ajojoMaMaajjj

ngInnovation

Gamememememe
Shiftersss

External
Network
Impact

eee

SDN and NFV are foundation enablers driving many aspects of NG network transformation.



Disruptive Innovation

SustainingInnovation

External
Network
Impact

Internal
Network
Impact

Major Game
Changers

Critical
Advances

Incremental
Advances

Game
Shifters

ee
ersrsrsrsrs

Major GamememeM
Changegegerr

memee
geeerrsr

External
Network
Impact

Game
Shifters

A broad sweeping transformation of networks that will build up over many years.



“Reshaping the future with NFV and SDN, The impact of new technologies on carriers and their networks”, Report by Arthur D. Little and Bell Labs Consulting, 
May 21, 2015; https://www.alcatel-lucent.com/press/2015/european-telecoms-could-realize-eu39-billion-re-imagining-network



Network CapEx Efficiency
GPP (x86) commodity hardware riding 
Moore’s Law curve (gain or not depends 
on type of function being virtualized)
GPP hardware pooling/reuse 
Automated multi-layer optimization of 
network drives higher network utilization 
(less ‘headroom’ overhead required)

Network OpEx Efficiency
Economy of scale of operations & 
maintenance on common GPP hardware
Auto self-service cuts provisioning costs
Reduction in non-deferrable 
maintenance

Service Velocity
Rapid service instantiation
New service development/test 
time (& cost) reduced
Automated service scaling 
(network scaling like cloud)

Automated Cloud-Optimized Services
Elastic ‘BW-on-demand’ & ‘BW calendaring’ 
services via APIs
Automated software-defined overlay VPNs
Virtual network slice services (Network-aaS)
Many opportunities for network-cloud partner 
mashups

Business Model Innovation
APIs and NaaS opens up possibility for many 
new types of virtual operators
Highly optimized customization can enable 
previously infeasible business models
Automated global service needs may drive 
consortiums and federated BW markets

SDN/
NFV

Virtual Edge Advances
Lowers cost of distributing cluster of 
IP edge functions close to users
Enables distribution of compute & 
storage close to users
Edge computing w/very low latency 
enables new classes of services (AR, 
VR, tactile Internet)
Positions network for low latency 5G



Disruptive Innovation

SustainingInnovation

Major Game
Changers

Critical
Advances

Incremental
Advances

Game
Shifters

External
Network
Impact

Internal
Network
Impact

ovation
Major GameM
Changers

novation

Game
Shifters

External
Network
Impact

Intelligent virtual edge will be the focal point for SDN/NFV network transformation.
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Disruptive Innovation

SustainingInnovation

Major Game
Changers

Critical
Advances

Incremental
Advances

Game
Shifters

External
Network
Impact

Internal
Network
Impact

ve Innovation
Major GameM
Changers

ningInnovation

Gamee
Shifters

External
Network
Impact

In 5G, the mobile core moves from specialized to converged elements,
and wireless services move from “one-size-fits-all” to tailored.



Disruptive Innovation

SustainingInnovation

Major Game
Changers

Critical
Advances

Incremental
Advances

Game
Shifters

External
Network
Impact

Internal
Network
Impact

Major GameM
Changers

External
Network
Impact

Game
Shifters

Disruptive communications enabler gaining rapid adoption momentum.



Disruptive Innovation

SustainingInnovation

Major Game
Changers

Critical
Advances

Incremental
Advances

Game
Shifters

External
Network
Impact

Internal
Network
Impact

uptive Innovation
Major GamememeeeM
Changegegeeersrsrsrsrs

External
Network
Impact

memee
gegeerrsr

ainingInnovation

Game
ShS ifters

A potentially important supplementary technology with FCC implications.



• Any transformation to the network that is as sweeping as these SDN/NFV-enabled 
game changers can have many implications (a few are highlighted, below)

- Education on these emerging changes can better prepare the FCC

• Networks will have more degrees of flexibility than in the past

- New forms of services, service controls, and optimizations for the FCC to consider

• Service providers and virtual network operators will have more options to construct 
service offerings without owning significant network infrastructure

- Potentially more complex, dynamic ecosystem of service/content/application providers and 
network operators – virtual, physical, and mixed – for the FCC to engage with

- Many new opportunities for emerging technology markets

• New models of roaming interconnection will be possible

- Service chaining spanning operators for efficiency and/or consistent roaming experience

• New edge computing-enabled applications may require differentiated QoS
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•
•
•
•
•
•

FGCT Capacity Sub-Working Group

•
•
•
•
•

Reference from
June TAC Readout
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•
•
•
•
•
•

FGCT Capacity Sub-Working Group

•
•
•
•
•

Reference from
June TAC Readout



CapacityCoverage

Disruptive Innovation

Sustaining Innovation

Capacity Game
Changers

Coverage Game
Changers

Coverage
Advances

Scale
Advances

meeeee

C



CapacityCoverage

Disruptive Innovation

SustainingInnovation

Capacity Game
Changers

Coverage Game
Changers

Coverage
Advances

Scale
Advances

meeeee

Scale
Advances

Capacity

5G will provide significant improvements in capacity, latency, data rates, and flexibility.



CapacityCoverage

Disruptive Innovation

SustainingInnovation

Capacity Game
Changers

Coverage Game
Changers

Coverage
Advances

Scale
Advances

meeeee

Scale
Advances

Capacity

Fundamental RAN capacity multiplier technology for addressing 5G capacity needs.



CapacityCoverage

Disruptive Innovation

SustainingInnovation

Capacity Game
Changers

Coverage Game
Changers

Coverage
Advances

Scale
Advances

mmeeee

Capacity

Scale
Advances

Another prime capacity multiplier, combining high spatial reuse and 
broad spectrum, to address demand in high density areas.



CapacityCoverage

Disruptive Innovation

SustainingInnovation

Capacity Game
Changers

Coverage Game
Changers

Coverage
Advances

Scale
Advances

ation
ity Gam
ngers

meeee

Capac

ation

Scale
Advances

tyit

Way to boost capacity in indoor and urban markets; high capacity provisioning with 
quality spectrum; a winning proposition for large operators in some scenarios
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Cloud RAN/vRAN can take
several different forms  

  with different cost/
benefit tradeoffs.



CapacityCoverage

Disruptive Innovation

SustainingInnovation

Capacity Game
Changers

Coverage Game
Changers

Coverage
Advances

Scale
Advances

Capac

ve Innovation
Capacity Gam

Changers
meeee

ngInnovation

Scale
Advances

tyit

A flexible and efficient IP-based technology to broaden the broadcast application space.
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Increases DemandShifts Demand

Disruptive Innovation

Sustaining Innovation

Capacity Game
Changers

Coverage Game
Changers

Coverage
Advances

Scale
Advances
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Source: Sandvine, Inc.
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* Sandvine 2015 Global Internet Phenomena Report 
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477 Testing Steve Lanning
Chelsea Fallon (FCC liaison)

Ken Lynch (FCC liason)
Chris Feathers (Brighthouse)

Tom Wilson (Brighthouse)
Lynn Merrill (NTCA)

Megan Stull (Google)
John Barnhill (Genband)

Russ Gyurek (Cisco)



Available from google search:
https://prodnet.www.neca.org/publicationsdocs/wwpdf/92012viasat.pdf



Investigate How Well Incidence Of Satellite Subscribers Follow Broadband Map

2014 June National Broadband map CBLOCK data
Code Served At 6 mbps  or more - downstream
Underserved As 6 mbps or less - downstream
All end-user categories, except government

If clusters of subscribers occur in served area, code as Unvalidated
Implies some homes in area is not served by comparable terrestrial or wireless 
alternative or satellite was preferred to available terrestrial alternatives

If clusters of subscribers occur in under served areas code as Validated



Some states appear to be accurate



Other states appear to include Unvalidated areas 



Classic Example: coverage at center of town and Unvalidated areas on outskirts 



The pattern appears in larger context, example: Atlanta GA



Summary

FCC already aware of some differences



Recommendations

Resume work on 477 data collection improvements for accuracy, consistency 
in reporting and streamlined workflow
Apply improved 477 data to improve National Broadband Map 
Make collection of data from consumers not able to get broadband service at 
their address through FCC website as addition to 477 reporting easier to use



Q4 Work Program

Support FCC liaisons in assessment of improved data collection processes and requirements
Follow up with TAC members who did not participate in Q3 work
October call to capture input from September filers
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