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“CERTIFICATION?”
What Does a Word Mean?

A “cool” car versus a “cool” reception; same word with vastly different
meanings and implications

Certification means different things to different people

FAA Certification denotes very specific receiver attributes related to
safety-of-life

= Receiver certification for non Safety-of-Life applications is a different animal
all together

“Certification” of GPS receivers for other than Safety-of-Life
applications can mean whatever we want it to
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= j.e. “Certified” to fully comply with Interface Specification (IS) XXXX
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DoD’s Study in Certification

Manufacturing advances in Global Positioning System (GPS) User
Equipment (UE) development led to modular and software-based
UE.

= Resulted in supersession of DoD guidance designating the GPS
Directorate as the Department lead for development and procurement of
military UE.

= Fostered new UE development and procurement guidance; DoD
subsequently directed USAF to:

= Develop an evaluation process for military GPS UE to ensure
adequate performance is implemented in receiver designs.

= Test military UE at the card or software module level against
applicable GPS JPO performance specifications and document§h§‘
results.

CAT/o
Y
S

-USF\‘

< C

<

o«
_ \‘uo

3, &

SSInn0°



Subsequent Incidents

= Subsequent to issuance of new guidance DoD GPS customers
experienced UE anomalies following planned Control Segment

Upgrades

= |nvestigation revealed UE vendor's misinterpretation of
published interface control documents (ICDs) and failure to
appreciate the significance of anticipated changes to the GPS

signal-in-space

= UE anomalies resulting from improperly applied ICD
specifications has cost DoD between $15 - $25 millionto

Identify and correct shortcomings FC
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GPS Directorate Certification Study

= GPS Directorate ordered study to investigate best certification
practices.

= Examined processes of other testing & certification organizations:

= Resulted in recommendations for the GPS Directorate to pursue ;
certification of ICD compliance
4

Underwriters Laboratories (UL)

Institute of Electrical and Electronics Engineers (IEEE)
National Oceanic and Atmospheric Administration (NOAA)
American Society of Testing and Materials (ASTM)
American National Standards Institute (ANSI)

Federal Aviation Administration (FAA)

US Military Specifications (Mil Spec)

Numerous individual electronics manufactures
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Options for Certification Structure
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3 Options for Certification Authority

= GPS Directorate
= End User Program Offices
= Third Party Organization



GPS Directorate

Provides a baseline certification structure where the Directorate acts as the certifying authority

GPS Directorate End-User Program Office

Defines GPS test requirements and vectors » Collaborates with Directorate to understand
Manages strategic direction of certification processes and procedures of certification

.  Utilizes only “certified” receivers from
Directorate Contractors

Directorate manufacturers, as mandated by policy
Validates qualification test results and acts B prowde:’s - Defines performance requirements for their
as certifying authority catal_?_g dOf specific programs to be tested independently
. . certifie SOt
Oversees the administration and : of the certification process
; . receivers
documentation of certification
Grants
1 2 certification 46
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End User Program Offices

Shifts the responsibility of certification authority to the end-user POs, but the Directorate still provides test vectors and
requirements to the manufacturers

GPS Directorate End-User Program Office

Defines GPS test requirements and vectors » Validates qualification test results and acts
Manages strategic direction of certification as certifying authority for a specific program

Provides - .
Coordinates with and supports end-user certification * Oversees the administration and
POs to ensure proper Comp”ance and requirements documentation of certification
consistent testing » Defines performance requirements for their
Manages updates to certification standards specific programs to be tested independently
of the certification process
Provides certified (5 4) Grants 3
2 receiver certification 5
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Third Party Testing Organization

Gives the certification authority to a 39 party testing organization, but the Directorate still provides test
vectors and requirements to the manufacturers

GPS Directorate

Defines GPS test requirements and vectors
Manages strategic direction of certification

Coordinates with and supports 3 party
testing organizations to ensure proper
compliance and consistent testing

Manages updates to certification standards

Provides

certification

requirements
1

Provides test
- ) vectors and

requirements Provides

certified
receiver
5

Manufacturers

Assumes financial responsibility for test
equipment and test execution 4

Conducts required qualification testing using
Directorate provided test vectors

Submits qualification test results for review
Provides only certified receivers to POs

Grants
certification

3

Submits test
results

End-User Program Office

 Utilizes only “certified” receivers from
manufacturers, as mandated by policy

» Defines performance requirements for their

specific programs to be tested independently
of the certification process

« Coordinates schedule and budget with 3
party testing organizations

Timeline
and budget
communication

3rd Party Testing Organization

» Collaborates with Directorate to understand
processes and procedures of certification

+ Validates qualification test results and acts
as certifying authority

* Oversees the administration and CATIg,
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Certification Authority Pros & Cons

Benefits

Authority

GPS

Directorate
and associated contractors

e Centralized control/management improves
stakeholder coordination and communication

e Facilitates closer relationships with Program
Offices and manufacturers

e Reinforces the brand and reputation of the
Directorate as the authority in GPS

e Ability to leverage processes and lessons-
learned from existing security certification

Challenges

e Requires dedicated budget to administer the

certification process, which may take resources
away from other Directorate responsibilities

e Greater stake in outcome of certification testing

e Potential to leverage existing relationships with
manufacturers to streamline coordination

No existing authorization processes, requiring
technical and procedural training

Potential for inconsistent standards and practices
across different program offices

End-User e Allows Directorate to focus budget and resources
on other core responsibilities otential for conflict of interest as POs look to
Proaram th bilit Potential f flict of int t as POs look t
Offg accelerate timelines and minimize budgets
ICes :
More costly due to redundancies created by each
PO administering the process
Directorate may lose awareness and/or control
over the certification process
e Familiar with technical requirements and No existing authorization processes, requiring
procedures of certification technical and procedural training
Indepenqlent e Existing relationships with manufacturers and Creates an additional stakeholder (and layer of
Authority POs responsibility) in the process, which likely
USG test organizations and . i
nong_’proﬁts « Allows Directorate to focus budget and resources increases the overall cost

on other core responsibilities

Directorate may lose awareness and/or control
over the certification process
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Study Recommendation

Recommendation: The Directorate should assume responsibility for authorizing the
certification

Certification
Authority

Extent of
Testing

Rationale: Most efficient structure because expertise and capability is resident in
Directorate; eliminates potential conflict of interest; allows the Directorate to more
effectively maintain centralized control and strategic direction of military GPS user
equipment

Recommendation: The Directorate should focus on signal-in-space functionality
by requiring manufacturers to achieve compliance with a baseline set of ICDs

Rationale: By limiting the initial phase of receiver certification to a set of tests to
exercise the signal-in-space ICDs, the Directorate can effectively balance the
feasibility of implementation with the avoidance of “incidents”

What it will accomplish... ... and what it won’t Rationale

e Ensures compliance with e Does not provide assurance  Executable in a feasible timeline and

signal-in-space ICDs

¢ Allows the Directorate to e Does not ensure proper
maintain strategic direction integration with external
over the certification process devices and/or systems

of performance capabilities within a reasonable budget
e Allows Directorate to climb learning

curve in a lower risk environment

e Positions certification for future
enhancements or expansion to civil
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