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Jeffery Goldthorp opened the meeting at 10:00 a.m.

Transcript:

Jeffery Goldthorp: Good morning. Let me be the first to welcome you to the FCC and to NRIC VI. I'm Jeff Goldthorp, I'm the Designated Federal Officer for NRIC VI, which means that I'll be representing the FCC's perspective to the Council. Like all of you, I share the same objective. My objective is to help to prepare us better for the kinds of threats we all faced in September as well as to continue the work the Council has done for the last ten or so years. I'm looking forward to that. It's good working with you to get this meeting together. We designed these close quarters on purpose. We'll get to know each other very well, and we'll get to know each other even better over the next couple of years. So, again, I'm looking forward to working together. Before I turn it over to our Chairman, let me say we do have at the ends of the room some interpreters for the hearing impaired and so that service is available to you. And with that, I will turn it over now to your Chairman, Mr. Joe Nacchio.

[bookmark: _GoBack]Chairman Nacchio: Thank you, Jeff. Good morning, everyone. I was thinking earlier of starting this meeting by asking us all to introduce ourselves, but I lost the gravity of the size of the meeting. I know many of us know each other, so on behalf of everyone who is not speaking, let me say hello and welcome all of you. We recognize everyone and the importance of the timing and your efforts. Let me start by saying I appreciate the fact that so many of you took time from your busy schedules to join us on NRIC VI.  This is going to be, I suspect, an interesting year for us. This committee has done great work in the past. We are entering an unusual period of time obviously in our nation's history. This year, we will expand our traditional roles and spend, I suspect, a considerable amount of time thinking about and preparing for the issue of homeland security. We'll carry on our traditional roles of reliability and interoperability, but I think probably the hallmark of this session will be the homeland security component. You play an important role in not only executing the charter, but contributing to the thought process and the critical outcomes that hopefully we will shape over the next period of time. So I'd like to tell you that we should keep this as informal as possible. I know in a group of this size, that's hard to do, but I will always be available, as I'm sure Chairman Powell will be, between meetings, if anybody has some concerns or issues that we're not appropriately addressing in the larger session. Again, I want to say that we're asking for a lot of personal support. There will be quarterly meetings and there will be working groups beneath us, and of course that's where most of the work really gets done. So, again, I want to thank your companies and your colleagues who will be supporting Pam and others as they get into the working group session. 

We intentionally sought senior level personnel for this meeting. We have a lot of CEOs, CTOs, COOs and senior level officers because of the critical issues around homeland security and interoperability. We've also expanded this Council, for those of you who have been here before. If you look around the table, you'll see that it's far more expanded in terms of the comprehensive nature of how our industry is changing. Clearly we have wireless carrier support in this meeting, ISP support, satellite carriers, not just land-line carriers, which I think was the early days of the earlier NRICs. So I think again, we welcome all of our colleagues in that regard. This committee in the past has had a long heritage of having meaningfully developed best practices, which has helped the industry in general and the firms in particular, and I know we have learned and borrowed from each other and that's somewhat unusual, particularly as an industry, more from a single dominant player to a more competitive structure. So I know we will do our best to both work for the common good, which is what we're about, and also to be able to learn and, I'm sure, execute our own fiduciary responsibilities. So I think that will be a benefit. and I look to learn from you. 

Hopefully we will streamline, for some of us, the multiple requests we're getting for homeland security. There are other committees, some of you are on, some of those other committees, for example, that I'm on, like NSTAC. I know my people talk of multiple requests from multiple sources and maybe we can get not only a coordinated but streamlined way of responding. I'd like to just move this agenda along by introducing our next speaker, someone you all know and someone who is critical to our joint success. Chairman Powell has helped create the charter. I specifically want to note the contribution of Marsha MacBride. I thought the charter, if you've all read it, which I'm sure you have, is not only well-written but very focused, and I think that's very important, so I want to thank Marsha for that. I know Chairman Powell had a strong hand in crafting the charter and the vision of this committee. So, without further ado, let me introduce Chairman Michael Powell.

Chairman Powell: Thank you, Joe. Good morning, and a warm welcome to all of you to the Federal Communications Commission and to NRIC VI, and my particular congratulations and thanks to Joe Nacchio who's agreed to chair what might be one of the most important comings-together of NRIC that has ever existed. Our mission is critical. And it is somewhat urgent. These are going to be guiding principles of our work here. We have all seen that our country has vulnerabilities that previously were unimagined, and we have all known that we have a heavy dependence on critical infrastructures on which our economy rides, the global economy rides, on which our banking system rides, on which our national security preparedness rides, on which the ability of our consumers and citizens to say in touch with each other rides, on which their ability to call for help rides. We know more than we've ever known in our history that those occasions can occur, and we've known more than we've ever known in our history how important the reliability and the security of those infrastructures on which those calls go out is to our government, to our industry, and to our citizens. So our mission is a critical one. And it is unique in another regard. It is a mission that asks all of us to come together at a very senior level from all facets of the industry and to put aside our traditional focus. This isn't just about your shareholders. It's not just about my agency's policy decisions. It's been about securing the world for the American citizens, and I think that makes this mission noble and I think it makes it critical. And this organization has been here before. This is the second time I have sat at an NRIC table and asked the industry to come together for an extraordinary task. I hope there aren't going to be a lot more of these, but we put this organization together to work on the Y2K problem and I think with spectacular success. Because of the extraordinary ability of the members of these industries to put aside those traditional concerns with each other and work together toward a common goal and common objective for the benefit of the country, and while people thought it was a yawn, those of us who worked on it know that that yawn was the consequence of a whole lot of work, a lot of capital and a whole lot of commitment at a senior level across this industry. And they should be applauded. So we've been given a mission again, this one probably more critical than the last. I have a lot of high hopes for it. I want to also thank all of your organizations for putting very senior people at the table and their willingness to be here in person as a statement of their commitment and a demonstration that they're willing to make decisions on behalf of their company in the betterment of these objectives for the United States. So with that, I won't prolong the meeting any longer, but thank you for your service. And I think this organization has many great things ahead of it. Thank you.
 
Chairman Nacchio: Thank you, Mr. Chairman. Our next speaker, Mr. John Tritak, is the Director of the Critical Infrastructure Assurance Office. And as we think of our key deliverables, the earliest will relate to homeland security components. As we address disaster recovery, mutual aid, physical and cyber security needs, Mr. Tritak will help provide us a foundation of how our telecommunications infrastructure relates to other infrastructure industries and how we can take some common, interrelated approaches. We can all learn from each other. It gives me pleasure to know we have this kind of resource available to us. So let me at this point in time turn the meeting over to Mr. John Tritak.
 
John Tritak: Thank you, Chairman Nacchio and Chairman Powell, for the honor, really, of appearing before you today. This is the first time that the Critical Infrastructure Assurance Office is being represented in the NRIC, and when I was informed a couple weeks ago that we were going to be asked to join this very impressive body, I was delighted because I have been aware for some time of the very good work that has been done by this body in other areas of reliability and security, and for a long time, in fact, the President's Commission had strongly considered and had thought of NRIC as an important body for shaping the way in which we go about strengthening our national infrastructures. The fact that that's now occurring is not only good news for my office that has a lot of work on its hands, but actually for the country. You know, 9/11 affected us all in obvious ways, which I don't need to go into. 

The one thing I notice is there is a tendency, particularly in the public discussion, to think that critical infrastructure assurance has somehow just been discovered, and it's new. It's become a very fashionable phrase these days. In fact, it's not new and 9/11 proved just how true that is. We know a lot about the heroics of our first responders and the lives that were sacrificed to save people who were in direct line of the terrorist attacks. But equally heroic was the work that was done by private industry. The fact is, if it hadn't been for the planning and the thought that had taken place before 9/11, we could never had Wall Street up and running the Monday after the Tuesday bombing. That was critical infrastructure assurance, and frankly, we owe a debt of gratitude to many of the people around this room and their companies for making that happen. 

In the final analysis, when we think of homeland security, obviously we need to focus on protecting life and property within the borders of the United States against physical attacks by terrorists. That is a primary job we take seriously. 

Let's take a look at what is in fact being attempted here, what the concern and the problems really are. We used to talk about national economic security as really about ensuring access to foreign markets and free trade. It now takes on a very different meaning. The economy itself is now viewed as a legitimate target for terrorist attacks. Not too long ago, Osama Bin Laden made very clear that was the goal of his organization, and he called upon his followers to go after the pillars of economic strength in the United States. Why? Well, for many reasons, one of which is the goal of many of these organizations, is to force us to disengage from our global responsibilities. They loath the fact that our values and our beliefs have global scope and reach, in many cases freeing people who for centuries have been surviving under slave conditions. They don't like it and they want us out, and the view is, quite honestly, if they do enough pain and suffering and disruption and destruction of our economy, we will turn inward and disengage and leave. There's no chance that that's going to happen. 

The fact that that's the belief means that you are going to be on the front line. So this is one national security mission which the Federal Government cannot accomplish on its own. You really do need to be partners in this effort, and I mean real equal partners. And if you think about the pillars of the economy, and the economic strength of our country, you are among the pillars of pillars, for increasingly you are under-girding the operations of our economy, both the national infrastructure itself which is the transmission belt which keeps our government and economy moving, but also the downstream components of our economy, retail and everything else. When what we do know after 9/11 and what we have discovered in many of the documents that have been found in Afghanistan is that people are looking and thinking about going after the telecommunications system, the information infrastructure, the digital nervous system that's running not just our economy but, increasingly, the world's economy. So you are important for a number of reasons, and it seems to me that there could be no more important goal for a body like this, which has experience in dealing with public concerns and interests, than to take this on as a mission and to show leadership. 

While this is a national security problem and the government obviously has a paramount concern and responsibility to its citizens to oversee it, it doesn't necessarily mean more regulation. In fact, I would say to you today, that the real goal here is for industry to take a leadership role working with government and telling us what we need to be doing in order to help you do your job better. And I think that's what real partnership is about, which is why we're working on a national strategy, both with the Homeland Security Office as well as Dick Clark ,and I'm not going to say too much about that latter bit because Dick will be coming to see you  very shortly, and he has plenty to say on this. 

What I can say is that this is not a matter of making a coffee table book. This is about a process of reaching a consensus between government and industry and who is going to be responsible for doing what in order to safeguard our way of life. It's our way of life that's at stake here. In the final analysis, no one is going to destroy our national infrastructure physically. Terrorists will find their mark from time to time. One of the biggest risks is loss of public and market confidence in our private and public institutions, resulting in a disengagement of our economic sector. That is the risk we raise. If that occurs, they can achieve their goal. I don't believe it will. 

What that also means is that we need to understand that the public has certain expectations, and they are resilient. They will recognize that there's no such thing as perfect security in a free, open society such as ours. That's not the goal and that's not the expectation. What is the expectation is that government and industry working together are seen as doing what is reasonable and consistent with our values, so that when these things occur, we can demonstrate we have minimized harm as much as possible, we're able to respond to mitigate the effects of an attack as quickly as possible and to get back on our feet and move. That was demonstrated on 9/11. Now what we need to do is ensure that we are anticipating the problems of the future and managing the risks associated with those in an intelligent way, and I think that, given the central role that the telecommunications and information technology industry plays in all of this, you can truly be a leader in shaping the public dialogue and the national strategy in a fundamental way. 

What I think and what I hope will come out of a process like this is a better sense from you about what are the impediments to safeguarding our national information infrastructure today. Let me give you a couple of examples of the kinds of things I think we can be helpful in, and then what we need from you in the course of your work is what more needs to be done. We need to understand better the nature of our interdependencies among the various economic sectors across the country. It's not enough any more for any given enterprise to simply secure itself or to manage the risks associated with potential disruptions. We need to recognize we're all part of a system of systems, and quite frankly, we don't understand nearly as well as we need to the potential consequences of destruction and how they may manifest themselves across the economy. It is also a very expensive and complicated endeavor, and the administration is investing considerable resources in developing models precisely for this purpose, to understand better what will happen on a systemic level. I believe that that work needs to be made available to you in your risk management planning. We also need to know, as we go forward, that we are receiving from you the guidance on how to shape and develop these capabilities so that they're responsible and helpful in you doing your job. Obviously, we need to take a look at the regulatory and statutory environment to ensure that we are creating a favorable statutory-regulatory environment that induces voluntary behavior on behalf of homeland security. A lot of good work has been proposed and gone on in this sector. I encourage you to go further. 

Finally, I want to say something about my Office and what I'd like to do. I always thought it was ironic that the people who wrote the Presidential Directive in 1998 called us the CIAO. Those of you who know anything about Italian know that it's both a welcome and salutation of departure. Within a week of taking this job, I didn't know if I was coming or going and that hasn't changed in the last few years. One thing is certain. You have given me a great honor by inviting me here and I want to make clear that the resources of my Office are at your disposal. You simply need to tell me what you want and I will be there to help you. As we go forward in national strategy, I want you to be a part of that, a co-author. Why? Strategy, a good strategy, is a means by which consensus is reached. It's also a means of communicating to the public, to begin to shape public expectations and understanding about what it is you do and how you go about doing it. I can't tell you how many times I've gone to the Hill, actually, been called to the Hill, to explain the nature of what industry is doing, and in some cases, but not all, there's a suggestion that you are not doing enough. It's also clear to me they don't understand what you do at all. The fact that, from time to time, ignorance informs laws that become policy and are implemented is all too common and understood, and the fact that it's bad law is not necessarily a Bartlett's passage. It is very important, as part of our national strategy, that we communicate to Congress and the public what we are trying to do and what we do need to do together in order to do a better job. Obviously, there are a number of areas where we can be doing better in terms of getting information out. This is a long-standing problem. I think we're getting better. We're not as good as we need to be. 

I also want to finish with one point about the cyber dimension. The one thing about physical attacks against the national infrastructure is that you know when a terrorist attack occurs. But Osama Bin Laden, and others, have made it clear that they exploit vulnerabilities wherever they can find them. To the extent we're relying on a digital nervous system, you can expect they're going to try to exploit the information systems in networks to cause disruptions. The problem is, unlike physical means of attack, cyber means of attack are not the monopoly of great powers or terrorists. The tools of destruction are widely distributed and in fact, the kind of harm that might be visited on any particular company by a hacker is fairly similar to the things that might be done by a terrorist or nation state. The difference between the two will be motivation and sophistication of delivery. What that means, in practical terms, is that the problem is more immediate and, therefore, more serious than simple calculations of how likely is it that Al-Qaeda is going to hit my company. We can no longer think in stove pipes. The government is criticized for thinking in stove pipes, but industry sometimes, I think, thinks in those terms, too, and it is certainly not tenable under the new environment. 

So I want to say again, thank you for the opportunity to serve you and work with you, and I look forward in the next few months to getting to know each of you better and to provide whatever help I can to advance this process. Chairman Nacchio, Chairman Powell, thank you for this opportunity. 

Chairman Nacchio: Thank you, John. I'm going to move on and talk a few minutes about standard operating procedures of this committee, because we are an advisory group, but I want to reemphasize one point that John made and you will hear it again when Dick Clarke talks. I know the heritage of this industry, we thought about physical layers of the network as the issue and there are important and still critical issues at the physical layer, but for each of you in your companies and the work of this committee, you'll see a growing recognition and importance, and past vulnerability, of thinking about our network at multiple layers, particularly the cyber layer, and I'm sure in terms of your own fiduciaries with your own companies in terms of risk management, you're on that task, but if I could underline one thing. I would say our heritage is very comfortable at the physical layer. We may need to give equal if not more, attention at the cyber level. As I mentioned, we're a Federal Advisory Committee. There are standard operating procedures that we need to follow. Roberts' Rules of Order will be followed. This Council will vote to approve the various recommendations of the focus groups that will be made to us over the coming months. We'll have quarterly Council meetings that will be scheduled in years 2002 and 2003. Quorums must be made at each Council meeting. Another critical matter is participation, and again I want to underline how busy you all are and many of you are not co-located to Washington, D.C. Coming out of Denver, I appreciate the extra time it takes to get back and forth to meetings, but we do need quorums, and, of course, most of the work will be done by the focus groups and the steering committee, which is comprised of the focus group chairs, and the participation of your companies on those committees where the work will be analyzed and debated, perhaps more rigorously than at our level, is critical. To get to those substantive issues, I'd like to introduce Pamela J. Stegora Axberg, who is sitting to my right who will be chairing the steering committee on behalf of this committee. Pam, of course, is also a member of Qwest, as her sign says, and I'll be working with her closely between the meetings. She'll be reviewing with us now the working details and the plans and some of the schedules on deliverables, and she will be outlining the charter for those of us who only briefly read it. Let me turn the meeting over to Pam. Pam, thank you for being with us.
 
Pamela Stegora Axberg: We're really going to try and get into some nitty gritty and bolts around what is it that we are tasked with and we have to be about over the next two years. Let me just reinforce as I've listened to some of our speakers and thought about this and said why should we participate in NRIC and what does it do? And it really does provide for us some of the foundation of how we can operate better. Like many of you here in this room, I have line-operating responsibilities in my day to day job and we're always looking for ways that we can improve upon, steal ideas, from others in the industry that are really good and that we can't think of on our own and this, I hope you'll find, is one way of finding a way for best practices that others have thought of that you haven't thought of, or to develop some together that aren't exclusive, so we can become better in and of our own right as well as collectively as an industry. If we go through the presentation, here's my contact information. I have a feeling a lot of you, I hope a lot of you, will need to know what that is or the people in your company, in your organization, that will be doing a lot of the work that we will be undertaking. And this is no insignificant undertaking by any means. This is one of those things where they always tell us, have we got a great opportunity for you, and we all smile and say it's an add-on to your initial job. It is a good thing you really like the work that we're about to do, that you think it's important, because it is one of those that while it's integrally related fundamentally to what we're about, it often means we get extra work to do in addition to running our regular jobs well, providing service well, meeting financials well. So if you need to reach me, this is how you will reach me as we get into this. 

[Here, Ms. Stegora Axberg showed the following slide.]


PAMELA J. STEGORA AXBERG
Chair, NRIC VI Steering Committee

Qwest Senior Vice President Network Reliability
Office:	(763) 531-6000
Fax:		(763) 536-5041
Mobile:	(651) 274-1401

9700 Schmidt Lake Road, Room 300
Plymouth, MN 55442


Pamela Stegora Axberg: We have a lot of significant tasks that we need to be accomplishing. As we look through this charter, you will also see that some of it is very front-end loaded in terms of getting some work products, some deliverables, really in a short order and time frame so that we spend a lot of focus around what is it we need to be sharing and doing and then in the subsequent years, how do we get the message out and how can we improve in these areas and share it. The steering committee is really comprised of the focus groups. We'll be meeting monthly to make sure across all of the focus groups we are on track and we're correlating activities that need to be done between the various steering groups. There will be times that we will see some steering groups, focus groups, expand as some of the issues need to get parceled out in more detail and there will be times that we will see that some will get together and contract. 

[Here Ms. Stegora Axberg showed the following slide.]

• Steering Committee, comprised of focus group chairs will meet monthly
• Focus groups make recommendations to the Council at the quarterly meetings for      approval
• Council members need to identify representatives from their Companies/organizations to participate in the focus group ......this is key!
• This work is instrumental to our success!


Pamela Stegora Axberg: I will ask, as we go through this, I know it's kind of a little intimidating, but as we get through the part about the focus groups, if you have got questions and comments, I'd like for you to make sure you step to the mike and share that as we go through it. It's really important as we lay the groundwork around our deliverables and what we need to accomplish, that we get some of your input now as well as when we start to formulate them. The process will be that the focus groups will make the recommendations to the Council and you as a Council will then approve the recommendations. I say "approve." Obviously there's also a negative side to that. Hopefully, if we do a really good job, a lot of the issues and battles that will be worked out will be worked out in the committee level and focus group level. That means that your organizations also need to be very actively involved at the committee levels and the focus group levels so that your voice is heard there, your input is given there, and we get really the type of information, the type of recommendations that we want to reach in terms of some type of industry consensus. Probably one of the most important things is making sure you have people on the focus groups, and you'll hear me repeat that several times, and it's not a mistake that I'm repeating it several times --first time, second time, third time. So we will be asking for you to identify your participants. In fact, as I've given you my information, if within the next week you would say who is it in my company who has both the technical expertise and the leadership skills to participate in these committees, we will be asking you to provide some of your best people. Those are the hardest for you to break free. They're busy individuals. You need them to do core strategic things for your business and this is one of those core strategic things. So we will be asking for you to find those right people and to provide them. You want to get them to me and I will make sure we get them to the appropriate focus groups. We are anxious to get started in the work that we have outlined, and building those committees will be an important part of it. This work is really instrumental to the success of NRIC. NRIC has been successful in the past because we've had a work product that people said has credibility. It was meaningful, action based, and it provided us a template of how we can move forward, and I shared the story yesterday. Many of us, as we are going through our financial austerity, are approving our travel requisitions, and I saw one come through that said I need to do this travel to support the work of NRIC V so we can get through industry adoption some of the recommendations. I think they put that in there because they knew it was a soft spot for me. But it really sent me a separate message. What it told me is that the work product that we've done in the past has meaning, and it is being adopted by the industry. We are finding ways to do that, and it really has found a way through osmosis to really permeate how we operate as a business and that's why we're here at the table. 

[Here Ms. Stegora Axberg showed the following slide.] 


Focus Group 1	Homeland Security
	A.	Physical Security
	B.	Cyber Security
	C.	Public Safety
	D.	Disaster Recovery and Mutual Aid

Focus Group 2	Network Reliability
	
Focus Group 3	Network Interoperability

Focus Group 4	Broadband


Pamela Stegora Axberg: We've established four straight focus groups. Numbers 2, 3, and 4 you really will see as focus groups that have more traditionally been part of NRIC, most recently with the broadband. Focus group 1 is really what I again think will be the hallmark of this NRIC VI, which makes it significantly different and makes it meaningful in terms of its contribution in the area of homeland security. To that end, we have broken Homeland Security into four subgroups that we will be talking about. We will work collectively across the subgroups. None of these issues can be done in isolation or in a vacuum. All of them seem to have some area that when you think you're dealing with physical security, somehow it relates to cyber security. When you're doing disaster recovery and mutual aid, it kind of relates to A, B, and C, Physical Security, Cyber Security and Public Safety. So it's highly interwoven, highly interependent, but given some of the details that we need to be moving after quickly, we're going to try this approach in terms of how we first break it out and get after some of the issues. 

[Here, Ms. Stegora Axberg showed the following slide.]


Focus Group 1	Homeland Security
	A.	Physical Security
			Chair:	Karl Rauscher, Lucent
				
	B.	Cyber Security
			Chair:	Dr. Bill Hancock, Exodus
		
	C.	Public Safety
			Chair:	TBD, request extended

	D.	Disaster Recovery and Mutual Aid
			Chair:	TBD

Focus Group 2	Network Reliability
			Co-Chair:	P. J. Aduskevicz, AT&T
			Co-Chair:	Ross Callon, Juniper
			Co-Chair:	Tom Donahue, Comcast

Focus Group 3	Network Interoperability
			Chair:	Cliff Naughton, Boeing

Focus Group 4	Broadband
			Chair:	TBD


Pamela Stegora Axberg: We're in the process right now of finalizing all of the focus group chairs. Let me take you through where we are in terms of the chairs, and we hope to actually have that process concluded by the end of next week in terms of having all the focus group chairs. The first chair for the Homeland Security Group is the Physical Security Subgroup chair, Karl Rauscher of Lucent, and Karl Rauscher is here. If you want to stand, raise your hand. He will be heading up the Physical Security team. Karl has a good history with NRIC, and he worked on previous NRICs and previously chaired a focus group and brings a great depth of knowledge with him. So we're real pleased to have him chairing that physical security committee for us. The Cyber Security chair will be Dr. Bill Hancock, and he's not here today, I think he's in Great Britain today. From Exodus, he is an expert in cyber security and security issues. He's the chief security officer of Exodus. For some of you who were at the NSTAC meeting, he probably gave you a very chilling presentation around your wireless access devices that hopefully you've thought twice about since. I actually thought how I'd use it to steal information. One is you share your vulnerabilities. Who do you share with? The right people. So we're very excited that he will be chairing for us the Cyber Security Focus Group. Public safety, we have not yet finalized in terms of a chair. We are still working on that. If some of you particularly have a great passion around that, talk to Jeff or myself afterwards and let us know that, as we have not formalized a chair for working on the public safety restoration. I'll take us through the specifics. For Disaster Recovery/Mutual Aid, we have a chair. The chair will come out of Bell South, and we appreciate Bell South stepping to the plate, and that was finalized this morning. They will be leading that initiative. On the Focus Group 2, we'll spend more time talking about the details of this. You'll really see we're going to really venture into a unique relationship of having three co-chairs, a trifecta of a sort, and sometimes you may scratch your head and say, "Gosh, sometimes when you have one leader, it's hard, two leaders is extremely difficult and what are they thinking of three leaders as co-chairs." As we take you through that, we're trying to take a different slant at the network reliability approach this NRIC than the previous one, in that NRIC V really was based on technologies, and we're going to kind of turn it on its ears. Although some of us would like to say let's take a technical approach, from a customer perspective, I may or may not care about the technology. I just want to know did I get through to my grandma when I wanted to get through to my grandma, did I get through on my e-mail when I wanted to download an e-mail and did I get through to the Internet. They don't necessarily care about what it is besides that, and so we're really trying to say how do you look at network reliability from a service perspective and obviously we have to get into the details around technology, and that's for us to ferret through, but in the end we have to be able to talk to the public, to our customers, from a service perspective, not just a technology perspective. So with that as a backdrop, what we actually decided to do is go and solicit people from the various services, from the voice type of background, from a data type of background, from a cable type of background, and we said lets look at it a little differently and make sure we are taking a service perspective. P.J. is here today, and she will be representing AT&T,...co-chairing it. P.J. also has great heritage around NRIC and NRSC and several other things and great knowledge and expertise as well. So we're happy to have her continue on in a co-chair position. The other two co-chairs, Ross Callon and Tom Donahue, are not here. Is Tom here today? I didn't think so. So we'll be working on that. The third Focus Group, Network Interoperability, the chair of that is Cliff Naughton of Boeing, and then the last Focus Group, Broadband. We have not yet formalized on a chair for that, we're still working on that. So again, in the vacant positions, if you want to step to the plate, have a stronger voice and advocacy, here's an opportunity. 

[Here, Ms. Stegora Axberg showed the following slide.]


Focus Group 1:		Homeland Security
	
A.	Physical Security
			
	Chair:	Karl Rauscher
			Lucent
			610-966-3252

     Mission:	Assess physical vulnerabilities and survey current
			practices that address Homeland defense, and 
			identify existing and new best practices to 
			mitigate consequences of physical attack on
			infrastructure (prevention)

			Report on best practices for disaster recovery
			after an attack on physical infrastructure. 
			restoration)

	Deliverables:	December, 2002 & 12 months after first meeting


Pamela Stegora Axberg: So let's go to Focus Group 1 and Homeland Security, physical security. There are two key deliverables on homeland security. Again, this is the part where I've kind of ... I'd like, if I take a pause ... if you've got some strong thoughts around what does this mean, are you sure we're going to address this, this really isn't addressed in the mission, is this one of the parts. Obviously when the focus groups come together, they're going to have one of those wonderful sessions around how do we make sure we get actionable, deliverable items, and are we doing the work on the right thing. If you want to bring those ideas forward right now, we'll make sure we start to incorporate that, as we finalize the missions and the structure and get everything off and running. Now is a great time for you to be giving an input as well as when we get into the specifics themselves. The two key deliverables, one is to assess the physical vulnerability and survey current practices of homeland defense and identify existing and new best practices to mitigate consequences of physical attack in infrastructure. It really is getting at how do we prevent physical issues out there. What are the best practices that exist? How are we vulnerable? What are the best practices that we should be sharing? We consider these in terms of prevention, so we can make ourselves more solid. We heard the reference to how we know things are going really well when things are silent. Right? That's the tough thing about this industry is we recognize our successes when nobody knows that anything happened. As I talk to some of my peers here, we talked about our Olympic experience, and many of you at the table did a lot of proactive work around the Olympics in terms of service preparations, disaster recovery. How did we know that we were extremely successful in telecom in the Olympics? Our people were bored. Our people didn't have enough to do, and that was a sign of a great accomplishment. We're here to find ways to make part of our lives boring. So the first part of that is around the prevention. That has the first deliverable in December of 2002. So you see it's in relatively short order. By the end of this year we will have that first deliverable, and then report on best practices for disaster recovery after a physical attack in infrastructure from a restoration perspective. That deliverable is 12 months after our first meeting. So again, some very aggressive time lines around physical security, as we'll see with the rest of these. Let me just pause a moment on physical security. Do people have thoughts? Input?      
 
Brent Greene: We at the National Communications System have done a lot of the underlying vulnerability studies and have probably 10 of them that have addressed various pieces that can all feed into this. Karl and I spoke about some of those yesterday morning and we intend to feed a whole lot of those in, recognizing that there's a lot of new and emerging dynamic changes in the networks and that all will feed into it.

Pamela Stegora Axberg: Great. Thanks. We aren't necessarily about creating all kinds of new things where it's already out there, but how do we make sure that we all have access to it and can use it, and to the extent that you've done a lot of that work, that's work that we should be leveraging off of.
The other thing that I think will be significantly different again is we're really trying to make sure we have a broad perspective. How do we look at telecom as a whole, from land-based to wireless to cable to ISP, and that's a fundamental, to make sure we have the breadth that we have and we need when we're addressing this. Okay. All right. 

[Here Ms. Stegora Axberg showed the following slide.]


Focus Group 1:		Homeland Security 
	
B.	Cyber Security
			
	Chair:	Dr. Bill Hancock
			Exodus
			817-457-5679

	Mission:	Assess cyber vulnerabilities and survey current
			practices that address Homeland defense, and 
			identify best practices to mitigate consequences
			of cyber attacks. (prevention)

			Report on best practices for recovery from cyber
			attacks (SS7, OSS, etc).  (restoration)


	Deliverables:	December, 2002 & 12 months after first meeting


Pamela Stegora Axberg: On the cyber security, you'll see that our deliverables really mirror those in the physical security around prevention and restoration, with a specific emphasis on the cyber area. Again, around assessing the cyber vulnerabilities, surveying current practices that address homeland defense and identifying the best practices. The best practices might be existing best practices, taking what some companies do, sharing with other companies, or it might be identifying in today's world what might be new best practices that we would all need to adopt and to invent, so it's going to be a combination of both, around how do we get at the prevention and really make sure that we have the security in our software that we really need. That deliverable is due December of 2002, with the restoration impact 12 months after this first meeting. So at our March meeting of next year would be the report on best practices from recovery for cyber attacks. It could be SS7. It could be operating support systems. How do we look at it? If we looked at code red, how do we take those types of applications and learnings and study what we should do differently as we go forward for the next situation. Again, the deliverables are front-end loaded. What really isn't said is how do we get to implementation, adoption, by the industry. We'll be asking each of you to make sure you sign up, but how do we get out there and tell the story afterwards so we're able to leverage this to the extent we can. Questions on cyber? 

[There being no questions, Ms. Stegora Axberg showed the following slide.]


Focus Group 1:		Homeland Security
	
C.	Public Safety
			
	Chair:	TBD


	Mission:	Ensure that commercial telecom service networks
			can meet the special needs of public safety
			communications.

			Explore and report on actions that may be necessary
			to ensure that commercial telecom service networks
			can meet the special needs of public safety
			communications including the means to prioritize
			communications.


	Deliverables:	January, 2004


Pamela Stegora Axberg: Homeland security, the public safety. Public safety, has ensured the commercial telecom service networks can meet the special needs of public safety communications. This is really about some of the first responders, second responder. What is it that we should be able to provide around public safety in the event of some type of disaster recovery. I know that we've talked a lot about this in the context of terrorism. Although I will tell you this is much broader than that, many of us know day-in and day-out around disaster recovery. We do that to a bigger or lesser extent daily, whether it would be for floods in our area, tornadoes in our area, earthquakes, the things that we really are doing. We thought about how we prepare, but in the end the unfortunate thing is we get to practice and do this on an often weekly or monthly basis in some area of our country, because there are often natural disasters that cause us to exercise the systems and the practices that we are putting into place. The other deliverable is to explore and report on actions that may be necessary to ensure commercial telecom services can meet the special needs of public safety communications, including a means to prioritize communications. So I believe this is really a high level. There is a lot more meat. When we talk about public safety, how do you look at first responders? How do you look at what types of service, backup service, contingency, prioritization of service? That is going to end up getting into this. We already have some in-grained systems around, TSPS and some of those other types of things on our land-based systems that don't necessarily carry to our wireless systems. How would we look at that differently and how would we approach that differently. Any time you have to get into an issue around prioritization, there are a lot of issues you have to deal with because of the subjectivity or non-subjectivity of prioritization. Questions? 

[There being no questions, Ms. Stegora Axberg showed the following slide.]


Focus Group 1:		Homeland Security
	
D.	Disaster Recovery and Mutual Aid
			
	Chair:	TBD


	Mission:	Prepare and institute mechanisms for distributing contact
			information for telecommunications industry personnel 
			essential to telecommunications services restoration. 

			Report on the viability of past or
			present mutual aid agreements and develop, and
			report on, any additional perspectives that may be
			appropriate to facilitate effective telecommunications
			restorations.

	Deliverables:	Within six months of first meeting.


Pamela Stegora Axberg: Disaster recovery, mutual aid. This is the one that Bell South will provide the chair for. This one actually has the shortest deliverables of all of them, and that is really within the first six months of this first meeting. We'll see the deliverables out of this team. They will be working towards implementing mechanisms for distributing contact information for telecom industry personnel essential to telecom services restoration. How do we get in contact with our peers in other companies? How do we get at the best way to get the right people working together to work on a common problem? How did those who might not be involved in incidents be prepared to share and to shift resources to help others? How do we call on each other for support when things are needed? And then, the second area is to report on the viability of past and present mutual aid agreements and develop appropriate perspectives on mutual aid. We find we have some very strong and robust mutual aid agreements and then, in some other areas, we haven't. Would we look at where we do some caching of inventory in some select areas and look at that as a common resource we can share. In some cases that's already done and, in other areas, it's an area that we haven't addressed. As technology has changed how do you leverage that? So this team will be looking at it from that perspective and driving some of those information sharings and those best practices around disaster recovery. 

[Here, Ms. Stegora Axberg showed the following slide.]


Focus Group 2:		Network Reliability
	
	Co-Chairs:	P.J. Aduskevicz	  Ross Callon	Tom Donahue
			AT&T			  Juniper		Comcast
			908-234-5790	  978-692-6724	

	
	Mission:	Recommend requirements and associated measurements for
			network reliability and report on the reliability of public 			telecom network services in the U.S. for circuit switch 				networks and for packet-switched networks.
			
Report on the reliability of the public telecom network services in the U.S.


	Deliverables:	Within 12 months of first meeting and January 6, 2004


Pamela Stegora Axberg: Network reliability. This has probably been one of the strengths of NRIC in the past, since its inception, has really been in the network reliability area, and as we look at it, as I've told you before, we're going to look at it from a service perspective. Obviously we will address the technical components of it, recommend requirements and associated measurements for network reliability and report on the reliability of public telecom for circuit-switched networks and for packet-switched. In the charter, those are delineated out separately. Recognition of things will look differently for different technology in terms of how you need to do it, but we need to do some type of translation to the public around what it relates to and looks like from a service perspective. There was some groundwork laid in NRIC V and that's what the big book is in front of each of you that you get to carry on your plane back with you. The book really has all of the highlights from NRIC V. A lot of work was done and I believe that a lot of work in this area will get picked up again around how do you determine that reliability, what type of voluntary reporting should there be and what does that look like. So I think there is some continuation of that work that will be done. The first deliverables are due within the first 12 months of this meeting. The other deliverable on the reliability of the public telecom network services to the U.S., has a January 6, 2004 deliverable that says now that we know how we should be looking at measuring, quantifying our network reliability, how would you state and give an assessment of how the public telecom network services are doing, how would we grade ourselves, and how would we report out and what it looks like. 

 [Here, Ms. Stegora Axberg showed the following slide.]


Focus Group 3:		Network Interoperability
	
	Chair:	Cliff Naughton
			Boeing
			425 957 5144

	Mission:	Identify interoperability between circuit-switched and
			packet-switched networks.
	
			Prepare analyses and, where appropriate, make
			recommendations to identify and address interoperability
			between circuit-switched and packet-switched networks.


	Deliverables:	January 6, 2004


Pamela Stegora Axberg: Network Interoperability. There are increased challenges as technology evolves. When NRIC first started it came out of a reliability and interoperability issue around how we make sure that if we have some issues we can contain them to singular networks or, as we go forward and involve technology, we can make sure we get that seamless transparency. Both deliverables are due January 6 of 2004. Identify interoperability between circuit switched and packet switched networks. The second one is prepare analysis and where appropriate make recommendations to address interoperability between circuit and packet switched networks. The focus of this group is clearly not to take over the work that is done in some of the technical committees on network interoperability, and there are some very good technical committees that work on this, but we have found that there are appropriate roles where this gives some of the direction and some of the best practices sharing that feeds back and has strong correlations to the already existing standards groups out there. 

[Here, Ms. Stegora Axberg showed the following slide.]


Focus Group 4:		Broadband
	
	Chair:	TBD
			

	Mission:	Produce recommendations concerning the need for
			technical standards to ensure compatibility between
			alternative broadband access platforms.


	Deliverables:	January 6, 2004


Pamela Stegora Axberg: Lastly, the broadband committee, their deliverable, due January 6 of 2004, is to produce recommendations concerning the need for technical standards, to ensure compatibility between alternate broadband access platforms. NRIC V's work really did conclude in terms of the previous NRIC. We will then be looking at where we should be taking it in terms of the next evolution on broadband and trying to scope that out appropriately. Questions overall? Yes?

Ross Ireland: I'm the Chairman of ATIS, and under ATIS many of the technical committees operate that you discussed earlier, and they do work, as you know, on interoperability and security and network reliability. And all I wanted to do was to say that, to the degree that you'd like us to be assistive in this effort and to be able to change, modify, or otherwise make available to you resources under the ATIS umbrella, we stand prepared to do that and have done that for most of the NRIC committees of the past. So just let it be known that we're there to help this effort as well.  

Pamela Stegora Axberg: Thanks, Ross. As soon as you make an offer to me, I'm going to take you up on that. 

[Here, Ms. Stegora Axberg showed the following slide.]


NRIC HOME PAGE

can be found at the following url

http://www.nric.org/


Pamela Stegora Axberg: Let me just cover a couple of real tasky items as well. You'll see, I get to do all the real tasky things and you'll find that's my style. So I will be a task master about our deliverables. Someone did ask, as we talked about doing this. I was one of those people who said, yes, you get to do this in addition to your regular job, right? So when I say this is an important thing and valuable thing for me to participate in, it also means that it has to have value for what I do day-to-day in my job and to Qwest, since I'm a Qwest employee. Otherwise, I don't have time for it. So I'm very focused on making sure we have those types of deliverables, making our commitments with meaningful work. Many of you have already found that NRIC has a home page. We'll be posting a lot of the public information on that home page. The membership list is on there. The charter is on there. As the focus groups have deliverables, we will be posting that information out there and the agendas in advance. So it will be one of the primary vehicles we'll be using for disseminating our information and making it available. If we have best practices, we'll be publishing them on there, and that is the way we'll be expecting and hoping people will also be adopting, using, leveraging, seeking out information on that home page. 

[Here, Ms. Stegora Axberg showed the following slide.]


2002 QUARTERLY MEETING DATES

Friday, June 14, 10 - 1

Friday, September 13, 10 - 1

Friday, December 6, 10 -  1


Pamela Stegora Axberg: Another real tasky thing is the 2002 quarterly meeting dates. So they are in there. Lock them on your calendars. They have been set. Actually, shortly thereafter, we'll also give you the 2003, but here's the quarterly meetings for the rest of the year so you can at least have that information further in advance. 

[Here, Ms. Stegora Axberg showed the following slide.]


To Do's For Council members:
• Identify individuals for focus groups
• Communicate your support and commitment to these individuals
• Help address any roadblocks with the committee on relevant issues
• Understand the recommendations as they come forth before the Council


Pamela Stegora Axberg: Didn't want to leave you thinking completely about the future quarterly meetings, so let me bring you back to my conclusion around what I think you have to do for Council members and what I need you to be doing to help make this a success. One is to identify individuals for the focus groups. So I know all of you, when you have nothing better to do, will fill up my e-mail, but find the right people, find the people who you really say have the right technical expertise, the leadership. They are the ones that make a difference in your business and they are the ones who will make a difference for us getting the right information, and they'll help make recommendations that we all want to adopt, and if you've got something else that's bugged you in this industry, maybe they'll get something that you want as well. You can use it to our own advantage or get others to change as well. So we'll be looking for you. I know that some of you will be interested in some focus groups but not others. That's okay, but you need to participate in the right focus group. The people who participate need to then be active, engaged, and we'll try and move the work through as expediently as possible. Secondly, you need to communicate your support to these individuals in the company. We all do things that we think our bosses think are important, So you need to communicate that and let people know it's important and that's the type of support, the support of you coming here today, that sends a strong message. You're reinforcing what we're talking about sends the right message that people know this is important work. Help address roadblocks with the committees. We'll be working through the issues as they come up with roadblocks. There will be times we come back to you and say we need help on this, assist us to get through the roadblocks so we can come to a consensus. The beauty of the group is it's diverse. The challenge is that it's diverse. As the recommendations come before the Council, we have a job to make sure you understand what the recommendations are going to be in advance. I would expect that your own committee representatives will be doing that as well, but to the extent that you understand them. So we're prepared to make sure these are the right decisions we want to advocate going forward. I'll make sure you understand the recommendations. People are going to put a lot of hard work into it, and it will be worthwhile work if we're willing to step to the plate and adopt it.

Questions on deliverables? Milestones? What we're going to accomplish?
That was enthusiastic. I'm seeing enough heads nodding now. Thank you.

Chairman Nacchio: Thank you, Pam. I'm looking around the room. I guess I have to apologize. We're 40 minutes ahead of schedule, and we have some other presenters coming shortly. They're on their way down. Good. So I only have to dance for a few seconds. I hope we will keep our meetings to the point, short. I will try to be better able to predict the right time next time. Usually meetings go long.
I like when they go short. So I apologize for your schedules. And we're probably going to end up giving you back some time from today's meeting. We do have a few minutes before our next presenter. Are there any comments, anything anybody would like to add to this point? Okay. I take silence then to say we're running an efficient and well-informed meeting, and you're all happy with the progress.

We're participating in a Federal Advisory Committee, and that may be new to some of you as it is to me as a Council member. So recognizing this, we requested that Paula Silberthau share with us some of the rules under the Federal Advisory Committee Act. In other words, she's going to tell us what we can legally do and say and what we can't. I just want to remind everybody there are rules. So that will be our next speaker, and it's a very important role. Is she here? Paula? Right here. Perfect timing. Paula, as you know, comes out of the FCC office of the General Council, and these will be important guidelines.
 
Paula Silberthau: I'll just hit the high points here. Some of these things, most of you people already know, although you might not even know you know it. FACA governs the operation of this group, and it was enacted to promote openness. The FACA is promulgated to make sure that advice provided to agencies and leaders, when groups are acting in concert, can be done as openly as possible. Just a reminder that the groups are not empowered to establish regulations. 

Obviously what you're here to do is to provide recommendations that would then be reviewed by the final decision makers, the Commissioners, or any other agency that was involved. At the core of FACA are its core meeting requirements. This means there has to be coordination between you and the Designated Federal Officer. So before meetings begin, there's timely notice, I believe it's 15 days, in the Federal Register. In addition, meeting notices can appear in the FCC news releases, on Internet postings, and through other media. Just a word of caution. If a large number of you are meeting through perhaps an Internet conference, any kind of teleconference, and there's a number that would constitute a quorum, that too, would be a meeting, so we have to be careful not to trip up through advanced telecommunications as a means of avoiding the open meeting requirements. 

There are times, however, when meetings can be closed. This would occur most commonly where the information involved trade secrets, classified government materials, or foreign policy matters involving national security. In that case, if any of you see that kind of an issue coming up, you should immediately contact your Designated Officer and there would be a submission to the head of the agency citing the specific provisions of the laws that would justify closure. And in that event, there would need to be a notice put in the "Federal Register" within 15 days explaining to the public that all or part of the meeting is closed. One thing I should mention that comes up a lot is working groups. Under the applicable rules governing the advisory committees, meetings of task forces or working groups, they can be done in private. That would be a situation where you're basically simply gathering information, or discussing with a smaller number of folks, not recommendations you would make to the full group. So if you're doing studies, drafting reports, developing work plans, that can be done without having to advertise that through the open meetings requirement. The one caveat here that sometimes trips groups up is that any recommendation that's made by a working group can't be something that it's sort of understood is going to be accepted without any further examination by the full group. There needs to be, if it's a working group that does it, without public meetings, then there needs to be a fairly full review by all of you as a group of the working group's product, because if that were not the case, then the working group would essentially be acting as a full FACA group, and there have been cases on that. It arises. Just some other pointers. You need to keep fairly detailed minutes of meetings, including the records of the persons who were present, the documents that are received, and an accurate description of what's discussed at the meeting, and that's both for your benefit, so you have it as a point of reference, and for the benefit of the public, so people have a sense of what transpired. Let's see what else. Just a reminder that under section 10(b) of FACA, records and other documents should be made available for inspection and copying, and advisory committees are subject to FOIA. So you have the same requirements and the same protections that would apply as though the records were held by a government agency. So if things are privileged, if things have a legitimate claim of involving trade secrets and so forth, you would work with us and with the Federal Officer to try to protect those things.

I think that's my two-second speech. That covers about everything.

Chairman Nacchio: Are there any questions for Paula? Paula, maybe I can start with a question. I heard everything you said. I probably don't understand it well. Many of us meet for other purposes in our normal responsibilities. What are the rules around what we can and cannot say about this committee in those circumstances?
 
Paula Silberthau: I think that, in that case, you could probably say whatever you'd like in the sense that you'd be functioning in that sense more as an impromptu working group.
 
Chairman Nacchio: Would that also apply if there was a question either coming to me between meetings or if I was reaching out to another committee member to get advice to help better educate myself?
 
Paula Silberthau: Yes.
 
Chairman Nacchio: Do we have to keep notes on those things? 

Paula Silberthau: No, I don't think so.
 
Chairman Nacchio: Good. Any other questions on this matter? Chairman Powell asked me to, since we have a few minutes, to relate the activities of this committee to another committee that I have the honor to be chairing for the next period of time, and that's the committee known as NSTAC, which several of you are on, the National Security Telecommunications Advisory Committee. You'll find that our principal objective in that committee is homeland security, among other things, and some of the activities have been identified and some of you on that committee overlap with this committee. One of the things I'm going to do with the support of Chairman Powell, of course, is not reinvent the wheel. We are going to try to rationalize, if that's the right word, the objectives of both committees, try to have one take the lead. I'm sure there's enough territory for all of us to cover and not ask the committees to be doing things twice.
And I can't say what we're going to streamline yet. We had a meeting a week or two ago on NSTAC, and we now have this meeting and we're getting input back from the NSTAC subcommittees. I would hope by the June report we'll give you information on how we will let one committee or the other take the lead. Pam said we will be very successful if there's nothing material that ever happens in a negative way, and so will the other committee. So we should disperse our resources, get the right subject matter experts, draw on other Federal, state, and private committees and we'll try to keep this as simple and streamlined as possible. We have some time. At 12:30, we're going to have an open session on questions and answers. Dick Clark, our next speaker, should be here in 10 or 15 minutes. I'm sure Dick will generate some questions based upon his activity. But if there are any questions up to this point on this meeting about our charter, working committees, again, what we're allowed and not allowed to talk about that we could use the time to answer?
 
Joseph Wright: Joe Wright, PanAmSat. It's not a question, just a comment. As you know, in the 9/11 period, and immediately afterwards, the role of satellites, particularly the FSS operators, was important at the time, not only for the video but for the telecommunications as well as some of the data. The entire system of what I call disaster recovery didn't particularly take advantage of the fact that there was a good backup that was available there and one of the reasons is because the industry is fairly new. There's always been a little bit of competition, I think, between the terrestrial and the satellites, and, in this particular arena, it's not competition. It really is one of working together between the terrestrial and the satellite. There's quite a bit of work that not only PanAmSat but the rest of our counterparts are doing in our overseas operations right now. So I see where there's going to be content that's going to be discussed on this, but I don't see that much attention being paid to it really in terms of the complementary nature between your terrestrial networks and your satellite networks. Also the rationalization between your government owned and commercial satellites. All I would suggest is you might think about incorporating that because, I think, from a disaster recovery, it's going to play an increasing role. Thank you.

Chairman Nacchio: Good point. Thank you very much. We will incorporate that, and I think again, just your presence here will help us do that. Thanks for that contribution. Are there any other comments from any other members?
 
Chairman Powell: I'd like to pick up on that comment and say something that I observed in the context of being involved in the recovery after 9/11, and I think is a similar point. I think it's a good objective of this organization. One of the reasons why we made an effort to get a much wider cross-section of "the industry" than we've ever had before in this forum is the sense that while we have an extraordinary system, nobody owns it in its entirety, and it has matured to a certain amount of seamless communication, but it's passing through multiple jurisdictions, multiple companies, multiple industry sections, cross-platforms, and there isn't really a brilliant handle on that as a mapped system. I think one of the things that was evidenced in the recovery, even of Wall Street, is that, suddenly, things were being discovered about pieces in the chain that people didn't even know for sure were there, suddenly getting discovered at the last minute. By the way, the databases that populate the bid information aren't in the system, and it's Sunday night and we just figured that out. The need to have a systemic approach, the understanding of end-to-end in all of your assets, I think, is an important feature, and I hope we make some progress on that. The other thing I wanted to make a quick comment on, expand on, Joe's point about NSTAC. Because yes, there are opportunities for efficiencies, but that's not really the message I want to leave you. Joe chairs both, and I sit on both, and I see other people who do. Dewayne Ackerman sits on both. What it means is you're advising the FCC but we are integrated in the Council that's going to the President and, by virtue of his representatives that are here and the one that we're waiting on, and the fact that we have cross-pollinization with the advisory committee established solely for the purpose of directly advising the President on telecommunications infrastructure, means that this truly is more than a run-of-the-mill FACA, in the sense that there will be this direct channel and chain to the President about these issues. So this committee is an important component of the overall effort and advice that is going into the White House, and that should give us an added sense of our mission. I wanted you all to feel that your participation has that level of importance. So I always like to believe that you want to help me out. I think we have a bigger calling here. That's an important part of that as well.

Chairman Nacchio: Let me build on something Michael said. As we heard from Paul a minute ago, we're covered by FOIA. So whatever we do share about our own techniques of restoration or reliability or cyber security, obviously is in the public domain, which is somehow counter strategic to telling and sharing. So we on the NSTAC side recognize that we need some exemptions from FOIA or else your security people will tell you not to tell us the best practices since we will then turn around and publish it so the bad guys will know how to beat them.

Those are some of the examples of the unusual nature, when we get away from just worrying about a hurricane or a fire or an earthquake to there are bad people trying to do bad things to us as a country. So I'm not exactly sure how this committee plays. Maybe, Michael, you can comment. Some of us, as members of NSTAC and as individual CEOs, believe we have to advocate public policy. For example, there is a bill by Senator Bennet from Utah that is trying to give us those exemptions. There's a lot of controversy on privacy and these issues cut both ways. I know through NSTAC we're going to ask the members to actively lobby and support that. We may do the same here. I don't know if we're allowed to do that here, but those are some of the reasons and questions we hope to sort out.
 
Chairman Powell: I would just say this about that concern. Give us in the committee an opportunity to work the problem. Don't self-select this decision, meaning nothing is more disturbing or distressing than to have an incident happen and realize somebody knew how to stop it or somebody had something in their possession that could have prevented it. I just have images in my head of the trooper who stopped one of the pilots on a traffic stop before 9/11 but didn't have the information to know that that person was being sought by intelligence officials. You know, I have many stories like that of when you look back, somebody knew something or there was a moment when something passed through and got missed. We have been there before. In Y2K we had the same problem. People had confidential concerns and we tended to find ways around them. There are enough ways in the government system when something is important to find a way to protect information, and if we don't have a way, we're willing to go find one or get the legislative cover to find one. But challenge your organizations in your own thinking to not say "well we're not going to come forward." Let us know you have something you want to work with or share but you have issues with it and let us figure out how to get the umbrella to make that usable information.

Chairman Nacchio: Thank you, Mr. Chairman. Any other comments?
 
Paul Lacouture: I'm from Verizon and just reflecting on some of the comments about 9/11 and the capacity that we all have in our networks. I think the challenge and the thing that would be helpful that this committee could address, is that we found it wasn't enough just to have the capacity there. We knew people had capacity. A lot of you around the room made calls and often helped and said, you know, we have the capacity, but we couldn't figure out how to use it, and we couldn't figure out how to get there. So if all we do is to identify that there are alternative sources of capacity, we won't have gone far enough.
We have to figure out operationally when you're at that moment, how do you actually get to and transfer traffic to that other network. That's true even if it's land line to land line, so it's nothing because of the technology type, it's just all our systems and processes across all our networks are lined up to operate as is.  So, therefore, most of our effort was putting things back the way they were, because that was the quickest way to do it, versus using alternative paths when the capacity was there. So one of the things we could work on is how do we design some operational tests where we could actually go through and use one another's capacity and networks in situations like that. That would really facilitate a practical experience.

Chairman Nacchio: I think that's a very good point. I think it adds to the importance of having the right technical skills on the steering committee, because we should do more than just identify challenges. We ought to actually, even if we don't physically model them, we ought to intellectually model what we would do if a challenge came up. I think that's a great suggestion. Any other comments?
 
Catherin Allen: I'm Catherine Allen, and I'm CEO of BITS, which is a consortium of the 100 largest financial institutions. We're new to this group. One of the issues we have as a concern, and I don't know how it will be addressed here because everything is public, is a number of the assessments that we're going to be making here, I would not want to be public. For instance in the financial sector, we're right now cataloging where the redundant systems are and who are the critical systems that if they went down, the impact it would have on other players. How are we going to discuss that here and not have it show up in the press or be available to people who shouldn't have that knowledge?
 
Chairman Nacchio: That is a great question and that's what the dilemma is. I guess the first answer is that's why we're focusing on best practices as compared to identifying or modeling the problems. But you are on an interesting point because some of the knowledge of what the vulnerabilities are has to be shared because you relate to others in the industry in solving them, and we'll need to look at that question about whether it gets addressed in this committee if we go beyond best practices or whether we do that. I'll talk with Chairman Powell in another forum. 

Chairman Powell: I don't want to get into the details now, but there are more ways than you might think for information sharing. The other thing I would say is part of the value of an organization like this is it drives focus and attention within private organizations to be engaged in the exercise as individual institutions in an overall coordinated way so that you don't necessarily have to have everything that's done brought in this room and laid on the table. You have to take the focus areas and the vulnerabilities and the concerns back to your representative organizations and industry groups and look for ways to find a solution. When we did Y2K, much of what we did we didn't bring in the room and lay on the table. Part of it is we understood where we needed to do work, and that work was done very ably within companies themselves, sometimes without us understanding specifically what operationally took place.

Chairman Nacchio: Any other comments or questions?
 
Brent Greene: Joe, one of the things that we look at at National Communications System is, as you know, NSTAC has done a broad range of reports that I mentioned earlier, and I'll have our lawyers look at the ability of us to share that with NRIC, because the point that Kathy brought up is absolutely relevant, because we've been able to prepare it under protection, and we need to look at how much of that we can share. One, how can we share it in a way and still protect it, because we want to do both in that regard. Jim and I are doing a lot of the work for you in the NSTAC process. It looks like the way issues are shaping out that we're working on exactly this cycle, some of the wireless security issues, some of the Internet security and architecture issues, which will have a lot of the cross-pollination, but some of the areas we will be able to explore in greater depth and feed the results into this process and help keep the open disclosure issue safer for the people contributing.
 
Chairman Nacchio: Good. Thanks, Brent. Yes.
 
Jack Goldburg: I'm from Connecticut, representing the National Association of Regulatory Utility Commissioners. We're facing this issue already on the state level. Many of us have been sensitive to this and we're giving proprietary protection to some of these concerns. I would say some of these issues need to be raised in the focus groups, because there's no way to know ahead of time if it was that sensitive or not, and if they are of value to this Commission. I would think that we could then find some way to give it proprietary treatment on our level.
 
Chairman Nacchio: Thanks. That's good input. We should be thinking about the states also. I believe Dick Clark has just arrived. Here he is. Dick, welcome.

It's a great pleasure to introduce Dick Clark. As many of you know, he's Chairman of the President's Critical Infrastructure Board as well as special adviser to the President on cyberspace security. He is a nationally recognized expert on cyber terrorism. I'm sure Dick will provide us some additional comments on homeland security. Dick, thanks for taking time from your busy schedule for joining us.

Dick Clark: If you have time for this, I have time for this. Everybody around this table has a busy schedule and I recognize many friends around the table. I want to thank both Joe and Michael for a chance to talk to this group. Many of you are already engaged in work with our office and with our board and with agencies such as NSF and NCS and CIAO, but I wanted to do two things or three things today. One, to personally thank on behalf of the President so many of your companies for the heroic efforts that you did in the wake of the attacks in September. For those of us who were holed up in the bunker in the basement of the White House, not just on 9/11, but for most of the ensuing week, it was extremely encouraging to hear from Verizon, to hear from so many, Qwest, and others of you that there were no limits to what you were willing to do to help us as a Nation get back on our feet and to get calls not only from telecom companies, but from John Chambers and Bill Gates into the situation room to tell us that anything we needed was available at a time when the President had, on the evening of 9/11 or the early morning hours of September 12, told us that his number one priority after rescue of anyone who was still alive, his number one priority was getting the markets, the stock markets back up as fast as possible, so that the damage to our economy would be finite and limited. 

The work which so many of you did to make that happen so that we could have the market communication test on that Saturday and that we could have the markets back up on the following Monday, was a great example of the kind of industry, public/private cooperation that this is all about. So the first thing I wanted to do was to thank you. The second thing I wanted to do was reflect with you on some of the reflections that we have had about the meaning of 9/11 going forward. Some of you have heard me say this before, and bear with me if you have, but we have five or six observations, and, I think, while they may be obvious and almost trite, they're worth repeating, so that, as time moves away from 9/11, we don't forget the lessons, and the first lesson is that we as a super power, as the world's only remaining super power, have enemies. That's pretty obvious now, but to a lot of people it wasn't obvious on September 10. We have enemies, and we will have enemies, and as we find each one of these last Al Qaeda rats and get them out of their caves, after Al Qaeda is all gone, which it will be shortly, I hope, we're still going to have enemies, because we are the world's only remaining super power. We are culturally, politically, economically, technologically dominant. And when that is true, you are going to have enemies. We're also going to have enemies because we're not just the big
guy. We stand for something. We stand for civil rights and civil liberties.
We stand for freedom. And there are those many forces in the world who find that
anathema. And so we will continue to have enemies. Sometimes those enemies may be Americans. Sometimes they may be people in suits from other countries that are not always going to be dressed up like Taliban. They're not always going to be in caves without Internet connectivity. We do have enemies, we will have enemies. 

Second observation, our enemies are smart. We should not underestimate them. 

Third observation, they understand our technology and they can use our technology against us. Just as they turned 767's into massive ballistic missiles with huge explosive force, they will use our Internet technology, our telecommunication technology, against us. 

And the next observation is that we can't just wait around for the intelligence information to come to us about what the next threat is going to be. There was no intelligence information that said that airplanes were going to be hijacked. No intelligence information that said that large buildings like the Pentagon and the World Trade Center were going to be blown up. If we wait for threat information, everybody wants to have threat information these days. Everybody wants the FBI to share threat information. I've been reading the threat information in the White House for the last decade, and let me tell you, if you were reading it, you wouldn't know a lot more than you know now. So we can architect our information-sharing mechanisms so you'll get to share the information, the threat that we have, but it won't tell you very much. And it certainly won't tell you things in a timely manner. 

So rather than continuing the threat-based paradigm, I am seriously proposing that we shift to a vulnerability-based paradigm. Why? Because if you identify the vulnerabilities, you realize it's going to take three, five, seven years in some cases to rectify them, to get rid of legacy systems that have vulnerabilities in their design and architecture. To install new ways of dealing with information war, which is, I think, the next war that our enemies will choose to inflict on us. If you wait for the threat information that says the new Al Qaeda, the new threat, is going to attack us in our networks, it's going to be too late to fix our networks. 

So rather than saying, "what's the threat," let's say "what's the vulnerability." In 1996 and 1997, there was a Presidentially chartered commission that looked at the vulnerabilities of the aviation industry. It was made up of government people and people in the aviation industry. And it discovered lots of vulnerabilities. But it didn't recommend doing much about them because there was no threat information and because it was going to be inconvenient to fix some of these vulnerabilities. There was an issue of cost sharing. What would the aviation industry pay for? What would the government pay? And so they all convinced themselves that, yes, there were vulnerabilities but they didn't have to do anything about them. The aviation industry now wishes it hadn't done that.

There are severe vulnerabilities in the Internet, severe vulnerabilities today in our national information infrastructure architecture. Don't be the aviation industry. Don't say that you don't know what the vulnerabilities are, because there are people in your organization that do. Don't say that you are going to wait for the threat information to come along, because by then, it will be too late to fix it. Don't tell us that you can't afford to do it because the telecom industry is hanging on financially by a thread. Tell us what it's going to cost and let's talk about who pays for it. Let's have a dialogue. Maybe it's in the national interest. Maybe the Federal Government ought to pay for it. Don't stop yourself from telling us about the vulnerabilities. Don't stop yourself from fixing the vulnerabilities, because you're afraid you don't have the money to pay for them. Come up with the vulnerabilities. Come up with the cost of the fixes and talk to us about how they get done. We've chartered this kind of review in the President's advisory committee, which has a great new Chairman who happens to be the Chairman of this group as well. And my hope is that we can in the spirit of the President's executive order that created my position, which also called for the end of multiple committees doing the same thing and consolidation, my hope is the Chairman of NSTAC and the Chairman of NRIC can have a conversation with each other and see if there isn't some clever way in which the work of this group and the work of the NSTAC, which is on a similar path, can't be meshed together so that the President can get good advice and Michael can get good advice. And where there is overlap in their needs, we can have one meshed group providing that advice. But my hope is that you will look seriously at both the quick fixes to harden the information infrastructure, and there are some quick fixes, I think, that are available, such as securing DNS, securing BGP, and the long-term fixes, such as routers that have the management control plane out of band. That may take a little bit longer. But there are a lot of things, and if you sit down with your worker bees, you'll be able to identify them. My friend from Genuity over here is already doing that, chairing a little group, looking at some of the particular problems securing ISPs. And a number of your companies are, in fact, involved in working groups informally with us looking at those problems and those solutions. The problems are real. The solutions are identified already for the most part. Now the hard part, which is figuring out how we implement and how we pay for it. I would be glad to take any questions.

Chairman Nacchio: Have some questions for Dick? Comments? Questions? It's been a quiet group all day, Dick. I think we're going to serve stronger coffee next time. Anyone? Maybe we shouldn't hold these meetings on Friday either.

Dick Clarke: I take this as assent then. Everybody agrees with what I've said.

Chairman Nacchio: Well, Dick I can assure you I have had a lot of opportunities to talk to myself in the last couple of months, and now having both chairs, I'm well versed in that technique. So I do intend to insure that we're both comprehensive and efficient in getting this done and providing the necessary advice to the President. I'm sure any of you who talk to your CIOs regularly know that even prior to 9-11, we were not in a normal circumstance, by historical standards, of people trying to get into our networks and do mischief. And these people are pretty smart. Even when we know it's coming sometimes we don't stop it effectively, as I lost several thousand DSL customers in Colorado recently. So this is going to take a lot of important hard work. And the comment we had about vulnerabilities and being private and being clever on how we solve that is no small task. We will solve that. We will solve that and we will be effective and comprehensive in addressing these things.

Dick Clarke: One of the things that came up at the NSTAC meeting, which you
probably have already talked about, which is freedom of information. Let me just reiterate, that we understand that your corporate counsels, out of an overabundance of legal caution, have determined that you can't share certain information with us about vulnerabilities and attacks that you experience without the risk of them having that information made public once it gets into a government file by someone filing a Freedom of Information Act request. I'll be very frank with you. Our lawyers' interpretation is that all that information is exempt from the Freedom of Information Act already. But I suppose if I was being paid $400 an hour, I would also come up for justifications for additional work.
And if I were being paid $400 an hour, I would tell you there isn't a freedom of information exemption that covers this stuff. Fine. We support the legislation which has been introduced by Senator Bennett and Senator Kyl, Congressman Moran, and Congressman Davis, and now it's also sponsored by Senator Schumer, to exempt from Freedom of Information Act coverage information about information infrastructure vulnerabilities and attacks. Last year we wrote the President a letter asking his opinion of that legislation. The President wrote back to us saying he agreed with that legislation. It didn't pass last year for a variety of reasons about when it was introduced and what was on the legislative calendar. It could pass this year. Now, there's a law which says that members of the White House staff and Executive Branch cannot tell the public to lobby their senators and congressmen on a particular piece of legislation. So I am not asking you to get your hats up there and tell the Congress what you think about this because you can't simultaneously tell us you won't share information with us, because your lawyers are saying that it could be a Freedom of Information Act problem. You can't simultaneously tell us that and then not do something
about an opportunity which is on the Hill now to get protection from the Freedom of Information Act which, if there was a wave of support for that with the right members of Congress, it would pass this year. You know, I think, Joe, you talked about the denial-of-service attacks and attacks on DSL lines and what not. Yes, we've had significant attacks. Last year our estimate is that it cost about $12 billion or $13 billion for U.S. industry to clean up the results of cyber attacks. That sounds like a lot of money, but when you put it across the economy, it's not a lot of money. And an argument can be made that enduring cyber attacks is a cost of doing business. Now, it's not a cost of doing business when you are -- I can't name names -- when you're a very big investment house in New York and you're hit -- or Boston -- and you're hit by NIMDA in November and you're knocked off the Internet and your customers can't get to you to trade or move your money around, and it costs you hundreds of millions of dollars to clean up the results of that attack. Then it's a big deal. Then it's not just a cost of doing business. But the problem I think we all have is we reason by analogy from the past. We assume that the worst thing that can happen is a little bit like what's already happened. And we all make that mistake. And, frankly, in the terrorism business last year, there was a debate in the United States government about how seriously we should take Al Qaeda. You know, what's the big deal with Al Qaeda. So far, they put a hole in a destroyer. They have attacked two embassies. But that's over the course of five years. You know, over the course of five year, they had killed on the order of 50 or 60 Americans. And that's bad. We want to prevent that kind of thing. But on the other hand, we lose 50 or 60 Americans every three-day weekend in holiday driving accidents. So was Al Qaeda a big deal or not? Some people reasoned by analogy from the past and looked at the cost to us of the previous five years of Al Qaeda attacks and said "well, we ought to do something about it, but it's not my number one priority." You can't always reason by analogy from the past and assume the worst thing that's going to happen to you in the future is similar to the worst thing that's happened to somebody in the past. 

Back to the vulnerability paradigm. What's the worst thing that could happen to you knowing what you know about the vulnerabilities that exist today? It's a lot worse than anything that's happened to date. And given the dependence, not the fact that they use it, not the fact that they like it, but the dependence on the Internet, the IT cloud, all of the networks that banking has, finance has, railroads have, electric power has, the Defense Department has, a dependence on the IT cloud, think about what would happen without it. For 24 hours. For 72 hours. We survived without the aviation industry for four days. It had a huge economic impact, particularly on the aviation industry. But we survived. You've all seen the book "A Day in the Life of the Internet." Think about the opposite. Think about the book "A Day in the Life Without the Internet." Think about the impact on the stock market, the bond market, the commodity market. Think about the fact that trains won't move. Think about the fact that power will at least brown out, if not go out in many parts of the country. And think about the fact that most of our Defense Department capabilities will be seriously eroded in that one day in our life without the Internet. And then ask the experts, how could you take down the Internet? Three years ago when I started asking the question, only a few of the experts said you could. Now almost every expert I talked to says you can. We have a collective responsibility to prevent that. It's not the responsibility of Qwest or Genuity or Juniper. It's all of our responsibility together. In some respect, it's the tragedy of the commons. No one owns the Internet and, therefore, it doesn't get enough attention, the mechanisms and infrastructure that hold it together. We've got to figure out a way, through NSTAC, through NRIC, through other mechanisms, to deal with the tragedy of the commons, find out a way where we can all pay the cost of securing something that we all depend on.

Chairman Nacchio: Thank you, Dick. Any other questions for Dick or comments?

Unidentified: What is the relationship that you've got to the homeland security effort in the White House? And the homeland defense effort? And also the funding that went through on the appropriation that came through with defense that is now being allocated to the agencies? How do you guys work together on that?

Dick Clarke: The President signed two executive orders in October. One created the homeland security apparatus and Governor Ridge's position. And the other created my position as cyber-space security advisor to the President and this Critical Infrastructure Board that I chair. The issue of cyber-security is a national security issue and a homeland security issue. What we decided was rather than have people in the NSC worrying about this, and people in the new homeland security office worrying about this, there would be one office in the White House that worried about cyber-security information assurance: National Security Emergency Preparedness Communications. That's my office. If the particular issue on which I am working is a national security issue, then I report to the President through the NSC system and through Condee Rice. If the issue that I'm working on is a homeland issue, entirely a domestic security issue, then I report to the President through Governor Ridge. So on issues of telecommunications, on issues of the Internet and IT, I am the entity that supports Tom ridge and I am the entity that supports Condee Rice. In terms of the budget, we make recommendations directly to the President on the budget. We make recommendations directly to OMB on the budget. On the basis of those recommendations, the President's FY03 budget request has a 64% increase in the amount of money the Federal Government will spend on its own IT security. The FY03 budget has an overall IT spending level for the Federal agencies and departments of $52 billion, which is a record. Eight percent of that $52 billion will be IT security. The board that I chair, the Critical Infrastructure Protection Board, is meant to take all entities in the Federal Government that work on IT security, information assurance, and NSEP and organize and orchestrate all of those entities under the aegis of the Board. And the Board represents all Federal departments, typically at the deputy secretary or undersecretary level. The Board has ten operating committees that address specific issues like research and development, like incident response coordination, like national security emergency preparedness.

Dr. John H. Marburger: When it comes to technical issues, science and technology issues relating to homeland security, other than telecommunications and cyber-security, my Office of Science and Technology Policy is coordinating those issues for homeland security. So together, Dick and I span the entire spectrum of technology support to homeland security. And as a member of this committee, I'm certainly very, very interested in the sub-panels that will be working on homeland security and I expect to have contributions and input to those panels.

Dick Clark: The whole idea of this White House is matrix management and not stove piping. And so Jack chairs the Research and Development Committee of our board. So you have these various entities in the White House which in the past were operating off in their own universes. Now we like to think of ourselves as a team. I might also answer your question with one other fact. There is going to be a homeland security strategy which Governor Ridge promised the President he will deliver in July. In parallel with that, the President has asked us to create a national strategy for securing cyberspace, which will come out probably two weeks after the homeland security strategy, at the end of July. 

One way we're trying to develop that strategy is to reach out to the various sectors of the economy and ask those sectors to draft the portion of the strategy that affects them. And so on telecoms, there is a group already representing major telecom companies drafting that chapter of the national
strategy. There's also a group representing the IT industry, drafting that chapter of the national strategy. And the banking industry has a group and the electric power industry has a group. We've also asked experts throughout the country including many people in the companies represented around the table here, what questions would you want addressed in a national strategy to secure cyberspace? When you're asking a bunch of IT experts to tell us the questions, typically they want to tell you the answers. We've been tough, saying this is "jeopardy," guys. Just give us the questions. We've accumulated 237 questions where people said if you don't answer this question in your strategy, there's a big hole in your strategy. We have narrowed that down to about 55 clusters of questions, and they're published in this brochure which we'll leave some copies of behind. We're also going to have a series of town meetings around the country. Joe is hosting one or helping us host one in Denver. There's going to be one in Chicago, one in Atlanta and one in Portland, so that people in those metropolitan areas can talk about a national strategy to secure cyberspace. We're also going out through about 80 different national associations asking them for input. We want the national strategy to be an open, transparent participatory process. We don't want it to end up with a coffee table book that comes out once a year and sits on Senators' reception tables gathering dust. We want it to be modular, and we want it to live in cyberspace and we want it to change as the nature of the threat changes or as we realize that the strategy is not changing. So it would be a living strategy, not just a U.S. government strategy, but a strategy that everyone who has a stake in this issue has been involved in drafting.

Chairman Nacchio: Thank you, Dick. Any other questions or comments? OK. Again, Dick, thanks for coming to this meeting. We look forward to working with you in multiple roles. I'll ask the question one final time. We're pretty much to the end of the agenda. I want to reinforce a couple of things before we close. We certainly have more time for q and a. I sense there isn't a lot, but I'm going to give you a second here to ask one last time. But let's just stress a couple of things again. I hope you'll all join us with the sense of urgency I hope you have heard the speakers articulate today. And I hope you sense, I feel, work gets done when people put passion and energy behind it. I hope you sense Pam has that energy and passion. And I'm sure your appointees to the committees will similarly have that. We want to keep this both open and private, again, given the nature of what you might have concerns on. I know I'm available to you anytime you need me. I generally do best on the phone, but I can also work on the web. I know, Dwayne, you might not believe that necessarily. I know Frank doesn't believe it down at the end of the table. But feel free to contact me if I can be of any assistance. Certainly Pam. I'm sure members of the Commission, if you would rather go there directly. I don't want to speak for them, but I know what's extended to myself. Any questions, comments that we have not touched on or anything you might like to add to the meeting before we go to our
close? If not, let me turn this meeting back to Jeff.

Jeffery Goldthorp: Mr. Chairman, just a couple of comments. Then we'll close. It is difficult to get everybody participating in such a large meeting. We've never had a meeting this large in NRIC before. I do believe that our diversity will turn out to be our greatest strength. And so this will pay off in the end. I'll remind those of you that have participated in NRIC in the past, those of you that are new to the process, NRIC has always been a group that has generated concrete, specific work product that is actionable and generates results. So you can be confident of that. And I'll also remind you to please be generous in appointing folks to the focus groups. That's the critical area where the work gets done. Pam an I are going to be working very hard together to get
those established and running in the days ahead. And finally, there is a list of all the members of the Council on the table outside. And there are copies there for the Council members. There's also a list on the website. If you go to the website you'll find a list of all the Council members there as well. Thank you, and this meeting is...
 
Joseph Nacchio: Jeff, before you adjourn it, maybe I should ask Michael if he has any final comments?

Chairman Powell: No, just thank you everyone for being here.
 
Joseph Nacchio: Back to Jeff.
 
Jeffery Goldthorp: OK. Thank you, and I'll close this meeting now.
Thanks for coming.




