
Appendix A – List of Acronyms

ATIS


Alliance for Telecommunications Industry Solutions

ATM


Asynchronous Transfer Mode

CCS


Common Channel Signaling

CEO


Chief Executive Officer

CFR


Code of Federal Regulations

CIP


Critical Infrastructure Protection

CGA


Common Ground Alliance

CMRS


Cellular Mobile Radio Service

CTIA


Cellular Telecommunications & Internet Association

DNS


Domain Name Service

ETUG


eCommerce and Telecommunications Users Group
FBI


Federal Bureau of Investigation

FCC


Federal Communications Commission

FOIA


Freedom of Information Act

GEO


Geosynchronous Earth Orbit

HTML


Hypertext Markup Language

ILEC


Incumbent Local Exchange Carrier

ISAC


Information Sharing and Analysis Center

ISP


Internet Service Provider

IXC


Interexchange Carrier

LEC


Local Exchange Carrier

LEO


Low Earth Orbit

MOU


Memorandum of Understanding

MTSO


Mobile Telephone Switching Office

NCC


National Coordinating Center for Telecommunications

NCS


National Communications System

NCTA


National Cable and Telecommunications Association

NIPC


National Infrastructure Protection Center

NPCS


Narrowband Personal Communications Service 

NRC


Network Reliability Council

NRIC


Network Reliability and Interoperability Council

NRSC


Network Reliability Steering Committee

OC


Optical Carrier

PCIA


Personal Communications Industry Association

PDD


Presidential Decision Directive

PMA


Paging and Messaging Alliance

PSTN


Public Switched Telephone Network

PVC


Permanent Virtual Circuit

SIA


Satellite Industry Association

USC


United States Code

USTA


United States Telecom Association

Y2K


Year 2000

Appendix B - Revised Network Reliability and Interoperability Council V Charter 

Revised Network Reliability and Interoperability Council - V Charter

A. The Committee's Official Designation 

The official designation of the advisory committee will be the "Network Reliability and Interoperability Council." 

B. The Committee's Objective and Scope of its Activity
The purpose of the Committee is to provide recommendations to the FCC and to the telecommunications industry that, when implemented, will assure optimal reliability and interoperability of public telecommunications networks. The topics that the Committee will address will be organized into three focus areas: 

1. Y2K Review
(a) The Committee will continue its work relating to the year 2000 date rollover (Y2K) on telecommunications networks, including a review of the effectiveness of the work done prior to the date change as well as an analysis of the impact of the date change on those networks.

(b) The Committee will make recommendations on any future actions that should be taken.

2. Network Reliability. 

(a) The Committee will evaluate, and report on, the reliability of public telecommunications network services in the United States, including the reliability of packet switched networks.

(b) During the charter of the previous Committee, interested participants developed guidelines that were intended to improve the quality of outage reporting for those carriers currently required to report outages. The Committee will evaluate those guidelines and data provided in accordance with those guidelines and, if appropriate, recommend further refinements to those guidelines.

(c) During the charter of the previous Committee, interested participants recommended that the FCC adopt a voluntary reporting program, administered by the National Communications System, to gather outage data for those telecommunications and information service providers not currently required to report outages. The Committee will monitor this process, analyze the data obtained from the voluntary trial and report on the efficacy of that process, as well as the on-going reliability of such services.

(d) The Committee will evaluate existing network outage reporting requirements and make recommendations for improving, or where appropriate initiating, reporting requirements for: (i) telecommunications carriers currently required to report outages; and (ii) telecommunications carriers not presently required to report service outages.

(e) Building on the work of the previous Committee, as appropriate, the Committee will continue to develop best practices recommendations and refine or modify, as appropriate, best practices recommendations developed by previous Committees.

(f) The Committee will continue to evaluate and report on the extent to which telecommunications common carriers are using best practices recommendations and applicable American National Standards Institute Committee T-1 standards, and identify ways to increase the use of best practices and relevant Committee T-1 standards by telecommunications service providers.

(3) Network Interoperability 

(a) The Committee will make recommendations concerning technical standards to ensure spectral compatibility in wireline networks and facilitate the deployment of xDSL and associated technologies.

(b) The Committee will make recommendations concerning the development of spectrum management processes within the wireline network that facilitate competition among CLECs and ILECs using different technologies while still maintaining network integrity.

(c) The Committee will make recommendations with respect to such additional topics as the Commission may specify. These topics may include requests for recommendations and technical advice on interoperability issues that may arise from convergence and digital packet networks, and how the Commission may best fulfill its responsibilities, particularly with respect to national defense and safety of life and property (including law enforcement) under the Communications Act. The Committee will assemble data and other information, perform analyses, and provide recommendations and advice to the Federal Communications Commission and the telecommunications industry concerning the foregoing. 

C. Period of Time Necessary for the Committee to Carry Out its Purpose
The Committee will require two years to carry out the purposes for which it has created.

D. Official to Whom the Committee Reports
Chairman, or Defense Commissioner, Federal Communications Commission.

E. Agency Responsible for Providing Necessary Support
The Federal Communications Commission will provide the necessary support for the Committee, including the facilities needed for the conduct of the meetings of the committee. Private sector members of the committee will serve without any government compensation and will not be entitled to travel expenses or per diem or subsistence allowances. 

F. Description of the Duties for Which the Committee is Responsible
The duties of the Committee will be to gather the data and information necessary to prepare studies, reports, and recommendations for assuring optimal network reliability within the parameters set forth in Section B, above. The Committee will also monitor future developments to ensure that network interoperability, and network reliability, are not at risk.

G. Estimated Annual Operating Costs in Dollars and Staff Years
Estimated staff years that will be expended by the Committee are 2 for the FCC staff and 12 for private sector and other governmental representatives. The estimated annual cost to the FCC of operating the committee is $100,000. 

H. Estimated Number and Frequency of Committee Meetings
The Committee will meet at least two times per year. Informal subcommittees may meet more frequently to facilitate the work of the Committee. 

I. Committee's Termination Date
The Committee will terminate January 6, 2002.

J. Date Original Charter Filed
January 6, 1992. 
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Network Reliability and Interoperability Council

February 23, 2000

Via Email

Dear NRIC Council Member:

I am writing as the Chairman of the National Reliability and Interoperability Council V

(NRIC), created under the Federal Advisory Committee Act, 5 U.S.C. App. 2 to urge

your participation in NRIC’s voluntary outage reporting trial. NRIC is a Federal

Advisory Committee established after Congressional inquiries to the industry and the

Federal Communications Commission (FCC) following several major network outages in

the early 1990’s resulted in the appearance that the industry was not adequately prepared

for major network outages. NRIC advises the FCC on how the industry can optimize

reliability and interoperability among the nation’s networks.

Under existing FCC regulations (47 C.F.R. Section 63.100), wireline common carriers

are required to report major network outages. Other communications service providers,

such as cable telephony, satellite, Internet, wireless, etc. are not required by FCC rule to

report major network outages. The FCC asked NRIC two years ago whether these

additional communications providers should be required under FCC rules to report major

outages.

Rather than suggesting that the FCC extend its rules to require reporting from providers

in addition to wireline common carriers, NRIC recommended in January 2000 that the

industry develop a one-year voluntary trial for reporting outages by additional providers

that are likely to have significant public impact. That trial began in August 2001, with

my first letter on this subject. Only one provider has voluntarily reported an outage since

the trial began.

In order to demonstrate to the FCC and Congress that additional rules on Internet,

satellite, cable telephony, wireless and other providers are unnecessary, the voluntary trial

must succeed. Self-regulation is preferable to new rules in this area, but self-regulation

must be effective to prevent the application of new rules. I therefore urge you to report

your major network outages, as defined in the attached template, pursuant to the process

laid out in the attached.

One of the concerns voiced by some members following the commencement of the trial is

the treatment of the outage data by the National Communications System/National

Coordinating Center for Telecommunications (NCS), an entity within the Department of

Defense. Under procedures developed for the voluntary trial, outage data would be

reported to NCS for their analysis. Some in the industry have expressed concerns that

once provided to NCS, outage data would not be protected against disclosure to third

parties.

Outage data is proprietary information currently exempt under the Freedom of

Information Act, 5 U.S.C. Section 552(b)(4), from third-party requests to the NCS for

disclosure. Moreover, NCS is prohibited under the Trade Secrets Act, 18 U.S.C. Section

1905, from disclosing proprietary information. Nonetheless, to address industry

concerns, NRIC has entered into an Agreement with NCS under which NCS agrees that it

will evoke the proprietary information exemption under FOIA if presented with third-party requests for disclosure of outage data reported under the voluntary trial.

In addition, the Agreement prohibits disclosure of voluntarily-reported unscrubbed

outage data (containing the provider’s and vendors’ names, and other provider-identifiable information) and obligates NCS to limit access to outage data reported under

the voluntary trial to authorized personnel that “need to know” the contents of the outage

reports. Under the voluntary trial procedures, the NCS will provide scrubbed outage data

to the FCC and the FBI’s National Infrastructure Protection Center (NIPC). The

Agreement provides that if NCS wishes to provide unscrubbed data to the FCC or NIPC,

it must obtain the written consent of the provider that reported the outage.

The Agreement has been reviewed and approved by FCC Chairman Michael Powell. We

are hopeful that with this Agreement, members of the industry can more comfortably

participate in the trial. Some in industry have also suggested that a request to participate

in the trial would meet with better response if it came from Chairman Powell. We would

prefer to demonstrate that the industry can effectively self-regulate, without the need to

have the FCC request us to report major outages, or to adopt rules mandating that we do

so. Providers of Internet, wireless, cable telephony, satellite, and other traditionally less

regulated services have an opportunity to demonstrate that self-regulation, with a minimal

FCC role, are possible in the area of network reliability and interoperability.

At the upcoming NRIC Council, on February 27, 2001, 2:00-4:00 pm in the FCC’s

Commission Meeting Room in Washington, D.C., I will ask that the Council adopt an

extension of the voluntary trial from the current end-date of August 15, 2001, to

November 15, 2001. The remainder of 2001 can then be used to analyze the success of

the voluntary trial and to make a Recommendation to the FCC of whether it should

continue to rely on self-regulation or extend its current rules to these less-regulated

providers.

I hope you share with me a preference for self-regulation and I again urge you to

participate in the trial. At the upcoming Council meeting, I will ask those present

whether they intend to participate in the trial, and if not, their reasons for declining. I will

also distribute copies of the Agreement to those NRIC Members present at the Council

meeting. If you have any questions about the process for reporting outage data or how it

will be analyzed, please contact the NRIC V Focus Group Subgroup 2.B.1 Chair P.J.

Aduskevicz at 908-234-5790 or the NRIC V Steering Committee Chair Patricia Paoletta

at 703-762-0147.

Sincerely,

James Q. Crowe

Chairman, NRIC V

Attachments: Voluntary Trial Criteria

Voluntary Flow Chart

Voluntary Trial Template

Cc: Chairman John McCain

Chairman Billy Tauzin

Chairman Michael Powell 

Appendix D - Voluntary Trial Initial Report Template Field Descriptions

	Initial Report Field Descriptions:
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Carrier/Service Provider:  provide the name of the carrier or service provider filing the outage report.
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Contact Person:  provide the name of the individual reporting the initial outage.  This should be the person who should be contacted to

	provide further information concerning the outage. Since information beyond that provided in the report may be sought not only by the 

	FCC, but also by other carriers, the press, or the public at large, the Contact Person should be adept at dealing with all these

	various constituencies.
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Telephone Number of Contact Person:  provide the telephone number at which the person above can be reached.
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Start date:  provide the date when the outage started for the geographic area of the outage.  For outages that may span multiple time

	zones and have separate dates in each time zone, select the date in the time zone estimated to be most affected.  The location of the

	outage may be different from location of the person reporting the outage.
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Start time of the impact (local, including time zone):  provide the time (local time at the location of the outage, not the time at the 

	reporting location) of the commencement of outage (24 hour clock).  In most cases both the physical location of the outage and the

	majority of customers affected by the outage are in the same time zone.  However, some outages have wide-ranging impacts and at

	times the greatest customer impact may not be at the physical location of the outage.  If this is the case, use the time zone of the 

	geographic area most affected. 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Geographic Area Affected (general):  provide the (primary) city and state impacted by the outage.  For outages with wide-ranging 

	impact, descriptions such as “Southwestern Texas” or “Northeastern United States” may be more appropriate and descriptive.

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Estimated Number of Customers Affected:  provide the estimate at the time of the initial outage report of the number of customers 

	affected by the outage event.
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Apparent or Known Cause (high level event description):  provide the best estimate at the time of the initial outage report as to the 

	apparent or known cause(s) of the outage event.  Examples; commercial power failure, fire, earthquake, cable cut, software error,   

	hardware failure, etc.
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 


Appendix E - Voluntary Trial Final Report Template Field Descriptions

	Final Report Information Fields are listed and described below. (Because greater understanding of

	 the outage event is likely as the final report is prepared, information fields may change between the initial report and 

	final report)
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Carrier/Service Provider:  provide the name of the carrier or service provider filing the outage report.
	

	
	
	
	
	
	
	
	
	

	Contact Person:  provide the name of the individual reporting the initial outage.  This should be the person who should

	be contacted to provide further information concerning the outage. Since information beyond that provided in the report

	may be sought not only by the FCC but by other carriers, the press, or the public at large, the Contact Person should be

	adept at dealing with all these various constituencies.
	
	
	
	

	
	
	
	
	
	
	
	
	

	Telephone Number of Contact Person:  provide the telephone number at which the person above can be reached.  A 

	fax number and e-mail address would also be helpful.
	
	
	
	

	
	
	
	
	
	
	
	
	

	Start date: provide the date when the outage started for the geographic area of the outage.  For outages that may span 

	multiple time zones and have separate dates in each time zone, select the date in the time zone estimated to be most 

	affected.  The location of the outage may be different from the location of the person reporting the outage.

	
	
	
	
	
	
	
	
	

	Start time of the impact (local, including time zone): provide the time (local time at the location of the outage not the time

	at the reporting location) of the commencement of outage (24 hour clock).  In most cases both the physical location of 

	the outage and the majority of customers affected by the outage are in the same time zone.  However, some outages 

	have wide-ranging impacts and at times the greatest customer impact may not be at the physical location of the outage.

	 If this is the case, use the time zone of the geographic area most affected. 
	
	
	

	
	
	
	
	
	
	
	
	

	Geographic Area Affected (general): provide the (primary) city and state impacted by the outage.  For outages with 

	wide-ranging impact, descriptions such as “Southwestern Texas” or “Northeastern United States” may be more 

	appropriate and descriptive.
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Estimated Number of Customers Affected: provide the estimate at the time of the final outage report of the number of 

	customers affected by the outage event. Additional rules for identifying customers affected for the report will be   

	detailed in a separate document.  Need to include details on document referenced. 
	
	

	
	
	
	
	
	
	
	
	

	Types of Services Affected (if applicable): provide a short list of service(s) affected, if the service provider has key 

	distinctions among different services offered.  Among the key distinction to identify is access to 911 service. 

	Additional rules for identifying the types of service affected will be detailed in a separate document. Need to include            

	details on document referenced 
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Duration of Outage: provide the duration from the time of the outage start until substantially all service is restored to the

	customers affected.  Additional rules for identifying when “substantially all service is restored” shall be detailed in a 

	separate document. Included will be rules identifying how to identify restoration of some services to some 

	customers during the period of the outage duration. 
	
	
	
	

	
	
	
	
	
	
	
	
	

	Apparent or Known Cause (high level event description): provide the determined cause(s) of the outage based on 

	analysis of the data collected surrounding the event.  Examples: commercial power failure, fire, earthquake, cable cut,

	software error, hardware failure, etc.
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Name of Equipment Involved: provide the vendor name of the equipment involved in the outage.
	

	
	
	
	
	
	
	
	
	

	Type of Equipment Involved: provide the specific equipment (including release) involved in the outage.
	

	
	
	
	
	
	
	
	
	

	Specific Part of Network Affected: e.g., tandem switch, signaling network, central office power plant, outside plant

	cable, mobile switching center, etc.
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Methods Used to Restore Service: provide a chronological narrative of the methods used to restore service, both

	“quick fix” & final.  For example, this description would include steps such as automatic system restoration, manual

	intervention activities performed to restore service,(e.g.,replaced circuit pack, reboot software).
	

	
	
	
	
	
	
	
	
	

	Steps Taken to Prevent Recurrence: describe what steps have or will be taken by the carrier to implement, at both this

	location and throughout its network(s) if appropriate, the corrective actions identified through its Root Cause Analysis

	of this incident. If a time frame  for implementation exists, it should  be provided. If no further action is required or

	planned, the carrier should so indicate.
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	Root Cause and Trouble Found: provide the direct and root causes of the event.  The direct cause is the action or

	procedure that triggered the incident.  The root cause is the key problem, which once identified and corrected prevents 

	the same or a similar problem from recurring. It is not uncommon that two or more problems may be closely linked and

	may require detailed investigation. However, in any single incident there should be only one root cause. Appendix F 

	in the NRIC IV Focus Group 3 Final Report provides a comprehensive list and description of direct and root cause 

	categories currently used by the NRSC for Wireline Outage Reporting.
	
	
	

	
	
	
	
	
	
	
	
	

	Applicable Best Practices: provide a listing and evaluation of the effectiveness in the immediate case of any “best 

	practices” or industry standards identified by the Network Reliability Council (NRC) successor Network Reliability 

	and Interoperability Council (NRIC) to eliminate or ameliorate outages of the reported type. Include any Best Practices

	that were not used and that may have eliminated the outage or ameliorated the effects of the outage shall be identified.

	Recommendations of the NRC/NRIC may be found in:
	
	
	
	

	"Network Reliability: A Report to the Nation", June 1999
	
	
	

	"Network Reliability: The Path Forward",  April 1996
	
	
	
	

	"Network Interoperability: The Key to Competition", June 1997
	
	
	

	"NRIC IV Focus Group 3 Subcommittee 1 Report" December, 1999
	
	
	


Appendix F - ATIS Technical and Operations Web Conference Series Presentation

	Industry INFO-SYNC
An ATIS Technical and Operations Teleconference Series

Non-Wireline Network Outage Reporting Trial

Voluntary CMRS, Satellite, Cable, Data Networking, and ISP Outage Reporting

 Mandatory or Voluntary?
 What will it mean to you?
 How would it impact my business?
What would participation/non-participation mean to me?

What is it & What is the Process?

Date: June 21, 2001


	Non-Wireline Network Outage Reporting Trial


Gary V. Pellegrino - Moderator

President - CommFlow Resources Inc.

Bernie Farrell

Manager - NCS/NCC

 

PJ Aduskevicz

V.P. Network - AT&T


	Session Agenda

• Voluntary Reporting Trial Development

• Voluntary Reporting Trial Process

• Trial Participant Requirements & Concerns

• Trial Goals

• Q&A


	Voluntary Reporting Trial Development 


NRIC IV Recommendation

· A voluntary trial is recommended with participation by service providers of CMRS (Commercial Mobile Radio Service), satellite, cable, data networking and ISPs to alert NCS/NCC of “widespread outages” that have significant public impact.

· A process for reporting data during the voluntary trial including what report fields need to be populated and time frames for filing reports will be further defined by the team.

· Industry associations should provide an informational notice to their members to inform them of the voluntary outage reporting trial and encourage their participation.

· Analysis of the data from the voluntary trial should be done by a neutral party similar to the analysis conducted on wireline carrier segments.

· At the completion of the voluntary trial period (minimum 1 year) an evaluation of the effectiveness of the data for usefulness to participants and the FCC should be undertaken. 
· A FOIA (Freedom of Information Act) exemption should be sought in order to facilitate participation in the voluntary trial.
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Voluntary Reporting Trial Criteria
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	Voluntary Reporting Trial Development 


NRIC V Focus Group Structure
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	Voluntary Reporting Trial Development 


Voluntary Trial Implementation Issues

· Assurance of Confidentiality based on Freedom of Information Act (FOIA) exemption and/or Memorandum of Understanding (MOU)

· Specification of detailed Process Flow and Scrubbed Data Criteria
·     Identification of benefits based on defined Voluntary Trial Goals


	Voluntary Reporting Trial Development 


Voluntary Trial Implementation Issues

· National Communications System (NCS) National Coordinating Center (NCC) Background

· Data Protection Issues


· Data 
·   Elements
·   Scrubbing
·   Data Collection Process


	Voluntary Reporting Trial Process


 Trial Data Background


· Since 1984 the NCS/NCC has worked with industry sharing information on telecommunications outages that impact the national security and emergency preparedness capabilities of the United States. 

· During the Y2K rollover the NCC was the focal point for collecting status of the telecommunications infrastructure, providing a database were over 83 companies worldwide posted in real time the health of their networks.

· NRIC IV approached the NCS/NCC and asked them to be the clearing house for the trial.
· The NCS/NCC agreed and in conjunction with the NRIC has developed a process for both collection and protection of the trial data.


	Voluntary Reporting Trial Process


Participation Open Issues

· Subcommittee members expressed concern that the NCS being a federal entity was subject to Freedom of Information Act FOIA requests and that data collected may have to be released under FOIA.  

· A FOIA exemption may allow more accurate data and willing participation. Some members are reluctant to report data without the specific FOIA exemption bill which is still being formulated on Capitol Hill
· IMPORTANT – When any data is submitted to NCS/NCC, it should be designated by submitting organizations as “Company Proprietary” and it will be afforded that level of treatment by the NCC.
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 Trial Data Collection

· It was agreed that NCS/NCC will control the data and can hand off only “scrubbed” (names of operators and location removed in order to protect identity of information providers) data.

· The National Infrastructure Protection Center (NIPC) requested that they receive data reported to the NCS/NCC during the voluntary trial period.  If deemed by the NCC, that the data may be useful to NIPC the NCC will pass data to the NIPC only with concurrence of the data provider.  It is anticipated that this will be on a very limited basis, if at all.

· An MOU between NCS and NRIC was implemented to further protect data

·  The Subcommittee will decide what type of data and extent of analysis.
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 Data Criteria
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 Recommended Process for Participants

1. Brief the Control Center & Line Organizations. 

2. Outages are initially reported internally via Control Center & vendor reports which may/may not fall within the reporting criteria. 

3. Control Center notifies the Service Provider Trial Reporting “Coordinator” (Designate) of abnormal events e.g. outage reports & scope. 

4. Inform Infrastructure Vendors on trial participation. Vendor “service interruption” (Initial & Final) reports received can be used as source input by “Coordinator”.



	Voluntary Reporting Trial Process


 Recommended Process for Participants

5. “Coordinator” shall analyze outage. If it meets the interpretation of reporting criteria, “Coordinator” shall follow NRIC trial reporting process & template (reporting templates.xls) with fax cover letter (vol_outage_rept_covertemplate.doc) .

6. “Coordinator” may provide a copy of the reported outage to the Control Center and the vendor contact.

7. “Coordinator” shall provide feedback from trial to Control Center.
8. Establish the Control Center analysis group centrally to analyze service interruptions & Best Practices


	Trial Participant Requirements & Concerns

· Reported outages could be available for FOIA requests (possible drawback, although protected when marked Confidential & Proprietary).

· Would result in sanitized reports provided to the NRIC subcommittee members.

· Should keep interpretation of the reporting criteria within the carriers purview with voluntary participation.

· Service providers need to designate their reporting “Coordinator”.

·     Service Providers should secure internal corporate acceptance.


	Trial Participant Requirements & Concerns


Participation Open Issues

· Internal process should be understood & endorsed.

· Competitive implications with PR awareness understood.

· Quantify anticipated reportable outages. Consider retroactive reports since Aug. 2000 of known outages w/ reportable criteria.

· Review of industry participation progress.
·     Develop cover letter identifying information as proprietary with FOIA exemption (vol_outage_rept_covertemplate.doc).


	Trial Participant Requirements & Concerns


Failure to Participate

· May cause rulemaking and mandatory reporting with more stringent reporting processes requiring more carrier reporting resources.

· May be a competitive disadvantage if competitor opts to participate & advertises as such with service quality.

· May be viewed as hiding major systemic problems.



	Trials Goals


Trial data analysis and results should ideally:

·   Enable a general characterization of reported outages’ impact on the public

·   Address effectiveness of trial

·   Identify outage reporting similarities or differences across industry segments

·   Show that industry has the initiative to gather “outage” information without government involvement
·   Identify what data should/should not be reported

·   Provide an opinion on the “State of Reliability” of the examined networks


	Trials Goals


Trial data analysis and results should ideally:

·   Address next steps (e.g., continue/stop trial)

·   Identify the Root Cause(s) (i.e., chain(s) of events that led to an outage) for Best Practices review

·   Allow Best Practices to be identified for entire industry benefit

·   Allow unregulated voluntary outage reporting to assist national communications security and awareness
·   Enable carrier and vendor service improvement for all consumers


	Q & A

For further information & INFOSYNC session reference documents please contact NRIC V Sub. 2B.1 Chair;

PJ Aduskevicz
908-234-5790
aduskevicz@att.com


Appendix G – Mandatory Outage Report Template

	Box #1:  Reporting Carrier
	 
	 
	 
	 
	Box #2: Date of Incident (mm/dd/yy)
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box #3: Time of Incident (at outage location; 24-hour clock)
	Box #4: Geographic Area Affected
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box #7: Services Affected
	
	
	
	
	Box #5: Number of Customers Affected

	 
	
	
	
	
	
	
	 
	 
	 
	 

	 
	IntraLATA Intraoffice
	
	 
	
	
	Box #6: Number of Blocked Calls
	

	 
	IntraLATA Interoffice
	
	 
	 
	
	 
	 
	 
	 

	 
	InterLATA Interoffice
	
	 
	
	
	Box #8: Outage Duration
	
	

	 
	E911
	
	
	 
	
	
	 
	Hrs. ____
	Min. ____
	 

	 
	Other (specify):
	
	 
	
	
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box #9: Background of the Incident
	
	
	
	
	
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box # 10: Direct Cause
	
	
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box #11: Root Cause
	
	
	
	
	
	
	
	
	

	 
	
	
	
	
	
	
	
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box # 12: Name and Type of Equipment
	
	
	
	Box #13: Specific Part of the Network Involved
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box #14: Methods Used to Restore Service
	
	
	
	
	
	

	 
	
	
	
	
	
	
	
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box #15: Steps Taken to Prevent Recurrence of the Incident
	
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box #16: Evaluation of Best Practices
	
	
	
	
	
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Box #17: Contact Person
	
	
	
	
	
	Box #18: Telephone Number of Contact Person
	
	
	

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 


Appendix H - Mechanized Outage Report Format
FCC Test Filer 

REPORT STATUS
This report is an initial filing.

DURATION OF OUTAGE 
Starting on: January 1, 2001 at 01:01

Outage lasted for: 01 hours and 01 minutes.

Comments on Duration:
NA

GEOGRAPHIC AREA AFFECTED 
Alabama
NA

ESTIMATED NUMBER OF CUSTOMERS AFFECTED
NA

EFFECT ON 911 SERVICE 
Affect on 911 has yet to be determined.

TYPES OF SERVICE AFFECTED 
NA

ESTIMATED NUMBER OF BLOCKED CALLS
NA

Apparent or Known Cause of Outage 
DESCRIBE THE CAUSE OF THE FAILURE 
NA

WHAT TYPE OF (INCLUDE MAKE AND MODEL) EQUIPMENT FAILED.
NA

SPECIFIC PART OF NETWORK AFFECTED
NA

METHOD(S) USED TO RESTORE SERVICE
NA

STEPS TAKEN TO PREVENT RECURRENCE OF OUTAGE
NA


BEST PRACTICE(S) 
	PW01
	  
	


	PW01
	  
	


The above best practice was used


ANALYSIS OF EFFECTIVENESS OF BEST PRACTICE(S)
NA

ADDITIONAL COMMENTS 
NA

Contact Information 
NA
NA
Phone: NA
FAX: NA
E-Mail: NA
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				Industry Segment		"Alert Situation" Criteria		Outage Examples

				CMRS Wireless		A system level failure affecting wireless customers service and preventing new calls for 30 minutes or more.		Wireless Mobile Telephone Switching Office (MTSO) failure.

				Paging				Multiple Switches isolated from PSTN

				Cable Telephony		A failure that  would cause a loss of cable telephony service to 30,000 or more customers for 30 minutes or more. (reported through 63.100)		Failure of Head Ends (Class 5 switch, etc) which serves a minimum of 30,000 telephony customers.

				ISPs		A failure that would cause a loss of service to a large number of customers for 30 minutes or more.		A Domain Name Server (DNS) failure.

				Satellite Telephony		A failure that causes loss of service to 30,000 or more customers for 30 or more minutes		LEO - Loss of multi customer shared earth station.

								GEO - Failure of transponders.

				Data Networking  Including Broadband Access		A failure that causes a loss of service to 30,000 or more customers for 30 or more minutes.		Multiple Asychronous Transfer Mode (ATM) Switch failures.
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		Voluntary Trial Outage Report

		Scrubbed Data Criteria

		Final Report field		Scrub Action

		Reporting Carrier/Service Provider		Delete and create outage tag (Industry segment identifier, i.e., CMRS, Satellite,Cable Telephony, Data Services, and ISPs, plus a unique numerical identifier)

		Contact Person		Delete

		Start Date		Unchanged

		Start Time of Impact		Unchanged

		Geographic area affected		Delete

		Estimated number of customers affected		Unchanged

		Types of Services Affected (if applicable)		Unchanged

		Duration of Outage (hours and minutes)		Unchanged

		Apparent or known cause		Unchanged

		Name of Equipment Involved [OPTIONAL]		Delete

		Type of Equipment Involved [OPTIONAL]		Delete

		Specific Part of Network Involved		Unchanged

		Methods Used to Restore Service [OPTIONAL]		Unchanged

		Steps Taken to Prevent Recurrence		Unchanged

		Root Cause and Trouble Found [OPTIONAL]		Unchanged

		Applicable Best Practice [OPTIONAL]		Unchanged
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