Minutes of the January 4, 2002 meeting of the

Network Reliability and Interoperability Council

Kent Nilsson, the FCC's Designated Federal Officer, opened the meeting at 10:00 a.m. by welcoming the members and introducing Chairman Crowe.

Chairman Crowe introduced Chairman Powell for opening remarks. 

Chairman Powell said: “Thank you, Jim. I'll just be brief. I can't believe NRIC V is wrapping up. I guess time flies when you're having fun. I just wanted to take this opportunity to express my profound gratitude first and foremost to the Chairman, Jim . . . He's done an outstanding job. I thank you publicly for your outstanding service. Just as importantly, I thank all of you around the table. I think in many ways this is an extra curricular activity within your own organizations and institutions but one that the government values and continues to value enormously. I just come today to offer my personal thanks to you and to thank you for the outstanding and hard work as reflected by something this substantial and for all your public service. And I would also like to thank Kent who, once again, has done an outstanding job serving as the designated agent for this activity. It's been outstanding. I also wanted to take the opportunity to announce just a little bit about the next NRIC. Given the extraordinary events this year, there's been an increasing premium on issues associated with reliability and security. Most embodied in the national government by the creation of the homeland security office, the FCC's own creation of a homeland security task force dimension. And it seemed only appropriate that this organization begin to turn some of its efforts and talents and attention into some of the issues we increasingly have to have a better awareness of and better solutions for. So it's been our decision that the next NRIC will be rechartered. The charter has been drafted. That would redirect the mission slightly to include some very specific issues associated with homeland security, security issues, network reliability issues in the context of the increasingly serious threats that we've seen. So that's an exciting effort. I want to announce that Joe Nacchio of Qwest has agreed to chair that NRIC. We'll probably announce that formally and publicly today. And so with that, I'm going to turn the meeting back over to our able Chairman. Again, thank you. Any of you who may be interested, as we reconstitute NRIC, in continuing your participation, you can contact Marsha who's here, Marsha McBride, my chief of staff, as we start to assemble this group for the next iteration. We welcome your interest. Thank you.

Chairman Crowe thanked Chairman Powell for his remarks and leadership.

He then asked the Council members to introduce themselves. 

Those in attendance at the meeting included  Arthur K. Reilly of Cisco; Rick Harrison of Telcordia Technologies; Massimo Sobaro of Globespan; Pete Lessek of Lucent Technologies; Ray Strassburger of Nortel Networks; Mary Retka of Qwest; Jim Lankford of SBC; Rex Bullinger of NCTA, P.J. Aduskevicz of AT&T; Katherine Condello of CTIA; Peter M. Fonash of NCS; Christopher Rice of SBC;  John Rose  of OPASTCO; Mark Wegleitner of Verizon; Lynn Johnson of Boeing; Rick Graham of PCIA; Karl Rauscher of Lucent; and Phil Kyees of Paradyne.

Chairman Crowe said he was pleased to present to the Council’s final Report entitled, "The Future of Our Nation's Infrastructure." He said the report was the culmination of the work of focus groups during the term of NRIC V. He said the Council had achieved the goals set out for it and that the focus groups had produced a significant amount of work including 15 consensus recommendations, two white papers, a best practices survey, and many other items that would provide important technical advice to the F.C.C. and to the industry as a whole. The NRIC V charter and the work produced by the focus groups reflected the continuing revolution in information and telecommunications services and applications. In spite of the current economic slowdown, the country continued to experience unprecedented change driven by transformations in technology. NRIC V embraced that transformation and created focus groups to address reliability and interoperability issues that involved the deployment of new technologies as well as utilizing existing technologies. In addition to the work of the focus groups, at the last meeting the Council heard from the telecommunications industry regarding restoration and recovery efforts after the September 11 attacks to further ensure that the best standards and practices were in place to minimize damage and speed recovery. As network providers and manufacturers who build, operate, and maintain the nation's networks, the members of the NRIC V continue to have a responsibility to determine what practices and standards should be instituted in the future to ensure greater reliability and security. As discussed by Chairman Powell, the future work of the Council will focus on homeland security and protecting the communications infrastructure from both physical and cyber attacks. The Chairman then introduced Karl Rauscher of Lucent to present Focus Group 2A2's Packet Switching Best Practices report. 

Mr. Rauscher began his report by stating that the network reliability best practices were a treasure for the communications industry. He said best practices are vital to the reliability of the nation's public communications networks and services. He reviewed the tasks of his group. These included monitoring industry developments, ensuring that interoperability isn't at risk; developing new best practices; refining or modifying existing best practices; evaluating the extent to which the best practices have been implemented in the industry; and identifying ways to increase the use of best practices. 

He said the Focus Group's recommendations were supported by a strong survey showing that there is a high level of risk when not implementing the best practices; that there is not a high cost to implement most of the best practices; that the best practices are highly effective in promoting network reliability and preventing outages; and there is a high level of implementation of the best practices indicating acceptance by the majority of the industry players. Given these conclusions, the focus group developed recommended that NRIC V reliability best practices be implemented as appropriate by service providers, network operators and equipment suppliers in order to assure optimal reliability of public telecommunication networks. These best practices have been revised and expanded to apply to all segments of the industry including wireline, wireless, cable telecommunications, and internet service providers. 

The Focus Group's first task was to monitor industry developments. Mr. Rauscher said, in this regard, that the September 11 terrorist attacks were the greatest test to the network. The focus group found that the industry matched the unprecedented network infrastructure damage with an unprecedented mutual aid and emergency response to reconstitute networks and services. The high level of implementation of these best practices was a major factor that prevented much of what would otherwise have been a greater impact of the attacks. The focus group considered two key categories, "emergency preparedness" and "disaster recovery." There are 145 and 116 best practices associated with these areas respectively. Special briefings were provided to government agencies with national security responsibilities. Before September 11, the biggest threat to the network was the California energy crisis. SBC has stated that, because best practices were emphasized before, no outages occurred during the many rolling blackouts that plagued California. 

Focus Group 2A2 determined that the best practices, if implemented, would have prevented many packet switching and wireless outages reported under the voluntary reporting trial. Special areas of interest to the industry were studied, which will be dealt with in greater detail by another focus group later in the meeting. However, Focus Group 2A2 stated, with respect to the C.C.S. outage trend, that current best practices, if implemented, would have prevented all of the outages. Twenty-three percent of the outages during a recent 12-month period were analyzed and about half of them were fire-related. 

To further the goal of information sharing as a means of preventing outages in the future, the FCC in part 63.100 of its rules requires carriers to file final service outage reports, including listing and evaluating the effectiveness of any best practice identified by the Network Reliability Council to eliminate outages of the reported type. That was done effectively for over 77% of the outages. Of the others, 6% were covered by best practices although they were not reported to be in the Section 63.100 reports that had been filed. Nine percent involved fire. Existing best practices cover fire prevention strategies within service provider buildings and do not apply to these outages. There were no reports of fire-related incidents within the carriers' buildings. Fire-related outages include vehicular outages, arson and fires on open land. These did not reach the usual 30,000 customers-affected threshold for reporting, but the reporting was triggered by a special fire threshold of 1,000 customers. Eight percent of the outages were unrelated to any apparent best practice. These include situations where outages were caused by a leaky roof or cables rubbing against coral, that is, things that are out of the control of service providers. The focus group continues to monitor these situations.

The Focus Group started with 232 best practices from NRIC IV, making 1,000 changes to those best practices to address packet switching. The Focus Group found that, with those revisions to address packet switching, 97% of the practices developed for wireline carriers were applicable to packet switching networks. The Focus Group also developed 66 new best practices that were specifically directed to packet switching. The development of the new best practices began by listing specific and general concerns associated with packet switching networks and services and then proceeded to address these one by one. The NRIC IV best practice analysis divided all outages into seven categories. The NRIC V Focus Group, instead, used a multidimensional matrix. This allowed researchers to locate a best practice in each of its appropriate categories so that searches can be carried out on an interactive web site. This should promote the implementation of best practices. The seven categories of the previous council will be retained as well.

One of the key directives for the focus group was to make sure that it fully addressed the challenges of packet-switching networks. In addition to doing all the things already discussed, a checklist was used. The international interoperability checklist committee recently developed an outline of vulnerabilities of packet switching networks. The subcommittee found all 12 of the areas on the checklist were addressed in the current best practices. 

Next Mr. Rauscher discussed evaluating the use of best practices. A funding request had been made to the Council several months ago to determine the extent to which best practices were being used. A portion of that funding supported an independent survey. There had been a 375% increase in the total number of survey responses from the industry. For example, during the last few months, packet switching responses increased from 0 to 19. Responses to the survey were very high in all areas.

The survey responses provided thousands of pages of data. A nondisclosure agreement was signed between B.P.I. Telco Data and participants to keep a company's responses from being specifically associated with the company. Responses were sorted by categories. The dimensions measured were the level of use or implementation of the best practice, the effectiveness of the best practices, the cost to implement the best practice, and the risk not to implement the best practice. These categories were repeated for each of the best practices studied and for four groups of respondents: equipment supplier circuit, equipment supplier packet, service provider circuit, and service provider packet.  The results are provided in Appendix G of the Focus Group's Report and at the NRIC web site.

Mr. Rauscher gave an example of the kind of information to be found there. 

The best practice used in the example states that critical packet network elements such as control elements, access in signaling gateways and

DNS servers, should have firewall protection such as screening and filtering. One hundred percent of the respondents indicated they were implementing this best practice. Eighty-three percent of respondents considered it highly effective. The remaining 17% rated it as moderately effective. Only 17% of respondents considered it to be costly to implement, while 67% said it would be highly risky not to implement this best practice and 33% considered it a moderate risk.

Mr. Rauscher said the report included 134 pages of such analyses on each best practice. He said analysis was also performed concerning combinations of best practices. For example, one chart shows that 90% or more of the respondents are implementing 70% of all the best practices. Another shows that 70% are implementing all the best practices. There is a high level of implementation of the best practices in these four charts. Similar analyses were done for effectiveness, cost to implement, and risk not to implement. More details about this can be found in Section Six of the Focus Group's Final Report. The analyses allow researchers to glean insights into why equipment providers or service providers may not be implementing best practices. For example, the Focus Group looked at best practices with low scores. It found that those there were best practices were optional. For some of the essential services, like 911, it might not be feasible or appropriate to implement all of the options, resulting in low scores for those options. One of the charts in the final report shows the strongest statistical correlation between implementation and risk. 

Mr. Rauscher reviewed the key learnings in the Focus Group's report. They were: that it was risky not to implement the best practices, that it was not costly to implement the best practices, that the best practices are effective, and that there is a high level of implementation of the best practices. He outlined the ways to implement the best practices. These were: by studying the applicability of best practices to individual job functions, by increasing appreciation of the best practices, by increasing accessibility to the best practices, and by continuously improving the best practices. He showed a slide of the NRIC best practices web site and encouraged the members to have their companies set up links to it from their own web sites. He asked them also to review the final report and especially the newest additions to the list of best practices. Mr. Rauscher thanked those who had contributed to the work of the focus group and concluded his report.

Chairman Crowe then said that if there were no objections, the report would be accepted. There were none and the report was accepted. He then introduced Rick Harrison of Telcordia to present the work of focus group 2A1.

Mr. Harrison said his group didn't have a separate report. He said his group had relied on the work of Focus Group 2A2. His group had initially met jointly with Focus Group 2A2 and then continued as one group under Karl Rauscher's leadership. He said that Focus Group 2A2's work was begun with a review of the prior best practices of the NRIC and that 97% of them, with modifications, were found to be applicable to both the circuit switched and the packet switched networks. Initially it had been thought that two focus groups were needed, one for circuit switched and one for packet switched networks. But the group found that there are no companies that rely solely on circuit switch or packet switch technology. So it was decided that companies should be presented with a single set of best practices covering both kinds of switching. He said he concurred with all of Focus Group 2A2's conclusions and recommendations and concluded his report.

Chairman Crowe then introduced P.J. Aduskevicz to report on focus group 2B1, data reporting and analysis.

Ms. Aduskevicz said her group was charged with implementing the voluntary trial, evaluating the current reporting guidelines and making any recommendations pertinent to them, and reporting on the state of reliability for the PSTN. She thanked the members of Focus Group 2B1 for their work, which she said was very time-consuming. She said that, for the voluntary trial, her group received four outage reports and one industry report. The group had set up a data scrubbing process and memoranda of understanding for purposes of the trial to encourage reporting. However, the group’s first recommendation is that, because of the limited participation, the voluntary trial not be continued. The second recommendation is that there be no rulemaking at this time given the heightened sensitivity to sharing information in public as a result of recent events. As part of the group's recommendation, it suggests participation by industry members in the industry forums where information sharing and root cause analysis does occur. The Focus Group also recommended that those who report outages under 63.100 use the template that was developed under NRIC IV. There were several recommendations, including more outage categories, for the NRSC which were included in the group's report. The group also encouraged the FCC to implement its proposed on-line template for reporting outages, which would improve both reporting and data analysis.

Based on the need for consistent data for analysis by the Network Reliability Steering Committee (NRSC), Focus Group 2B1 recommends that the industry expand use of the outage report template adopted by the NRIC IV focus group on Ongoing Reliability. Based on its effort to improve the quality of outage reporting, the focus group recommends the NRSC implement the following changes in the outage report template: incorporate changes adopted by the NRSC Future Directions Team, clarify instructions for "Outage Duration" for reporting partial restoration, and clarify instructions for "Direct Cause" and for "Root Cause" to encourage the use of both categories by the service provider. Based on the need for consistent data for analysis by the NRSC, Focus Group 2B1 recommends that the FCC complete mechanization of the reporting process and make this capability available to the industry.

Ms. Aduskevicz next discussed the data analysis for the third quarter of 2001. She pointed out that the task of evaluating and reporting on the reliability and availability of the PSTN ("Public Switched Telephone Network") utilizing NRSC quarterly reports had been given to the NRSC and that the NRSC had completed analyses for over eight years of outages reported under 63.100 of the Commission's rules. She thanked those involved in this effort. She said CCS ("Common Channel Signaling") outages were down, and better use of best practices could have reduced the total still further. Overall outage frequency was in the "Green" region.  Within failure categories, all outage frequencies were within the "Green" region except for CO ("Central Office")Power, which was in the "Yellow" region. While the aggregated outage index overall was in the "Green" region, it is the fourth highest ever (555).  However, if the impact of the World Trade Center attack is discounted, the index drops to 427, near normal for a third quarter. The frequency of facility outages (28) was the highest to date. Local Switch outages (11) over the last four quarters were the lowest of any four consecutive quarters. The frequency of CO Power outages (28) over the last four quarters was the greatest of any four consecutive quarters. Ms. Aduskevicz then concluded her presentation.

Chairman Crowe thanked her and asked for comments.

Chairman Powell said that the group, in its recommendation to terminate the voluntary trial seemed to be recommending the complete termination of governmental interest in reliability in the area of newer services. Considering the increasing migration to new services and increased reliance on those services this seemed questionable. He couldn't understand why reliability was only a wireline telephone issue. He said he understood the resistance to regulation, but that the issue was more important than resistance to regulation. He asked Ms. Aduskevicz to comment.

Ms. Aduskevicz said the sensitivity that had developed about information sharing in a competitive environment as a result of the September 11 events would best be mitigated in a non-public industry forum of the sort that already existed in the industry. She asked if anyone else in her group wanted to comment. 

Mr. Lankford, representing SBC Communications, said that in his company's national security endeavors there was great concern about sharing information.

Chairman Powell asked why those concerns weren't just as acute with respect to those things people had comfortably reported on.

Mr. Lankford said that the architecture that existed in 1992 when the outage reporting requirement was established was very different from today's architecture.

Chairman Powell said the reliability concern couldn't be relegated to the possibility that industry groups would take them up because that might not happen. At the highest levels of government people wanted to be sure someone was actively working on reliability concerns with new technologies.

Mr. Lankford said industry organizations were already actively looking at this issue.

Ms. Aduskevicz thanked Chairman Powell for his push back.

Chairman Crowe said the group's recommendations were accepted in the absence of dissent and introduced Paul Hartman of the Packet Switching Data Reporting and Analysis Focus Group.

Mr. Hartman showed the membership of his Focus Group and thanked them. He showed the charter. He said there are several ways to look at an outage. It may be considered either from the end-user side or network side. The group needed to develop disruption and other measurements to develop an outage reporting threshold. He showed an outline of the contents of his Focus Group's report. The basic conclusions of the group were that external measurements are available today and may provide information as to the reliability of the Internet. However, additional information will be necessary to understand the significance of those measurements. Not all aspects of the Internet are susceptible of these measurements. It is recommended that the efforts of traditional standards bodies continue to be monitored and that there be an outreach to get more "net head" involvement. Mr. Hartman then asked for questions.

Chairman Crowe said he supposed the report is just a reflection of the nature of the transition that the industry is undergoing. Given the change it is hard at times to define exactly what is going on. In some ways we have too many definitions. This leaves unfinished business for the next group. Chairman Crowe asked if there were any comments or questions. 

Chairman Powell said he just wanted to share with the group a general comment. 

There's a growing anxiety about migration to new networks and new services because there's a huge consumer expectation about the same level quality and reliability. Consumers are accustomed to a level of service quality in the traditional phone system that they are not yet finding in the new services. He said early stages of new services are necessarily messy, but it's amazing how much grassroots anxiety that messiness can create in Washington policy circles. Chairman Powell appealed to the industry to be careful not to "put it's head in the sand" by avoiding reliability issues in a forum like the NRIC where there's industry cooperation. Consumer complaints and troubles and network failures, if they are given a high profile, will bring about consequences that are much worse than the prospects causing industry anxiety. Whether the trouble is a high-profile case of disrupted DSL service or a bankruptcy that causes people to switch networks or dropped calls. Chairman Powell said he had been in Congressional offices time and time again during the past year, meeting with Congressmen wanting to know why people get dropped when they are on line. He said he wanted to be able to say that there is an outstanding industry group working properly on it and that the government should stay out. He thought the industry might want to start thinking more seriously about how it responds collectively as opposed to letting a regulatory public policy response develop from the complaints about new services. 

Chairman Crowe next introduced Massimo Sobara to report on Focus Group 3, Wireline Spectral Integrity.

Mr. Sobara said that Ed Eckert, the Chairman of the focus group was unable to be present. He said that the focus group had two subcommittees. One was chaired by Mr. Phil Kyees of Paradyne. This was the Spectral Management subcommittee. Mr. Sobaro himself chaired the Spectral Compatibility subcommittee. He said the focus group met for 25 days in face-to-face meetings and also had a total of nine conference calls offline. This doesn't include the amount of time that

individuals took on their own to address homework assignments for specific projects. The focus group had 106 contributions that were registered and considered by the members. The group established seven liaisons to key standards development organizations. The group produced seven recommendations and published a white paper. Mr, Sobara next listed the subject matter experts who had contributed to Focus Group 3. 

Mr. Sobara said that he would present a short status report on the progress of standards and technical requirements in the area of spectrum compatibility and spectrum management. In the beginning of 2001, Committee T1E1 published the first issue of the spectrum management standard T1.417. They produced a standard for in-line filters. The committee is also working on Dynamic Spectrum Management. Joint work is being done with T1E1.4 and T1417.9 on the Commission's Part 68 rules, which are now being managed by the industry. The purpose of this joint activity is to address any spectrum issues involving harms to the network. T1E1.4, will be looking at issues involving deployment of DSL repeaters and remote terminals. The DSL forum, which has broad membership, is an industry forum whose purpose is to promote the deployment of DSL technologies. Organizations that participate in this forum include carriers, vendors, test laboratories, and any other companies or organizations that have an interest in promoting DSLs. Of interest to wireline spectral integrity is interoperability testing. The group is producing an interoperability test plan that will be used as a basis for evaluations of the interworking and interoperability of DSL equipment developed by different manufacturers. Another topic the group studied for the promotion of advanced services is auto-configuration. This is defining a set of recommendations and recommended procedures for automatically configuring the DSL modem at the customer premises when connected to an internet service via a DSL access link. 

Mr. Sobara then reviewed the seven recommendations of Focus Group 3. The first recommendation, approved in February of this past year is FCC endorsement of Frequency Plan 998 in any future orders relating to the provisioning of broad band services. The second recommendation involves the issue of egress

and ingress of home networking receivers. The ITU is currently working on a set of requirements for isolation devices. Once they complete that work, the U.S.

standards development organizations will adopt it in one form or another. This is a critical item in assuring spectral compatibility with signals that are deployed in the network. So, again, the group wishes to encourage the FCC to

acknowledge and consider this work in future orders. The third recommendation has to deal with equipment registration and the application of part 68 to customer premises equipment.  The Administrative Council on Terminal Attachments was formed last year to deal with this issue. Committee T1 has published a technical requirements document dealing with the prevention of harm to the

network from various symmetric DSL's. Those DSLs include SHDSL, HDSL-2 and HDSL-4. Recommendation four has to do with intermediate TUs. The focus group encourages T1E1.4 to work on requirements relative to the TUs and DSL repeaters. This is critical for wireline network integrity. Recommendation five had to do with line sharing test access. The group encourages the FCC to

acknowledge this and include it in future orders. Recommendation six was remanded in part because the group could not achieve consensus. The issue dealt with spectral incompatibilities between DSL's deployed from a remote terminal with a DSL deployed from the central office. Since there was a lack of consensus, the group decided to produce a white paper which was recently published. Recommendation seven deals with the exchange of spectrum management information between loop owners, service providers, and equipment vendors. This recommendation was provided to the Council for approval at the October 30, 2001 meeting. However it was remanded back to the focus group for some minor corrections. These corrections were addressed and approved by correspondence. Again, Focus Group 3, encourages the FCC to consider and acknowledge this recommendation in future orders.

The development of the white paper really was driven by the lack of consensus in recommendation number six. Again, this had to do with incompatibilities between DSLs deployed for a remote terminal with those deployed in a central office. The paper provides background information, describes the issues and provides possible solutions but does not recommend one solution over the other. The paper is entitled "Remote Deployments of DSL, Advantages,Challenges, and Solutions." This paper is completed and it is included as appendix eight in the materials provided to the members. Even though no recommendation is provided, the focus group does encourage the FCC to consider the contents in this white paper and to acknowledge them in relevant future orders. The group also encourages NRIC members to promulgate the paper among the appropriate members of their organizations. The paper has a lot of good information, includes good background material, and describes all the issues involved in dealing with any spectral incompatibility in the network related to remote terminal deployments.

Focus Group 3 also undertook a study to try to correlate measurement of

the looped topology with capacity measurements from automated test equipment that most network operators have available to them. Focus Group 3 feels that further study is needed on this particular topic. 

Mr. Sobara thanked those who had assisted Focus Group 3 and concluded his presentation. 

Chairman Crowe thanked Mr. Sobara. He asked if there were objections to the final report. There were none, and the Chairman declared the report approved. He then introduced Ross Callon to report on Focus Group 4, Interoperability.

Mr. Callon showed the charter and participants of Focus Group 4. He noted that the group had been formed late and was only about a year old. He showed the five meetings held by the group. At the first couple of meetings the group looked at the status of standards for interoperability. They dealt with the issue of interconnection between the service providers for IP service. They've had multiple discussions on testing, and they've done some work in cooperation with Karl Rauscher and group 2A2. The group discussed the standards for IP and standards for voice over IP. Internet Standards is an area that's been covered quite well by other groups. The group did not want to duplicate work that was going on elsewhere. A number of participants in Focus Group 4 are also working in other bodies. The group produced a short statement encourage service providers to publish their criteria for peering. The group also produced a short statement on interconnection. Up to now, the efforts in this area have been limited to best effort I.P. service. The group agrees on the importance of testing. Many of the participants in the focus group have major investments in testing and in many cases have multiple test labs. Service providers, vendors, and other organizations have been involved in testing. The group strongly agreed that there are many different valid forms of testing. Part of the reason many of the organizations have multiple test labs and also participate in external test efforts is because there are many different reasons for testing and many different types of testing. The group had discussions on other work that could be done related to interoperability.

Mr, Callon thanked all who had helped his Focus Group and concluded his presentation.

Chairman Crowe thanked him and said "As I recall, the language of that short paper asking service providers to consider publishing peering criteria was as well considered as many international treaties. And it speaks well to your leadership that you managed to hammer something out."

Mr. Crowe then asked if there were any objections to accepting the final report. There were none and he declared the report accepted. He asked if there were any concluding comments from the members. There were none. 

Chairman Crowe said there was a tremendous amount of work done and he thanked each of the members for their efforts. Chairman Crowe said they were important efforts. They have helped to achieve the mandate of NRIC.  He said the security of our nation's networks is dependent on the members' expertise. The NRIC charter reflects the dramatic changes that have occurred and continue to occur in communication and information services. In many respects the work brings the industry one step closer to the future. A future where multiple firms, using multiple technologies, seamlessly interconnect to provide traditional voice and next generation services, all to the benefit of the nation. Seamless interconnection provides tremendous opportunities for the consumer and in general for the economy and for security. As the Report to the Nation reflects it is essential that we develop standards and best practices. Chairman Crowe said he agreed with Chairman Powell's remarks and that history was replete with examples of industries that refused to self-regulate and simply waited until there was a crisis and a reaction on the part of regulators and policymakers, and the industries then regretted that they didn't take action much sooner.

Chairman Crowe then said that for many years the NRIC has served as a forum where carriers and vendors come together to improve the reliability of the nation's networks. Certainly after the attacks on September 11, and the consequent impact on the networks, there is a more urgent focus on the networks. In closing Chairman Crowe again thanked the leadership of all of the focus groups who worked so hard to help achieve results that over the last couple of years had led to the reports that were heard at the meeting. Chairman Crowe said he would like to thank Kent Nilsson for his help and support and Chairman Powell for his leadership, and he thanked his colleagues at Level 3 who had made his job much easier. Chairman Crowe said he looked forward to working with NRIC in the future. He said there were many more things to do and he hoped to participate in all of them.

Kent Nilsson thanked Chairman Crowe and the leadership team and Chairman Powell for his vision and for his support of the work of the Council and then adjourned the meeting.

