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Introduction
DSTAC Mission
The DSTAC's mission is "to identify, report, and recommend performance objectives, technical capabilities, and technical standards of a not unduly burdensome, uniform, and technology- and platform-neutral software-based downloadable security system" to promote the competitive availability of navigation devices (e.g., set-top boxes and television sets) in furtherance of Section 629 of the Communications Act. The DSTAC must file a report with the Commission by September 4, 2015 to detail findings and recommendations.  [DSTAC Mission, www.fcc.gov/dstac]
DSTAC Scope
See Scope of the DSTAC Report, FCC, April 27, 2015
[Summary of STAC Report Scope goes here]
Working Group 3 Description
The working group will identify performance objectives, technical capabilities, and technical standards that relate to the security elements of the downloadable security system.  The working group will also identify minimum requirements needed to support the security elements of the downloadable security system. [WG 3 & 4 Descriptions, FCC, April 27, 2015]
Working Group 3 Product 
The working group will deliver a written functional description its performance objectives, technical capabilities, and technical standards, and minimum requirements to the full DSTAC. It will present an outline of its work at the May 13, 2015 meeting, a first draft of its report at the July 7, 2015 meeting, and a final report for full DSTAC discussion and consideration at the August 4, 2015 meeting. [WG 3 & 4 Descriptions, FCC, April 27, 2015]

Downloadable Security System - Common Framework
Downloadable Security System – Common Definitions
Define “a not unduly burdensome, uniform, and technology- and platform-neutral software-based downloadable security system” such that requirements can be measured against it
Downloadable Security System – Common Requirements
Technical Capabilities/Functions
What functions does it perform
What are its technical capabilities
What services does it provide to the rest of the navigation device?
System Requirements
What are the system components (an application environment, a communication path, a secure execution environment, secure hardware elements, trust model, etc.) 
What are the interfaces between system components
What interfaces need standards, which do not
Compliance Rules
Robustness Rules
High-level requirements and performance objectives for the system, e.g., support downloading CA client code; single operating environment; etc.
(if you do assume IP connectivity) DBS STB must act like DCAS server device – robustness, capabilities, etc.
Countermeasures must be supported
Device and system testing by multiple parties must be supported
3rd parties must re-test on periodic basis
Registrar for keys
Devices need to support multiple MVPD simultaneous subscriptions
Performance Objectives
What are the performance objectives on the system components and interfaces?
(if you don’t assume IP connectivity):  Bandwidth and Complexity
(if you don’t assume IP connectivity): System throughput for control messages
Technical Standards
What are the relevant standards (if any)
Representative devices to be considered
Existing Downloadable Security System Solutions
Description of existing solutions
Existing applicable or related specifications
Measuring them against the requirements identified above
Download Security System Threat Models
Describe level of attacker capability
Describe robustness from attackers
Threats not in scope
Diversity?
Etc
DBS Input (Free-form)
Download Security System Alternatives
Alternative 1
Additional Definitions
Additional Requirements
Technical Capabilities
System Requirements
Performance Objectives
Technical Standards
Target Devices
System Description
Hardware components (if any)
Software components (modules, APIs)
Operational description (download, startup, update,  etc.)
Benefits/Costs

Example Items to be Include in (some) Alternative(s) 
0. Common Hardware Definition
Execution engine
Descrambling capabilities
Encryption/Decryption capabilities
Content cypher selection
Network communications capabilities
Note: may vary for, e.g., satellite networks
Serial number/unique identification requirements
Keys, key storage capabilities
Other Nonvolatile storage requirements
Secure Boot Loader Definition
Authentication requirements
Trust requirements
Encryption requirements
Vulnerability to/recovering from complete system failure
Vulnerability to/recovering from boot loader compromise
Secure Downloader [input from Robin coming]
Secure Downloader Definition:
Vulnerability to/recovering from complete system failure
Vulnerability to/recovering from downloader compromise
Consideration of immutability of secure downloader
Authentication and Trust requirements:
Structure of signing keys and of download images: how to make sure that device ingests the right image, how to make sure that operators’ devices do not accept foreign images
Functionality / Use cases:
Roll back?  Roll back management
By module or complete image
Background or offline mode

Software Environment Definition
Performance requirements
Network identification, access and attachment requirements
Hardware API requirements
MVPD UI requirements
Third party UI requirements
MVPD service access requirements
CAS client rules/definition 
Trust Model/Keying
Security key and serialization definition
Black box requirements
Distribution process of keys to CAS vendors
Distribution process of keys to MVPDs
Remediation and revocation requirements
Watermarking
[need different words: Bad actor] identification and responses – who is responsible for management? 
Compliance and Robustness Rules 
Hardware Robustness
Compliance
Output Rules
Renewability Scenario
Process for revocation/renewal of devices
Replacement of system
Example 2 
Red/Blue Analysis
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