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ne of the most important communications policy
O battles affecting freedom and prosperity in the

digital era is not unfolding in Congress, the White
House, the Federal Communications Commission or any-
where else in Washington. The struggle is global and has
been underway for at least a decade, albeit unnoticed until
this year. The next battlefield in the fight to maintain In-
ternet freedom will be a diplomatic conference this Decem-
ber in the United Arab Emirates, where 193 countries will
convene to renegotiate the International Telecommunications
Regulations (ITRs), decades-old treaty-based rules originally
designed to govern the international exchange of old-fash-
ioned voice telephone services.

As you read this, scores of countries, including China,
Russia, and India, are pushing hard to turn the ITRs into
tools for intergovernmental control over Internet gover-
nance.! While we have been focused on other important
political and economic issues here in the United States, the
effort to radically reverse the long-standing international con-
sensus to keep governments from regulating core functions of

*Robert M. McDowell has served on the U.S. Federal Communications
Commission since 2006.

104

the Internet’s ecosystem has been gaining momentum. The
reach, scope, and seriousness of this effort are nothing short
of massive. But don’t take my word for it. As then-Russian
Prime Minister Vladimir Putin said last year, the goal of this
effort is to establish “international control over the Internet
using the monitoring and supervisory capabilities of the
International Telecommunications Union (ITU).”? In short,
the Internet’s fate is once again at a crossroads. This article
outlines the threat posed by international regulation of the
Internet and urges policymakers, here and abroad, to work
together to preserve the existing bottom-up non-governmen-
tal Internet governance structure and to avoid any expansion
of intergovernmental powers over the Net.

I. The Net Has Been Successful Precisely Because It Has
Not Been Regulated

The near-ubiquity of today’s Internet, at least in the
developed world, may lull some into thinking that its success
was inevitable. It wasn’t. Rather, the Internet, that dynamic
global network of networks, has become one of the world’s
most quickly adopted technologies precisely because the in-
ternational consensus has been for governments to keep their
hands off of it. In other words, the Internet is the greatest
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deregulatory success story of all time.

By way of background, the 146-year-old ITU is a
treaty-based organization under the auspices of the United
Nations. Although the origin of the ITU’s regulations
date back to the 19th Century, the most recent version of
the ITRs was adopted in 1988, when delegates from 114
countries gathered in Australia to agree to a treaty that set the
stage for dramatic liberalization of international telecommu-
nications. As a result, the 1988 ITRs insulated the Internet
from economic and technical regulation, allowing the new
medium to flourish.

Globally, as governmental barriers around the Internet
melted away in the mid-1990s, Internet usage skyrock-
eted—from only 16 million worldwide users in 1995 (shortly
after the Net was privatized) to over 2.3 billion today,? with
upwards of 500,000 people become first-time Internet users
each day.* In short, the absence of top-down government
control of the Internet sparked a powerful explosion of entre-
preneurial brilliance which has not abated.

As always, but especially with the world economy
in such a weakened and precarious position, governments
should resist the temptation to regulate unnecessarily, get out
of the way of the Internet and allow it to continue to spread
prosperity and freedom across the globe. Internet connec-
tivity, especially through mobile devices, is improving the
human condition like no other innovation in world history.

Take for example the profound effect the mobile Inter-
net has had on the lives of Ali Morrison and Isaac Assan.> Ali
and Isaac operate a small pineapple farm in Central Ghana.
In the past, all too often they had no choice but to sell their
pineapples well below market value due to a lack of accu-
rate pricing information. Today, however, through a new
mobile application, Ali, Isaac and countless farmers just like
them, can instantly find the prevailing value of pineapples
in surrounding markets and price their product accordingly.
What was previously impossible to accomplish is now easy
and quick, not to mention incredibly empowering. Earning
more money from this new Web-powered knowledge enables
Ali and Isaac to own more property and increase their stan-
dard of living—all while raising their expectations in both an
economic and political sense. In short, the mobile Internet
empowers the sovereignty of the individual while growing
economies and fundamentally improving lives around the
world. That could soon change, however.

I1. The Current Threat to Internet Freedom Is in Plain
View

Building upon failed attempts to expand the ITU’s
powers over the Net, some ITU Member States, as well as a
few independent groups, have broadened their base of sup-
port and are energetically rushing toward the treaty negotia-
tion in Dubai starting on December 3. According to some
private estimates, over 90 countries may support expanded
intergovernmental regulation of the Internet — close to a
majority of the ITU’s 193 Member States. Several proposals
are seemingly small or innocuous while others are conspicu-
ously large and radical.© We should be especially aware of
incremental changes to the ITRs. With the potential to grow
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larger quite rapidly, proposed ITR amendments that appear
tiny today can be the most insidious and lethal to the spread
of prosperity and freedom tomorrow.

A. Member State Proposals for Internet Regulation Are Real
Member State official proposals before the ITU to regu-

late the Internet are quite real, explicit, and concrete. They
are not the product of caricatures or distortion, as a few pro-
regulation proponents and some I'TU leaders have alleged.”
The proposals speak for themselves—and even a partial list of
what might be codified into international law this December
is chilling. So in the absence of rhetoric and hyperbole, here
is an outline of a few of them:

* Subject cyber security and data privacy to
international control.

* Allow foreign phone companies to charge
fees for “international” Internet traffic,
perhaps even on a “per-click” basis for certain
Web destinations, with the goal of generating
revenue for state-owned phone companies and
government treasuries across the globe.

* Impose unprecedented economic regulations
on the Internet’s global backbone.

e Establish for the first time I'TU dominion
over important functions of multi-stake-
holder Internet governance entities such as the
Internet Corporation for Assigned Names and
Numbers (“ICANN?), the non-profit entity
that coordinates the .com and .org Web ad-
dresses of the world.

* Subsume under intergovernmental control
many functions of the Internet Engineering
Task Force, the Internet Society, and other
“bottom-up,” non-governmental, multi-stake-
holder groups which establish the engineering
and technical standards that allow the Internet
to work.

* Regulate international mobile roaming rates
and practices.®

I¢’s hard to see how there could be any hyperbole
involved in simply quoting Vladimir Putin’s proposal—made
directly to the Secretary General of the ITU—that Member
States should use the ITU to establish “international control
over the Internet.” And true to Mr. Putin’s word, the Rus-
sian Federation subsequently put forth formal proposals that
would expand the jurisdiction of the ITU into the Internet
sphere simply by changing the definition of “telecommunica-
tions” to include “processing” and “data.”’® At first glance,
this proposed change seems small, but it is tectonic in scope.
(The submission by the Arab States is almost identical, by the
way.'!) The Russian proposal also would explicitly give the
ITU jurisdiction over IP addresses, one of the most impor-
tant components of the inner workings of the Net.'> Control
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of IP addresses is control of the Internet itself.

Although the Russian Federation claims to support
“unrestricted use” of the Internet, its submission calls for
making a number of revealing exceptions, such as “in cases
where international telecommunication services are used for
the purpose of interfering in the internal affairs or undermin-
ing the sovereignty, national security, territorial integrity and
public safety of other States, or to divulge information of a

sensitive nature.”!?

In short, the exceptions created by the
Russian Federation’s proposal would allow for unlimited in-
tergovernmental control over the Internet’s affairs, in keeping
with Mr. Putin’s vision. Similarly, Egypt’s submission calls
for unprecedented economic regulation of Internet traffic

through the ITU."

B. Patient Incrementalism Is Internet Freedom’s Most Powerful
Enemy

A few proposals have been offered in fora other than
the ITU, and each gives us a sense of where some ITU
Member States would like to go with intergovernmental
Internet regulation. For instance, proposals made directly to
the U.N. General Assembly by China, Russia, Tajikistan, and
Uzbekistan call for intergovernmental regulation of Internet
content and applications.”” And, last year, India introduced
a resolution at the U.N. calling for a completely new U.N.
body to oversee the Internet.'

Although proponents of Internet freedom may be on
the lookout for large and obvious assaults against freedom,
some Member States are just as likely to plant small seeds
of regulation under the guise of an innocuous or unrelated
initiative. As a matter of process and substance, patient and
persistent incrementalism is the Internet’s most dangerous
enemy — and it is the hallmark of many countries that are
pushing the pro-regulation agenda. Specifically, some ITU
officials and Member States have been discussing an alleged
worldwide phone numbering “crisis.” It seems that the world
may be running out of phone numbers, over which the ITU
does have some jurisdiction.

Today, many phone numbers are used for voice-over-
Internet protocol (“VoIP”) services such as Skype or Google
Voice. To function properly, the software supporting these
services translate traditional phone numbers into IP - or
Internet Protocol - addresses. The Russian Federation has
proposed that the ITU be given jurisdiction over IP addresses
to remedy the phone number shortage.” What is left unsaid,
however, is that potential ITU jurisdiction over IP addresses
would enable it to regulate Internet services and devices
with abandon. IP addresses are a fundamental and essential
component to the inner workings of the Net. Taking their
administration away from the bottom up, non-governmental,
multi-stakeholder model and placing it into the hands of
international bureaucrats would be a grave mistake.

In addition to the pro-regulation proposals emanating
from Member States, a few non-governmental groups have
put forth their own ideas for expanded Net regulation as
well. This is not entirely surprising. I have learned during
my six years at the FCC that the most common request we
receive from industry is “Please regulate my rival.” Essen-
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tially, this request translates into “My rival is running too
fast, and I want government to slow him or her down to my
level.” Industry players that have long operated under legacy
regulations are the most susceptible to this affliction.

Perhaps the same could be said of the recent proposal
by the European Telecommunications Network Operators’
Association (‘ETNO”)."* ETNO’s membes include Europe’s
incumbent telecommunications companies such as Deutche
Telekom, Telecom Italia and others that are either partially
owned by their home governments and/or are heavily
regulated by them. ETNO would like IP interconnection
agreements to be brought under the ITRs for the first time
with a new “sending party network pays” construct.” To be
effective, the ETNO proposal would have to require an inter-
national dispute resolution forum with enforcement powers,
as well as an intrusive new mechanism for recording Internet
traffic flows on the basis of the value of traffic delivery, an
economic calculation presumably determined by the ITU.
Such expanded “monitoring capabilities” for the ITU fit per-
fectly into Mr. Putin’s vision of the Internet of the future.

In short, the ETNO proposal would upend the
economics of the Internet by replacing market forces with
international regulations that would create tremendous
uncertainty, increase costs for all market players, especially
consumers, and ultimately undermine the rapid proliferation
of Internet connectivity throughout the globe. The develop-
ing world—the home of people like Ali Morrison and Isaac
Assan, the pineapple farmers from Ghana—would be dispro-
portionately harmed by this upheaval. The upward trajectory
of living standards for billions of people like them could be
put in jeopardy.

The ETNO proposals may not technically be a part of

the WCIT negotiations because, to date, they have not been
endorsed by European governments, but they give a sense of
where some of the ITU’s Member States would like to go.
In short, whether submitted to the U.N. or the ITU, these
proposals are about much more than conventional Internet
governance. Without exception, each proposal would radi-
cally restructure the economics of Internet for the worse.

Furthermore, while influential ITU Member States
have put forth proposals calling for overt legal expansions of
United Nations or ITU authority over the Internet, ITU of-
ficials have publicly declared that the ITU does not intend to
regulate Internet governance while also saying that any regu-
lations should be of the “light-touch” variety.” But which is
it? It is not possible to insulate the Internet from new rules
while also establishing a new “light touch” regulatory regime.
Either a new regulatory paradigm will emerge in December
or it won't. The choice is binary. We should look with great
skepticism on vehement claims that no proposals to regulate
the Internet are before the ITU or the U.N.?!

ITI. Avoid The Siren Call of Regulating Your Business
Rivals
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We frequently hear talk of “market failure,” but we
rarely see analyses of “regulatory failure.” Perhaps that is
why, in the words of Professor Adam Thierer, “regulation
always spreads.”* As world economies contract and govern-
ment debt mounts, repeating the same government actions
of regulating more and spending more of the public’s money
will only produce the same results: shrinking economies,
growing debt, reduced incentives to invest and higher unem-
ployment. It is time to reverse these trends, but doing so will
require tremendous political courage.

It is difficult to imagine why network operators would
consciously surrender their autonomy to negotiate commer-
cial agreements to an international regulator as ETNO pro-
poses—unless, of course, they suffer from the “please regulate
my rival” malady of an industry that has been regulated too
much and for too long. History is replete with such scenari-
os, and the desire for more regulation for competitors always
ends badly for the incumbent regulated industry in the form
of unintended and harmful consequences.

Take, for example, the American railroads of the
early 20" century. Having been heavily regulated since the
1880s,? the railroads feared competition from a new and
nimble competitor, the trucking industry. Anxious not to let
a less-regulated upstart eat their lunch, instead of convincing
the U.S. Congress to deregulate rail to be on an even footing
with trucking, the railroads asked lawmakers to regulate their
rivals. 'The New Deal Congress, which was enamored with
regulation (thus likely prolonging the Great Depression, but
that’s a topic for a different speech) was more than happy to
oblige in 1935.%

What was the unintended consequence of regulating ri-
vals in the transportation context? With transportation rates
cemented at artificially high levels by the regulator, manufac-
turers and distributors of goods that required shipping found
it cheaper to deploy their own trucking fleets.” Trucks that
operated privately and not as common carriers were exempt
from federal economic regulation. Of course, investment
and revenue flowed to the least regulated option, private
trucking. Congress, the regulators and the railroads did not
foresee this entirely predictable consequence. As a result, the
regulated railroads lost market share and income for decades.
Rail’s share of the surface freight market had fallen from 65
percent at the end of World War II to only 35 percent by the
1970s.2

Finally, by the mid-1970s, railroad and trucking execu-
tives alike saw the light and pled with Congress to deregulate
them to give them the freedom to invest and compete in an
unfettered market. After enactment of deregulatory laws in
1976 and 1980,% the rail and trucking industries respectively
began to grow and prosper. Consumers were immediate
beneficiaries of deregulation with rates falling by 20 percent®®
and transit time reduced by at least 20 percent by 1988.%

But what about profitability? Don’t falling prices
equate to reduced profits? Isn't jumping from the certainty
of price regulation into the unknown chaos of an unregulat-
ed competitive market sure to put downward pressure on net
revenue? Aren't industries, and even individual companies,
really better off in the shelter of command and control regu-
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latory regimes? Doesn’t investment in infrastructure increase
under the certainty of rate regulation? The answer to all of
these questions is: no.

History teaches us that profitability and investment
tend to increase once the weight of regulation is lifted from
the collective chest of industry. For example, rail’s profit-
ability gained steam after deregulation with its return on
investment (ROI) nearly doubling.®® Better yet, return on
equity (ROE), or profit earned on shareholder investment,
more than tripled in the early years after deregulation.’® And
investment was stoked by deregulation — railroads invested
U.S. $480 billion into network upgrades, or 40 percent of
revenue, between 1980 and 2010.32 All of this was achieved
even though the U.S. railroad industry’s rates are half of
Europe’s and are the lowest in the world.?

My use of therailroad and trucking example isn’t a mat-
ter of cherry-picking the most useful scenarios. Deregulation
in other networked industries benefited all involved as well.
For instance, American airline deregulation that encouraged
competition and allowed pricing freedom produced similar
results: fares declined, revenues increased, consumers enjoyed
more choices and were able to fly more.’® Similarly, after the
partial deregulation of the American telecom sector in 1996,
markets witnessed lower prices, increased investment, more
powerful innovation, and skyrocketing consumer adoption
of new offerings.” Success has been especially robust in the
American wireless sector because it has been lightly regulated
since its inception.*

Examples of the benefits of deregulatory phenomena
are by no means limited to American success stories. Europe
has also benefited from deregulation. Since the introduction
of competition, the European freight rail market has enjoyed
healthier growth and investment just as the European postal
system did in the 17" century!”’

Hopefully, the point of these analogies is obvious.
“Regulating my rival” is a seductive notion for many, but it
only lures its victims to rocky shores before revealing itself
as a perilous siren call. Telecom companies should not look
to regulate their “rivals,” internet content and applications
companies, down to their level—especially not through an
intergovernmental body.

Instead, network operators should seek deregulation
by their home governments to allow them full flexibility to
produce and price freely in competitive markets. In fact, as
history shows us, attempting to regulate rivals will only pro-
duce unintended consequences that will harm the companies
advocating regulation. More importantly, consumers end up
losing the most. In short, the opposite of what is desired will
occur, something called “regulatory failure.” No government,
let alone an intergovernmental body, can make economic and
engineering decisions in lightning fast Internet time. Nor
can any government mandate innovation. But new rules can
undermine investment, innovation, and job creation all too
casily.

One potential outcome that could develop if pro-regu-
lation nations are successful in granting the ITU authority
over Internet governance would be a partitioned Internet. In
particular, the globe could be divided between countries that
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will choose to continue to live under the current success-
ful model and those Member States who decide to opt out
to place themselves under an intergovernmental regulatory
regime. A balkanized Internet would undermine global free
trade and rising living standards as engineering and business
decisions would become politicized and paralyzed within an
intergovernmental political body. At a minimum, it would
create extreme uncertainty and raise costs for a// users across
the globe by rendering an engineering, operational and
economic morass.

IV. Conclusion: Protecting the Internet from Intergovern-
mental Encroachment Will Promote Global Freedom and
Prosperity

As always, but especially with the world economy
in such a weakened and precarious position, governments
should resist the temptation to regulate unnecessarily.
Internet connectivity, especially through mobile devices, is
improving the human condition like no other innovation
within our lifetimes. Nations that value freedom and pros-
perity should draw a line in the sand against new regulations,
while welcoming reform that could include a non-regulatory
role for the ITU. Constructive reform of the ITRs, which
may be needed, should be limited to traditional telecom-
munications services and not expanded to include informa-
tion services or any form of Internet services, applications
or content. Modification of the current non-governmental
multi-stakeholder Internet governance model may be neces-
sary as well, but those who cherish freedom should all work
together to ensure no intergovernmental regulatory overlays
are placed into this sphere.

On the other hand, dragging rivals down to the lowest
common denominator of overly regulated international tele-
com companies will enshrine mediocrity at best. More omi-
nously, at worst, it would snuff out incentives to take risks
and reap the resulting rewards, thereby killing opportunities
to revitalize moribund economies and improve the human
condition. Instead, revolutionizing public policy through
a fundamental modernization of legacy laws to clear away
unnecessary regulatory obstructions will uncork the flow of
investment capital, spark innovation, drive economic growth,
and propel job creation. Couldnt today’s world economy
benefit from such positive and constructive change?

Even if freedom prevails at the December conference in
Dubai, we must remain forever vigilant because the patient
and persistent incrementalists who favor international regula-
tion of the Net will never give up their quest. Nor should
we.
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