Nebraska Radio Interoperability
Network Security



Joint Network between Nebraska Public Safety
and Nebraska Public Utilities

— Security Technical architecture — Network Combination
e MPLS (Multi-protocol Label Switching)(Public Network)
e Vlan’s (Public and Private Network)

e Private path network (Private Network)
e Firewalls at customer touch points (Public and Private Network)

— Narrative: Nebraska system uses multiple security
methods to protect the Interoperability system. The
system joins public and private networks together in a ring
configuration to provide the most robust reliability,
efficiency, and bandwidth needs. The different security
methods match the needs of the combination networks
that are being protected. The security methods take in
account best practices and meet all vendor requirements
for protection of the Radio network.



Joint Network between Nebraska Public Safety
and Nebraska Public Utilities

— System security requirements

* Security requirements for network set up by a combined Public Safety/Public
Utility data security network team

e Security and network requirements and needs developed by Radio System
Users Group (made up of Public Safety and Utility members) plus security
network team

e Documentation security — how we handle documents and drawings that have
sensitive information (need to know)

* Multiple elements working together — security, infrastructure, user
collaboration (Public Safety, Utilities, and Carrier participants)

— Narrative: All security work on the system was done through a
collaborative effort between public safety, utilities, and carrier
personnel. The combined Public Safety/Public Utility data security
network team sets up all security measures on the system. The user
group (made up of all users on the system) recommends and develops
the security needs of the users on the system. System documentation
is secured by the network team and sensitive information is handled
on a need to know basis.



Joint Network between Nebraska Public Safety
and Nebraska Public Utilities

e Special technical requirements

— Security — can not layer security to the level where the system
will not operate to meet user needs
— Security and Network technical requirements need to consider:
e Latency requirements (issues)
» System to System collaboration
e User to user collaboration
— Narrative: Security and network requirements must work
together to ensure user data requirements like latency (grid
modernization), system to system collaboration (state, regional,
and national responder communications), and user to user
collaboration (all public safety — police, fire rescue, public
health, etc) (all utilities — electrical, gas, water, etc)are
addressed



Joint Network between Nebraska Public Safety
and Nebraska Public Utilities

e Utility and Public Safety requirements

— Security needs very similar as well as reliability and priority data needs

e Utilities—grid modernization — SCADA Control (critical)
--mobile workforce applications (secondary)
--worker safety GPS (critical)

e Public Safety—critical mobile applications (critical)
— mobile workforce applications (secondary)
— worker safety GPS (critical)

— Using priority requirements that meet all critical user needs
* Emergency communications only pre-empt priority—Nebraska system
e User Group: Pre-empt last resort with planned steps
e Radio system priorities (examples)
— Data one channel when open—no voice active
— Private call — one channel use only

e Narrative: Public safety/utility team effort to establish
requirements, critical needs, how we protect information, and how
we ensure critical traffic is available at all times



Joint Network between Nebraska Public Safety
and Nebraska Public Utilities

e Public Safety/public utility team structure

e SAG—OCIO (Public Safety) and NPPD (utility)
make up security team that sets up, manages,
operates, and maintains security system needs.

e SUG—User group that discusses requirements
and needs of the system. Forwards
recommendations to the SAG for
implementation. All groups using the system
make up the user group and have an equal voice
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