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[bookmark: _Toc255915817][bookmark: _Toc444669428]Executive Summary
The Wireless Emergency Alerts (WEA) service is a collaborative partnership that includes the cellular industry, Federal Communications Commission, Federal Emergency Management Agency (FEMA), and U.S. Department of Homeland Security Science and Technology Directorate. Like other cyber-enabled services, WEA may be subject to cyber threats that may prevent its use or damage the credibility of the service it provides.

The objective of the Security SWG of CSRIC V WG2 was to review current standards-defined and deployed Wireless Emergency Alert (WEA) security practices and recommend actions. The review covered end-to-end security aspects of WEA including the integrity of all interfaces, insuring the integrity of the WEA message as it transverses from the alert originators and across the carrier networks, and security of message data on handsets. Consideration was given to new technologies and cyber risks to WEA. The working group used an analysis technique developed by researchers at the Software Engineering Institute for evaluating and addressing these possible risks.
The following risk scenarios were identified in a study of CMSPs conducted by the Software Engineering Institute and funded by DHS, as well as other sources:
· Risk 1: Insider Sends False Alerts
· Risk 2: Inherited Replay Attack
· Risk 3: Malicious Code in the Supply Chain
· Risk 4: Denial of Service
· Risk 5: Outsider Sends False WEA Alerts 
· Risk 6: Insider Blocks Real WEA Alerts
· Risk 7: Outsider Blocks Real WEA Alerts 
· Risk 8: CMSP Infrastructure Testing System Access 
· Risk 9: Security Vulnerability in Existing Standards

Each potential risk was analyzed based on key criteria:
· Probability
· Impact
· Risk exposure
For Alert Originator’s access to their alerting software, the FEMA Memorandum of Agreement (MOA) and Rules of Behavior require the use of strong passwords and forbid password sharing. A strong password could be all that prevents a bad actor from sending an unauthorized WEA to the entire county, state, or applicable area of responsibility. The digital certificate is quite literally the key required to send an alert.  FEMA maintains the chain of custody for handling certificates down to the person(s) authorized in the MOA.  From that point it is the Alert Originator’s responsibility to safeguard the digital certificate once they take possession. The Alert Originator should only contract with an alerting software vendor that they trust, because the digital certificate is usually uploaded into the vendor alerting software tools. 

The Alert Originator is also responsible for making policy for how their agency will use WEA. The absence of a documented policy creates a condition where access to the alerting software is not controlled or enforced.  The agency staff must exercise the policy in a training mode to address questions and concerns that may come up and prepare for timely use in an emergency.

The working group identified the risk of outside actor with malicious intent creating a non-WEA alerting/warning application that is made available for download by the public on the common app stores. The public, through lack of understanding the WEA service, may be led to believe these apps are the ‘legitimate” WEA applications. The outside actor plays the role of an alert originator and sends whatever false alerts they wish to the public which confuses members of the public into believing that such alerts received through the bad app are real WEA alerts.
 
The IPAWS Open Platform for Emergency Networks (OPEN) validates the messages Alert Originators send, convert the message to a format used by CMSPs, and then send the message to connected CMSPs.  Of primary concern for this CSRIC V effort is the method IPAWS uses to validate alert messages, the process for granting Alert Originators’ access, the IPAWS-OPEN software code base, and the logical connectivity with CMSPs.  In addition to the DHS Sensitive Systems Policy Directive 4300A requirements, the FEMA IPAWS Program Management Office sought the assistance of the DHS Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) to enhance the security posture of the IPAWS-OPEN system.  The ICS-CERT conducted an on-site design architecture review and assessment of the IPAWS-OPEN system and recommended areas of focus which are consistent with the content of this report.

The CMSP networks are vulnerable to alert originators with malicious intent performing a DOS attack on all cellular operator networks in a given alert area (including nation-wide) by sending phone numbers and/or URLs in false WEA alerts that will either:

· Cause alert recipients to click on the URLs perhaps leading to extremely slow public or private servers, or worse, to virus-infected links that could lead to all sorts of issues with user devices (including ransomware, Trojans, or subject the recipient to premium text messaging services) and operator networks, or
· False alerts could recommend clicking on phone numbers that are advertised in the message to connect the user to “critical information for public safety” but may in fact connect to premium service numbers. 

In either scenario, many users attempting to call the phone number or open the URL will result in cellular networks quickly congest, and the ability of users to make/receive phone calls will be significantly hampered if such alerts are sent to the public.
3GPP TS 22.268 (Public Warning System Requirements) generated by 3GPP SA1 (Requirements working group), and 3GPP TR 33.969 (Study on Security Aspects of PWS) generated by 3GPP SA3 (Security working group) included options for digital signatures/encryption methods for securing alerts from the risk of malicious actors deploying a false cellular base station that could perform broadcasts on operator spectrum of WEA alerts to users within its RF coverage.

As part of the WEA pipeline, CMSP networks contain the CMSP Gateway, as well as underlying cell broadcast elements. One very unlikely threat vector is where the attacker must be able to gain access to the appropriate computer or network server in order to modify or introduce malicious code, deliver a payload, or create a malicious outcome. CMSPs have very strict security procedures in place for modifying software on any mission critical element in the network. These procedures include testing and certification of the software/software updates, and planning for and implementing the installation of the software according to an established procedure. Access to the systems, including physical access, is tightly controlled. 

PBS WARN is a safeguard to ensure delivery of the WEA, even in the event that a cybersecurity or other event disrupts the primary WEA delivery path.

Based on the WEA security analysis conducted in Working Group 2, it is our conclusion that additional security measures as described in the Recommendation section of this report may mitigate security threats identified in this report. To that end, it is recommended that the industry, FEMA, DHS, and Alert Originators collaborate on the development a new Best Practices standard in ATIS.

[bookmark: _Toc255915818][bookmark: _Toc444669429]Introduction
The Wireless Emergency Alerts (WEA) service is a collaborative partnership that includes the cellular industry, Federal Communications Commission, Federal Emergency Management Agency (FEMA), and U.S. Department of Homeland Security Science and Technology Directorate. The WEA capability provides a valuable service, disseminating imminent threat emergency alerts to users of capable mobile devices if they are located in or travel into an affected geographic area. However, like other cyber-enabled services, WEA may be subject to cyber threats that may prevent its use or damage the credibility of the service it provides.

This report reviews the current WEA security practices and recommends actions, which may include development of best practices, to CSRIC.
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[bookmark: _Toc255915820][bookmark: _Toc444669433]Objective
The objective of the Security SWG of CSRIC V WG2 is to review current Wireless Emergency Alert (WEA) security practices and recommend actions, which may include the development of best practices. The review will cover end-to-end security aspects of WEA including the integrity of all interfaces, insuring the integrity of the WEA message as it transverses from the alert originators and across the carrier networks, and security of message data on handsets. Consideration will be given to new technologies and cyber risks to WEA.
[bookmark: _Toc255915821][bookmark: _Toc444669434]Scope
The scope of this report is limited to the current standards-defined and deployed Wireless Emergency Alert (WEA) system. The security aspect of non-WEA systems, as well as enhancements to WEA under consideration[footnoteRef:1] are outside the scope of this report. [1:  The FCC approved a Notice of Proposed Rulemaking to Improve Wireless Emergency Alerts and Community-Initiated Alerting, PS Docket No. 15-91, in November 2015.] 
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The following definitions are taken from the FCC First Report and Order for the Commercial Mobile Alert System [Ref 1]:

Alert Message:  An Alert Message is a message that is intended to provide the recipient information regarding an emergency, and that meets the requirements for transmission by a Participating Commercial Mobile Service Provider as defined in the FCC First Report and Order for the Commercial Mobile Alert System.

Common Alerting Protocol:  The Common Alerting Protocol (CAP) refers to Organization for the Advancement of Structured Information Standards (OASIS) Standard CAP-V1.1, October 2005 [Ref 6], or any subsequent version of CAP adopted by OASIS and implemented by the CMAS.

Commercial Mobile Service Provider:  A Commercial Mobile Service Provider (CMSP or CMS Provider) is an FCC licensee providing commercial mobile service as defined in section 332 (d)(1) of the Communications Act of 1934 (47 U.S.C. 332(d)(1)).  Section 332(d)(1) defines the term commercial mobile service as any mobile service (as defined in 47 U.S.C. 153) that is provided for profit and makes interconnected service available: (a) to the public; or (b) to such classes of eligible users as to be effectively available to a substantial portion of the public, as specified by regulation by the Federal Communications Commission.
[bookmark: _Toc255915830][bookmark: _Toc444669438]Background
The Wireless Emergency Alerts (WEA) service is a collaborative partnership that includes the cellular industry, Federal Communications Commission, Federal Emergency Management Agency (FEMA), and U.S. Department of Homeland Security Science and Technology Directorate. The WEA capability provides a valuable service, disseminating imminent threat emergency alerts to users of capable mobile devices if they are located in or travel to an affected geographic area. However, like other cyber-enabled services, WEA may be subject to cyber threats that may prevent its use or damage the credibility of the service it provides. Attackers may attempt to delay, destroy, or modify alerts, or even to insert false alerts, resulting in actions that may pose a significant risk to the public. Non-adversarial sources of failure also exist (e.g., design flaws, user errors, acts of nature that compromise operations).
[bookmark: _Toc444669439]WEA Decomposition
As shown in Figure 1, the end-to-end WEA pipeline consists of the following four major elements that implement the alerting process:
· Alert originators: the people, information, technology, and facilities that initiate and create an alert, define a target distribution area (i.e., targeted geographic area), and convert the alert information into the appropriate format for dissemination
· Integrated Public Alert and Warning System (IPAWS): a collection of FEMA systems that receive, validate, authenticate, and route various types of alerts to the appropriate disseminator, such as WEA, the Emergency Alert System, or the National Oceanic and Atmospheric Administration
· Commercial mobile service providers (CMSPs): participating commercial wireless carriers that broadcast WEA messages to a designated geographic area 
· Alert recipients: the WEA-capable mobile devices located in the targeted alert area

[bookmark: _Ref443375958][bookmark: _Toc440523642][bookmark: _Toc440523650][bookmark: _Toc444669484]Figure 1 - The Four Elements of the WEA Pipeline
Alert Originators
IPAWS
CMSPs
Alert Recipients

[bookmark: _Toc444669440]Potential Security Risks
This section discusses potential security risk scenarios and the use of an analysis technique developed by researchers at the Software Engineering Institute [Ref 9]for evaluating and addressing these risks. Once each scenario is described, the next step is to analyze the risk to determine its probability of occurrence and impact on each of the elements of the WEA service. This information will be used to prioritize the risks and identify appropriate mitigations. This prioritized ranking of the risk scenarios provides a basis for recommending administrative, technical, and/or physical security controls.

The following risk scenarios were identified in a study of CMSPs conducted by the Software Engineering Institute and funded by DHS [Ref 9] as well as other sources:
· Risk 1: Insider Sends False Alerts
· Risk 2: Inherited Replay Attack
· Risk 3: Malicious Code in the Supply Chain
· Risk 4: Denial of Service
· Risk 5: Outsider Sends False WEA Alerts 
· Risk 6: Insider Blocks Real WEA Alerts
· Risk 7: Outsider Blocks Real WEA Alerts
· Risk 8: CMSP Infrastructure Testing System Access
· Risk 9: Security Vulnerability in Existing Standards


These scenarios provide a broad cross section of the types of issues likely to affect the elements of the WEA chain; furthermore, there could be additional scenarios that may be more specific to the other elements of the WEA chain.

The underlying threats that trigger these risk scenarios include an insider (Risk 1), the consequences of an upstream attack on an Alert Originator (Risk 2), malicious code inserted in the CMSP supply chain (Risk 3), and a denial-of-service attack (Risk 4). While not exhaustive, the resulting analysis provides a broad range of mitigation techniques that should be considered. The remainder of this section describes each risk scenario in detail and highlights the ranking of those scenarios based on risk exposure.
[bookmark: _Toc422667621][bookmark: _Toc425345424][bookmark: _Toc440523610][bookmark: _Toc444669441]Risk 1: Insider Sends False Alerts
An insider is employed by one of the stakeholders (e.g., Alert Originator, FEMA, CMSP, etc.). The insider could be a software developer who is responsible for developing applications or related software to implement WEA in one of the pipeline elements.

One potential attack vector is for a disgruntle insider to plant a logic bomb in the WEA system, hoping to send “custom” WEA messages to all WEA-capable wireless devices within the targeted geographic area. There are three potential threat vectors in the WEA pipeline:
1. At one of the many Alert Originator sources, or
2. At the FEMA IPAWS system, or
3. At a CMSP gateway of one of the participating CMSPs

The “disgruntled insider’s” ultimate goal could be to create mass public confusion, divert attention from some other unrelated planned attack at the same time or to bring negative publicity to the emergency management agency, the commercial mobile service provider, FEMA, and/or to WEA in general. As a function of his job, the insider must have unlimited access to the  appropriate system in the WEA pipeline, and must be able to gain access to the appropriate computer or network server in order to modify or introduce malicious code, deliver a payload, or create a malicious outcome. As an example, while on site and during work hours, the insider develops a logic bomb designed to replay a nonsense WEA message repeatedly.

Once the logic bomb is triggered, the malicious WEA message goes out to many recipients. If the attack occurs in the Alert Originator or IPAWS elements of the pipeline, it is likely that recipients of the malicious message would be for all participating CMSPs and limited to the geographic area within the alert originator’s jurisdiction or significantly larger if the attack occurs within the FEMA IPAWS; if the attack occurs at the CMSP, then the recipients of the malicious message may be limited to those of the attacked CMSP, but the geographic area may be significantly larger (potentially the entire CMSP coverage area).

The result of this attack is many recipients become annoyed at receiving the same alert repeatedly. Some of these people complain to the carrier’s customer service representatives, or may call 9-1-1 or their local emergency management for further information on the message or to complain about the receipt of the malicious messages. A large number of recipients may turn off the WEA function on their phones in response to the attack.

If a single participating CMSP is attacked, there is a potential impact that some customers leave their operator for other operators, although this churn may statistically occur evenly across all operators, assuming the attack was sent to all CMSPs in the geo-targeted area. 

In addition, many people lose trust in the WEA service. Many of these recipients will permanently disable the WEA service on their mobile devices after experiencing this attack.

All WEA messages, even if spoofed, will have an origination point.  The current feedback mechanisms to alert originators are limited and require them to actively monitor a data feed to determine if a message originated by their systems has been received by FEMA IPAWS.  It could be useful to expand the information on this data feed to include whether FEMA IPAWS has distributed the WEA message to the Participating CMSPs. Alert originators identifying a message when they did not send an alert would be able to send a correction (such as an alert cancellation if it was originated from their systems) or quickly recognize a problem.  Additional monitoring capabilities that use the alert notification confirmation data could also identify mismatches between sent and distributed messages and increase the likelihood of earlier problem identification for this type of risk.

[bookmark: _Toc422667622][bookmark: _Toc425345425][bookmark: _Toc440523611][bookmark: _Toc444669442]Risk 2: Inherited Replay Attack
An attacker targets an Alert Originator (AO) to capture legitimate WEA messages (unencrypted) and their associated AO certificates (encrypted) during transmission. She intends to resend a legitimate alert repeatedly at a later time (i.e., a replay attack), hoping to annoy people who use the WEA service. The attacker captures multiple WEA messages and selects one that will affect a large number of people, based on the geographic area targeted by the alert message.
 
At a later time, the attacker executes a replay attack using the captured WEA message (i.e., now considered to be an illegitimate alert). She sends the illegitimate alert (unencrypted) and associated AO certificate (encrypted) to IPAWS-OPEN, which then performs the following activities:
· accepts the illegitimate alert
· confirms the source as legitimate using the AO certificate
· processes the illegitimate alert
· forwards the illegitimate alert to the CMSP Gateway for all participating CMSPs, along with the appropriate certificate

The attacker then repeatedly sends the same illegitimate alert to IPAWS-OPEN, which processes each alert and forwards it to all participating CMSP Gateways. Each illegitimate alert is accepted by the CMSP Gateways and validated as being legitimate.

[bookmark: _Toc422667623][bookmark: _Toc425345426]As a result of this attack, many customers will contact customer care of their CMSP, and/or contact 9-1-1 or their local emergency management agency to report the messages. Others may leave their operator for other operators, although this churn may statistically occur evenly across all operators, as the attack was sent to all participating CMSPs in the geo-targeted area. In addition, many people lose trust in the WEA service. Many of these recipients will permanently disable the WEA service on their mobile devices after experiencing this attack.
[bookmark: _Toc440523612][bookmark: _Toc444669443]Risk 3: Malicious Code in the Supply Chain
An employee at a subcontractor of one of the stakeholders (e.g., Alert Originator, IPAWS, CMSP, etc.) decides to execute an attack, for reasons not relevant to this study. The subcontractor’s technical staff completes development and testing of the software update for a computing or network server component in the WEA pipeline.  The employee who wants to execute the attack modifies or introduces malicious code to create a malicious outcome with the inserted code, and delivers it to the customer (Alert Originator, IPAWS or CMSP). Technical staff from the customer’s development team do not detect the malicious code during testing and acceptance the software update.

The malicious code may expand the region receiving the alert as broadly as possible, change the alert content, or even change the priority of the alert , for example into a Presidential alert.

As a result of the attack, many customers will contact customer care of their CMSP, and/or contact 9-1-1 or their local emergency management agency to report the messages. Others may leave their operator for other operators, although this churn may statistically occur evenly across all operators, assuming the attack was sent to all participating CMSPs in the geo-targeted area. 

Because of the high-profile nature of the attack (i.e., issuing illegitimate Presidential alerts), the media covers the attack extensively. The media coverage of the attack helps to amplify the public’s loss of trust in the WEA service.
[bookmark: _Toc422667624][bookmark: _Toc425345427][bookmark: _Toc440523613][bookmark: _Toc444669444]Risk 4: Denial of Service
An outside actor with malicious intent is planning a physical (i.e., terrorist) attack on a crowd that is gathered in a public place (e.g., for a sporting event or concert). She plans to conduct a simultaneous denial-of-service (DoS) attack on all participating CMSPs WEA alerting system to prevent the dissemination of a WEA message about the attack. The goal is to prevent people from learning about the physical attack as long as possible in order to maximize the physical harm inflicted up-on the crowd.

The actor targets a third-party contractor that has legitimate access to the stakeholders (e.g., alert originator, IPAWS, CMSP, etc.) internal network. She performs additional reconnaissance on the infrastructure to get information needed to gain access. The third-party contractor is not vigilant about its cybersecurity practices and is a relatively easy target for an attacker.
The actor instructs the infected computers at the contractor to send a flood of WEA alerts, which may consume the system’s available bandwidth at some elements of the WEA chain. When an Alert Originator enters a legitimate WEA message, it may not reach the Alert Recipients   because the system’s bandwidth is consumed by the DoS attack at one of the WEA chain elements.
The cost to recover from the attack is considerable. Media outlets learn about the DoS attack’s role in amplifying the impact of the incident and publicize this fact in their reports. The reputation of the operator could be damaged with the general public, leading to a loss of business, although this churn may statistically occur evenly across all operators, assuming the attack was sent to all CMSPs in the geo-targeted area. Finally, many people lose trust in the WEA service.
[bookmark: _Toc440523614][bookmark: _Ref441741339][bookmark: _Ref441747747][bookmark: _Toc444669445]Risk 5: Outsider Sends False WEA Alerts 
An outside actor with malicious intent gains access to one of the systems in the WEA pipeline used to create/disseminate WEA alerts (e.g., Alert Originator or IPAWS). This could include connecting to an alert origination system, the IPAWS system, a CMSP system, or the device itself (e.g., through malicious SMS messages or through third party applications that mimic WEA alerts). Generally, the same downsides as described for the other risks above apply in this scenario. 
[bookmark: _Toc440523615][bookmark: _Toc444669446]Risk 6: Insider Blocks Real WEA Alerts
An insider with malicious intent gains access to any of the systems related to WEA (from alert origination systems, IPAWS, CMSPs) and purposefully prevents a valid WEA alert from being sent to the next “stage”, or in the case of the device, causes the alert not to be presented/displayed as a proper WEA alert.

[bookmark: _Ref438818757][bookmark: _Ref438818794][bookmark: _Toc440523616][bookmark: _Toc444669447]Risk 7: Outsider Blocks Real WEA Alerts
An outsider with malicious intent poses as one of the systems in the route of a normal WEA alert. Their intent is to block valid WEA messages from moving down the pipeline and therefore the result is a blocking of a valid WEA alert to the public. 
[bookmark: _Toc444669448]Risk 8: CMSP Infrastructure Testing System Access
An imposter having access to the CMSPs WEA test system could potentially open an attack vector similar to having access to the production environment.  Most carriers have the ability to send test alerts from their environment, however the test environment is not connected to RAN elements in production and no broadcast can leak into production.  In addition, users of the system have different levels of access.  The testers that have access to the test tool cannot generate “live” alert messages using the WEA message identifiers, and have read only access to the network element database as well since that information is generally needed to construct the test alert, but this is not sensitive information.  There is generally no way for someone with access to the test system to send an alert with anything other than a test message ID.  Real Alerts must be received from the IPAWS Alert Gateway

The testers are also unable to change the test message text, and test messages are set to broadcast, for example, “This is a TEST of the Commercial Mobile Alert System. This is only a Test.” Only a full administrator can change the text of that message for the test IDs.

That said, a tester could potentially initiate a denial of service attack by generating a significant number of test alerts. So, unauthorized access to the test tool, may pose a low risk threat to the security of the CMSP network. 
[bookmark: _Toc444669449]Risk 9: Security Vulnerability in Existing Standards
The WEA networks and end-user devices face an array of threats that may seek to take advantage of potential vulnerabilities. It is important to adopt adequate security patching policies across all the elements of the WEA pipeline.  As an example, the C-interface requires a VPN IPsec tunnel. Any security hole that exists will depend on the security quality of the VPN tunneling algorithm itself, i.e. a hijacker gaining access to the VPN tunnel will result in the entire WEA system being compromised.  Therefore, the owners of the elements in the WEA pipeline must be encourage to continue to be vigilant in mitigating protocol security vulnerabilities to ensure that all WEA related systems and software are up to date.



[bookmark: _Toc440523617][bookmark: _Toc444669450]Risk-Based Analysis
A risk-based analysis is a useful approach for prioritizing which controls to address first. National Institute of Standards and Technology (NIST) Special Publication 800-53 Revision 4, titled Guide for Assessing the Security Controls in Federal Information Systems and Organizations, defines more than 200 hundred controls across 18 categories [Ref 14]. In order to limit the number of controls to a manageable subset, NIST recommends a risk-based approach for identifying high-priority controls [Ref 9] [Ref 10] [Ref 11] [Ref 12] [Ref 13]. In this way, the focus can be initially on the subset of controls that mitigate the highest priority cybersecurity risks. This study applied a prioritization approach.

In the previous section, several potential risks were identified. The next step is to analyze these potential risks based on key criteria:
· Probability
· Impact
· Risk exposure

Once the analysis is completed and controls are selected, recommendations will be proposed to mitigate each risk. It is important to note, because the impact of each risk will vary across the pipeline, that each element of the WEA chain will need a separate risk-based analysis and recommendations for a mitigation plan.  
[bookmark: _Toc440523618][bookmark: _Toc444669451]Security Analysis of the Elements in WEA Chain
In this section, each element of the WEA chain will be analyzed.
[bookmark: _Toc444669452][bookmark: _Ref438818654][bookmark: _Toc440523619]Alert Originators 
Alert Originators are those authorized federal, state, territory, tribal, and local organizations that initiate WEA messages.  Alert Originators utilize software to craft their alerts, digitally sign their alerts (see section 4.4.2.1), and send them to the next element in the WEA pipeline, IPAWS.  There are a number of important security measures required to prevent unauthorized WEA activations.  These can be summarized in three key categories:  People, process, and software.  It is through the application of sound security practices in each of these categories that the Alert Originators can safeguard their interest in WEA. 
[bookmark: _Toc440523620][bookmark: _Toc444669453]People
The person who creates an alert is most likely not the IT security professional for the organization.  They may not be the one who signs the legal agreement with FEMA for use of the system.  Therefore, an emergency management agency with WEA origination capability must understand the implications of the legal agreement they signed for access, how it extends to the staff, and the effects of a security compromise.  The effects are not only to the agency, but to the entire WEA system.  The public trust and confidence in the system erodes if the alerts that people receive are not legitimate.  The primary security concerns of the people involved in Alert Origination are in safeguarding passwords and digital certificates.

The FEMA Memorandum of Agreement and Rules of Behavior require the use of strong passwords and forbid password sharing.  This applies to the Alert Originator’s access to their alerting software.  Most alerting software in use today is web-based, meaning that anyone with an Internet connection can get to the login screen.  A strong password could be all that prevents a bad actor from sending an unauthorized WEA to the entire county, state, or applicable area of responsibility.

The digital certificate is quite literally the key required to send an alert.  FEMA maintains the chain of custody for handling certificates down to the person(s) authorized in the MOA.  From that point it is the Alert Originator’s responsibility to safeguard the digital certificate once they take possession.  The Alert Originator should only contract with an alerting software vendor that they trust, because the digital certificate is usually uploaded into the vendor alerting software tools.
[bookmark: _Toc440523621][bookmark: _Toc444669454]Process
The Alert Originator is responsible for making policy for how their agency will use WEA.  In some instances, the state will provide assistance through existing plans, policies, or statutes.  The policy should detail how and when WEA is used and by whom.  The absence of a documented policy creates a condition where access to the alerting software is not controlled or enforced.  It also creates a void where guidance on proper use of the system should be documented.  The agency needs to establish clear guidance for when WEA can be used (i.e., imminent threat and Amber Alerts vs. a WEA alert sent telling people not to park on Main Street because there will be a parade.).  Finally, the documented policy and process must be instilled through training.  The agency staff must exercise the policy in a training mode to address questions and concerns that may come up and prepare for timely use in an emergency.

In an effort to promote the development and use of alerting plans, FEMA makes template plans available to alerting authorities to tailor to their needs and adopt for their organization.  A major focus of the templates is in coordination with neighboring jurisdictions before, during, and after the alerts are sent, as well as identifying the criterion used to determine when an alert will be sent.  The templates were created by the Colorado Division of Homeland Security and Emergency Management, the Kentucky Division of Emergency Management, and the FEMA Chemical Stockpile and Emergency Preparedness Program.  Plan templates and examples are available through the FEMA IPAWS Program Office.
[bookmark: _Toc440523622][bookmark: _Toc444669455]Software
Many of the security responsibilities of the Alert Originator are addressed and applied through their alerting software tools.  A vendor that employs a robust security program in their operation will help the Alert Originator to safeguard their access and prevent unauthorized WEA activations.  A vendor that has a weak security program is putting the Alert Originator and the public they serve at risk.  Some of the primary security concerns with alerting software tools are passwords, safeguarding the digital certificate, and defense in depth applied to their operation.
As most alerting software tools are web-based, it is imperative that they enforce strong passwords for access.  Additionally, the software tool should employ a bad password count lock-out to discourage brute force attacks trying to systematically guess the password.

Safeguarding the digital certificate is critical.  The most popular alerting software vendors may have up to 100 state and local alert originators as clients, all of whom upload their digital certificates to the vendor servers.  Since the digital certificate is such a sensitive item, it is important that the alerting software vendor protect these assets at rest.  A breech of their security containers could potentially allow a nefarious actor to send alerts to large geographic areas and to a large percentage of the US population.  The way that digital certificates are invoked to sign alert messages must be secure as well.  A poorly written routine that calls the digital certificate may make it vulnerable to compromise via extraction.

Finally, the alerting software vendors must exercise a defense in depth strategy to secure their assets.  Application of firewalls, physical security, access control, patched and updated software, security policies, policy enforcement, and periodic review are essential to reducing the risk of exposing attack surfaces to would-be hackers. Additional security measures such as auditing, logging of user actions, non-repudiation, etc. should be considered.

A federally sponsored certification program could be used to validate the security procedures used by alerting software developers.  A standard set of security requirements would need to be developed and socialized with the developer community.  The developer would then submit their product to an independent, accredited test lab that would conduct code reviews, security scans, and either identify security gaps or certify the software for inclusion in a Certified Products List.  In addition to security validation, the products could also be certified for conformance to the alerting standards and other alerting requirement that promote successful alert and warning messaging.
[bookmark: _Toc440523623][bookmark: _Toc444669456]Malicious Warning App
This section is an expansion of Risk 5 in Section 4.2.5. An outside actor with malicious intent creates a non-WEA alerting/warning application that is made available for download by the public on the common app stores, or may be available via an Internet web site. The public, through lack of understanding the WEA service, may be led to believe these apps are the ‘legitimate” WEA applications. The app is developed such that alert messages received via the app have the same (or nearly the same) alerting tone or vibration cadence as legitimate WEA alerts. These alerts also are displayed on the device to look identical to a real WEA alert. The outside actor plays the role of an alert originator and sends whatever false alerts they wish to the public which confuses members of the public into believing that such alerts received through the bad app are real WEA alerts. Such alerts are not geo-targeted and are dependent on the public downloading the app to their device.
[bookmark: _Toc440523624][bookmark: _Toc444669457]IPAWS
The IPAWS Open Platform for Emergency Networks (OPEN) is an information system that acts as the gateway between Alert Originators and the CMSPs.  The purpose of IPAWS-OPEN is to validate the messages Alert Originators send, convert the message to a format used by CMSPs, and then send the message to connected CMSPs.  Of primary concern for this CSRIC V effort is the method IPAWS uses to validate alert messages, the process for granting Alert Originators’ access, the IPAWS-OPEN software code base, and the logical connectivity with CMSPs.  In addition to the DHS Sensitive Systems Policy Directive 4300A requirements [Ref 15], the FEMA IPAWS Program Management Office sought the assistance of the DHS Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) to enhance the security posture of the IPAWS-OPEN system.  The ICS-CERT conducted an on-site design architecture review and assessment of the IPAWS-OPEN system and recommended areas of focus which are consistent with the content of this report.
[bookmark: _Ref438818624][bookmark: _Toc440523625][bookmark: _Toc444669458]IPAWS Message Validation
Any government information system requires a measure of confidentiality, integrity, and availability suitable to the mission and in accordance with its Federal Information Processing Standard Publication 199 (FIPS 199 [Ref 16]) classification Public alert and warning messages are non-sensitive, public information, and consequently, there is no requirement for message confidentiality.  There is, however, a need for assured message integrity (aka non-repudiation) and system availability.  This is to ensure the alert message is not changed, and to ensure the system is online when needed.

Assured message integrity means there is a mechanism in place to prove that the message received was indeed created by the authorized Alert Originator and was not manipulated in transit or at rest.  This integrity is accomplished through digitally signing the alert message at the origination point.  An Alert Originator uses software to create an alert message in CAP XML [Ref 6] format, create a one-way hash of the XML, and then encrypt the hash using the Alert Originator’s private key.  Anyone who receives the alert message XML can use the Alert Originator’s public key to decrypt the hash and compare it to that of the received message.  If they are equal, then the message is authentic, if they are not equal, then the message was changed and should be rejected.  IPAWS uses this method to ensure authenticity of the message received from the Alert Originator.  IPAWS converts the message to a CMAC XML format message, FEMA digitally signs the message and sends it to the CMSP.  The CMSP then uses FEMA’s public key to validate the authenticity.
CMAC
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IPAWS
Alert Originators

[bookmark: _Toc444669485]Figure 2 – Message Validation
System availability is important for a public safety system as it must be online and working when needed.  The IPAWS-OPEN system achieves high availability through two primary mechanisms.  First, the IPAWS-OPEN system is fully redundant utilizing load balanced hardware, backup power, and redundant network components.  Second, the IPAWS-OPEN system resides in multiple data centers with geographic diversity in an active-active configuration.  If one data center goes down, the load is shifted to maintain operation.
[bookmark: _Toc440523626][bookmark: _Toc444669459]IPAWS Alert Originator Access Process
Access to IPAWS-OPEN, and therefore the ability to originate WEA messages, is made available to federal, state, territory, tribal, and local government organizations.  The vast majority of alert originators are local government entities.  FEMA does basic vetting of the organization to begin the process, and the final authorizations are made by the state.  In most cases this is the state emergency management agency, but could also include the state police or state homeland security division.  Before access is granted, the state confirms the legitimacy of the local organization and validates that their alert and warning request is consistent with any existing state alert and warning plans, statues, or regulations.

In addition to the vetting process, the Alert Originator executes a Memorandum of Agreement (MOA) with FEMA and signs a Rules of Behavior (ROB) (see Appendix C for a sample).  The MOA outlines the appropriate use, security concerns, and terms of the Alert Originator’s access to IPAWS-OPEN.  The MOA is good for 3 years at which time both parties must agree to continue the relationship, else the agreement and access is terminated.  The ROB outlines the specific requirements for strong passwords, data protection, and incident reporting.  A potential risk is that the Alert Originator may not adhere to the terms of the MOA and ROB.  To the maximum extent FEMA and Alert Originators rely on the sound security practices of the alerting software provider.  Section 4.4.1 describes the related security analysis for the Alert Originator and alerting software provider relationship.

While the certificate-based message integrity described in section 4.4.2.1 works very well under ideal conditions, the potential for a certificate compromise does exist.  The legal agreement between FEMA and the Alert Originator requires the Alert Originator to notify FEMA of any such security compromise.  FEMA can then revoke the certificate and prevent misuse.  The timeframe between the compromise and the corrective action creates a window of opportunity for unauthorized alert messages to be sent.  Such a situation would require that a nefarious actor obtained the certificate during this window of opportunity.

The primary attack vectors for compromising the digital certificate include attacking the alerting software data at rest (described in section 4.4.1.3), and attacking the process for transmitting the digital certificate to the alerting authority.  FEMA encrypts the digital certificate and then transmits it to the alerting authority via email.  FEMA then provides the encryption password via voice call using the contact information provided by the alerting authority.  An outside actor could intercept the email or hack the alerting authority’s email to obtain the encrypted certificate.  They could then brute force attack the encryption to obtain the digital certificate.  Alternative methods for transmitting the digital certificate include using a trusted third party escrow service, utilizing smart card tokens, classified email, and in-person verification.
[bookmark: _Toc440523627][bookmark: _Toc444669460]IPAWS Software Code Base
Operating system and commercial software updates and patching are routine.  While these update and patching activities prevent the exploitation of vulnerabilities, there are attack vectors which are not addressed through routine updates and patching.  Malicious code can find its way into an information system through the hardware platform itself.  The federal government has included awareness of these threats and mitigating measures to detect them as part of the required security certification and accreditation process.  The hardware employed by FEMA information systems comes from controlled sources for which the supply chain is approved.  For instance, it is not permitted to purchase a server from eBay and use it in the enterprise, regardless of updates and patches that may have been applied.  Likewise, the IPAWS software code base is scanned using automated source code inspection toolsets.  These tools ensure there is no latent malicious code in the custom IPAWS-OPEN code.

IPAWS-OPEN leverages the FEMA enterprise information technology components.   These include both physical hardware and the enterprise software services architecture such as directory services, database services, and web services.  While this creates efficiencies, there is some risk in relying on the enterprise.  For instance, if several FEMA programs require a change to the enterprise in order to support their systems, IPAWS-OPEN will need to change as well.  Similarly, if IPAWS-OPEN needs the enterprise to change, it will impact a change to other programs.  All major changes are coordinated through the FEMA enterprise architecture review board, but changes may be slow.  If it there is a change that impacts performance, the approval process could negatively impact the functionality of IPAWS-OPEN.
[bookmark: _Toc440523628][bookmark: _Toc444669461]IPAWS Logical Connectivity
IPAWS-OPEN relies heavily on the Internet for connectivity among the multitude of state and local Alert Originators.  It also relies on the Internet for connections to the CMSP gateways.  Even though IPAWS-OPEN uses redundant and diverse connections, the Internet is still the common factor.  A successful attack on the DNS root nameservers would slow or cease traffic between Alert Originators and IPAWS-OPEN, and traffic between IPAWS-OPEN and the CMSP gateways.

DHS uses the Trusted Internet Connection (TIC) concept for all external (i.e. non-DHS network) connectivity.  IPAWS-OPEN takes advantage of the DHS TIC diversity and redundancy for communications with Alert Originators and with CMSP gateways.  There is some risk in that these connections are not controlled by FEMA or the IPAWS program management office.  While it has never happened, it is possible that the TICs may be shut down to protect the DHS network from an external cyber threat.  This would isolate IPAWS-OPEN and render WEA unavailable.  A more realistic threat would be an uncoordinated change to the TIC that negatively affect IPAWS-OPEN connectivity with external partners.
[bookmark: _Toc440523629][bookmark: _Toc444669462]Blocking of Valid WEA Messages
This section expands on risk 7 in Section 4.2.7.  An outsider with malicious intent poses as one of the systems in the route of a normal WEA alert. Their intent is to block valid WEA messages from moving down the pipeline and therefore the result is the blocking of a valid WEA alert to the public. In this case, the actor poses as an IPAWS system in the setup of a TCP connection with an alert origination system. The alert origination system believes it is sending an alert to IPAWS over the TCP connection to the outside actor which blocks real alerts from going to the real IPAWS system.
[bookmark: _Toc444669463][bookmark: _Toc440523630]CMSPs 
[bookmark: _Toc440523631][bookmark: _Toc444669464]Blocking of Valid WEA Messages
This section expands on risk 7 in Section 4.2.7. An outsider with malicious intent poses as one of the systems in the route of a normal WEA alert. Their intent is to block valid WEA messages from moving down the pipeline and therefore the result is the blocking of a valid WEA alert to the public. In this case, the actor poses as a CMSP gateway in the setup of a TCP connection with IPAWS. The IPAWS system believes it is sending an alert to a valid CMSP gateway over the TCP connection to the outside actor. In this case, the outside actor can mimic multiple CMSP gateways depending on how many TCP connections they can establish with IPAWS.  This may be difficult for a malicious actor to perform as connection to IPAWS is a not a totally automated process.  When a CMSP gateway connects to IPAWS, human beings and phone calls are part of the process.
[bookmark: _Toc440523632][bookmark: _Toc444669465]Risks of false base station transmitting a false WEA alert
The existing 3GPP standards provide solutions to mitigate this risk. 3GPP TS 22.268 (Public Warning System Requirements) [Ref 17] generated by 3GPP SA1 (Requirements working group), and 3GPP TR 33.969 (Study on Security Aspects of PWS)  [Ref 18] generated by 3GPP SA3 (Security working group) included options for digital signatures/encryption methods for securing alerts from the risk of malicious actors deploying a false cellular base station that could perform broadcasts on operator spectrum of WEA alerts to users within its RF coverage. 

Section 4.8 of TS 22.268 contains the following requirements for the 3GPP Public Warning System (PWS), the international equivalent of WEA:
-	PWS shall only broadcast Warning Notifications that come from an authenticated authorized source.
The following requirements only apply when not roaming internationally:
-	When required by regional or national regulations, the integrity of the Warning Notification shall be protected. If no such regulatory requirement exists, there shall be no integrity protection of Warning Notifications, and all Warning Notifications shall be presented to the PWS application on the PWS-UE.
-	When required by regional or national regulations, the PWS shall protect against false Warning Notification messages. If no such regulatory requirement exists, there shall be no protection against false Warning Notifications, and all Warning Notifications shall be presented to the PWS application on the PWS-UE.
NOTE 1: These requirements are subject to regulatory policies.
NOTE 2: The authentication and authorisation of the source are outside the scope of 3GPP Specifications.
[bookmark: _Toc440523633][bookmark: _Toc444669466]Inclusion of URLs and phone numbers used for DOS attacks
The CMSP networks are vulnerable to alert originators with malicious intent performing a DOS attack on all cellular operator networks in a given alert area (including nation-wide) by sending phone numbers and/or URLs in WEA alerts that will either:
· Cause alert recipients to click on the URLs perhaps leading to extremely slow public or private servers, or worse, to virus-infected links that could lead to all sorts of issues with user devices (including ransomware, Trojans, or subject the recipient to premium text messaging services) and operator networks. 
· Could recommend clicking on phone numbers that are advertised in the message to connect the user to “critical information for public safety” but may in fact connect to premium service numbers. 

In either scenario, many users attempting to call the phone number or open the URL will result in the cellular data networks quickly congesting, and the ability of users to make/receive phone calls will be significantly hampered if such alerts are sent to the public.  This represents a significant security threat and thus it is recommended that CMSPs reject any WEA message which contains a phone number or URL.
[bookmark: _Toc440523634][bookmark: _Toc444669467]Risk of injecting false WEA alerts into operator equipment
Cellular operators may be vulnerable to insiders or outsiders with malicious intent gaining access to operator equipment and injecting false WEA alerts. However, existing operator security practices and access control mechanism minimize these risks. Injection of false WEA alerts into a CMSP gateway, a Cell Broadcast Center (CBC) are theoretically possible but very unlikely. Operators typically deploy WEA elements (CMSP Gateway, CBC) in secure data centers which have tight physical access controls (building security, credentialed access, monitoring, etc.). In addition, the computer and network server equipment running the WEA software is access controlled (required authorization to access the systems, password protection, etc.) to those that have a legitimate need for access to the equipment. Injection of false WEA alerts into Radio Access Network (RAN) nodes is not viewed as feasible for either insiders or outsiders.

In addition, CMSPs may generate logs of WEA alerts received from the IPAWS gateway which may be reviewed to identify malicious attacks.

[bookmark: _Toc444669468]Risk of injecting malicious software into a CMSP WEA component

As part of the WEA pipeline, CMSP networks contain the CMSP Gateway, as well as underlying cell broadcast elements. Risk 1 (section 4.2.1, Insider Sends False Alerts)  describes a threat vector where the attacker must be able to gain access to the appropriate computer or network server in order to modify or introduce malicious code, deliver a payload, or create a malicious outcome. CMSPs have very strict security procedures in place for modifying software on any mission critical element in the network. These procedures include testing and certification of the software/software updates, and planning for and implementing the installation of the software according to an established procedure. Access to the systems, including physical access, is tightly controlled as described in 4.4.3.4. Thus, the threat vector described is very unlikely.
[bookmark: _Toc440523635][bookmark: _Toc444669469]Alert Recipients
[bookmark: _Toc440523636][bookmark: _Toc444669470]Malicious Warning App
This section is an expansion of risk 5 in Section 4.2.5. An outside actor with malicious intent creates an alerting/warning application that is made available for download by the public on the common app stores, or available on an Internet web site. The app is developed such that alert messages received via the app have the same (or nearly the same) alerting tone or vibration cadence as real WEA alerts. These alerts also are displayed on the device to look identical to a real WEA alert. The outside actor plays the role of an alert originator and sends whatever false alerts they wish to the public which confuses members of the public into believing that such alerts received through the bad app are real WEA alerts. Note that this case spans both the alert originator and alert recipient categories. This risk is very difficult to detect and deter.  The public can download anything they want and it does not even have to come from an “official” app store.
[bookmark: _Toc444669471]PBS WARN
[bookmark: _Toc444669472]Background
PBS WARN provides a diverse and reliable backup to the primary Wireless Emergency Alert (WEA) system, with a fully redundant system design that leverages Public Television’s (PTV) nationwide coverage to send every WEA message over every PTV transmitter, covering virtually all of the United States and its territories. 

CMSPs receive the primary distribution of WEAs over a secure Internet connection between the CMSP’s data center and FEMA.  Public television (PTV) stations provide a redundant path for WEAs, leveraging broadcast’s one-to-many satellite distribution and terrestrial broadcasting to reach the same CMSP’s data centers over-the-air.  PBS WARN ensures that the WEA reaches the CMSP, even in the event that the connection between FEMA and the CMSP is disrupted.
[bookmark: _Toc444669473]The importance of PBS WARN to WEA Cybersecurity
“Recognizing that the national and economic security of the United States depends on the reliable functioning of critical infrastructure, the President issued Executive Order (EO) 13636, Improving Critical Infrastructure Cybersecurity, in February 2013. The Order directed NIST to work with stakeholders to develop a voluntary framework – based on existing standards, guidelines, and practices - for reducing cyber risks to critical infrastructure. The Cybersecurity Enhancement Act of 2014 reinforced NIST's EO 13636 role.”[footnoteRef:14] [14:  www.nist.gov/cyberframework] 


The Framework for Improving Critical Infrastructure Cybersecurity (“Framework”) [Ref 10] sets forth five core functions, which are “not intended to form a serial path, or lead to a static desired end state. Rather, the Functions can be performed concurrently and continuously to form an operational culture that addresses the dynamic cybersecurity risk.”  One such core function is to Protect, defined by the Framework as intended to “develop and implement the appropriate safeguards to ensure delivery of critical infrastructure services.  The Protect Function supports the ability to limit or contain the impact of a potential cybersecurity event.”

PBS WARN is a safeguard to ensure delivery of the WEA, even in the event that a cybersecurity or other event disrupts the primary WEA delivery path.

The PBS WARN system is not only optimized for maximum availability, but is also technologically diverse from WEA’s primary path.  Technological diversity mitigates the risk resulting from complete dependence upon a single technology stack that contains unidentified design defects, security vulnerabilities, or operational weaknesses.

In the event of a cybersecurity incident at a carrier facility, the PBS WARN system is well positioned to provide an immediate alternate source of inbound WEA messages.[footnoteRef:15]  [15:  Industry standard documents, such as ATIS J-STD-101 [Ref 19] , refer to the PBS WARN system to as the “C-OTA Interface” ] 

[bookmark: _Toc444669474]Diversity
The PBS WARN system achieves diversity in three different domains: (1) physical layer diversity (2) logical layer diversity, and (3) time diversity.

The physical layer of the PBS WARN system is a radio-frequency (RF) over-the-air interface operating in a one-to-many broadcast mode. In contrast to the primary WEA interface, the physical layer does not rely on inbound copper or fiber circuits at the CMSP facility. This technological difference protects against physical attacks and power failures external to the CMSP facility.

The logical layer of the PBS WARN system is a packetized data stream formatted according to MPEG digital video industry standards (with some additional metadata specific to the PBS WARN system). In contrast to the primary WEA interface, the logical layer does not rely on source or destination MAC or IP addresses to assure routing and delivery.  This technological difference protects against failures or attacks on core Internet protocols such as BGP or DNS.

The time domain of the PBS WARN system incorporates a periodic, repeating “carousel” of messages to further ensure message delivery in cases where time diversity may be required to overcome a brief system interruption from an external natural or man-made event. 
[bookmark: _Toc444669475]Availability
Individual components and sub-systems that operate within the PBS WARN system are optimized for availability in accordance with industry best practices. The system design includes hot spares with automatic failover, an automated health monitoring system, and a completely separate backup facility in a geographically diverse location. These measures may be considered industry best practice for any system that requires high availability. However, beyond these industry-standard best practices for system operation, the PBS WARN system includes several inherent design characteristics that further enhance availability at the CMSP facility:

1. The inherent one-to-many broadcast architecture results in a system, which can accommodate any number of CMSP subscribers with no negative performance or availability impact. Availability is independent of subscriber load.

2. Conventional Denial of Service (DoS) attacks are largely mitigated by a session-less one-way communications channel.  Ping-of-death, SYN flood, and similar attacks rely on a session oriented two-way communications channel. The PBS WARN interface to CMSP’s cannot be attacked using these methods since there is no return communications channel.

3. Remotely launched DoS attacks are also mitigated since there is no reliance on a public IP address at CMSP facility edge.  Attackers cannot launch a DoS attack against the CMSP’s interface to the PBS WARN system without access to the physical layer, which would require an attacking device with physical proximity to the CMSP facility.
[bookmark: _Toc444669476]How Does a CMSP Utilize WARN as a Backup?
Any CMSP that has been authorized by FEMA to distribute WEA messages may use PBS WARN as a no-cost backup with no additional approval or paperwork required, as shown in Figure 3.  

[image: ]
[bookmark: _Ref442080941][bookmark: _Toc444669486]Figure 3 - PBS WARN Redundancy

To utilize PBS WARN as redundant source of WEA messages, CMSPs must establish connectivity with the C-1 interface, which was developed by ATIS/TIA specifically for use with the PBS WARN system and is defined within ATIS J-STD-101 [Ref 19].  

The C-1 interface is intended for implementation with conventional technology stacks such as Ethernet and TCP/IP.  As such, C-1 does not interface directly with the RF signal broadcast over-the-air by PBS broadcast stations.  An over-the-air receiver (“OTA RX”), is necessary to perform the signal processing required to convert the inbound RF physical layer/MPEG logical layer from PBS broadcast stations into the form specified by J-STD-101 C-1.  The OTA RX performs physical layer translation, logical layer translation, and also performs other important processing functions such as duplicate message identification.  The OTA RX connects to a CMSP’s WEA Gateway’s alternate message input port using the C1 interconnect standard.

PBS maintains a free, publicly available document, which describes the recommended functionality and processing functions of the OTA RX. [footnoteRef:16]  [16:  PBS Technical Specification PWS-005 ] 


[bookmark: _Toc255915833][bookmark: _Toc444669477]Findings and Recommendations
[bookmark: _Toc255915835][bookmark: _Toc444669478]Findings
Following are some findings based on the work done in CSRIC V WG2:
1. The current system is handling expected WEA alerting as designed.  
2. There is an understanding that each participant in the WEA pipeline bears some responsibility for making the entire pipeline effective and secure.
3. It should be expected that attackers are monitoring all participants in the pipeline for possible weaknesses and standard security practices will address these needs.  Security risks unique to WEA may not be fully addressed by standard security practices.
4. Some of these threat vectors described require a compromise of the CMSP network infrastructure.  While in theory, such vulnerability may exist, it is not clear that a malicious actor would really spend their time, money, and other resources to breach the CMSP network to get to WEA or use the breach for access to subscriber confidential information or perform other actions which may have a financial value or more significant effect.
5. Some of the threat vectors have the unwritten assumption that WEA would be the sole source of alert information in order for the DoS attack to be effective.  If such severe threat to life or property is imminent, the alert will be distributed via all available methods including radio, TV, highway message boards, sirens, loud speakers on police vehicles, etc.  The DoS attack on WEA would be ineffective for the objective of not informing the public.
6. WEA is not the only source of information.  Crowd behavior is another non-technical reaction.  If everybody is running away from a building, you are not going to wait for a WEA message before deciding whether or not you are going to leave the area of the building.

[bookmark: _Toc255915836][bookmark: _Toc444669479]Recommendations
It is WG2’s recommendation that the FCC collaborate with industry, FEMA, DHS, and the Alert Originators to continue the study of the security aspects of WEA, with a goal of encouraging ATIS to develop a Best Practices document. The development of such a best practices document will require extensive work of more than a year, which would extend beyond the current CSRIC charter.  WG2 Recommends that the FCC should consider asking any subsequent CSRIC to continue the study of WEA security based on this work.

Following is a list a general recommendations to mitigate the security risks that were highlighted in this Report:
· As the largest single risk to the WEA system is for a disgruntled alert originator to send a false message, it is recommended that all persons with credentials that allow them to create and send a WEA alert should undergo appropriate training, evaluations and background checks once per year in order to maintain such credentials. 
· In order to mitigate the risks associated with malicious code in a supply chain vendor product, it is recommended that the WEA element containing the malicious software is taken offline immediately when found to contain malicious code that results in a false WEA alert or that suppresses a proper WEA alert. 
· In order to mitigate the risks associated with a warning app that effectively mimics the look and sound of a WEA alert on a user’s device used for malicious intent, it is recommended that app store providers establish a procedure to identify and disallow such apps from inclusion in their online app stores. However, the following questions require further consideration:
· What if the malicious warning app is hidden in a valid program?
· What if the malicious warning app was not downloaded from an app store?
· What if the malicious warning app had been downloaded from an app store before it was detected?  The app store could remove it from further downloads but what about the devices which already have the malicious warning app installed?


It is recommended that the industry, FEMA, DHS, and Alert Originators collaborate on the development a new Best Practices standard in ATIS which includes:
· Security vulnerability and penetration test cases.
· Consideration for security event monitoring, such as Log monitoring, event correlation, and analysis as well as; DDoS protection, which will help strengthening the tracking capability for verification of expected alerts as they flow through the pipeline to provide an additional means for readily identifying false alerts.
· Consideration for identity and access management. Examples include: access administration, two-factor authentication, and federation and credential services covering all transaction in the WEA ecosystem.  

To address the issue of protocol vulnerability, it recommended that the industry, FEMA, and the Alert Originators investigate existing protocol security vulnerability documented today with the aim of ensuring that all WEA related systems and specifications are up to date. 

[bookmark: _Toc255915837][bookmark: _Toc444669480]Conclusions
Based on the WEA security analysis conducted in Working Group 2, it is our conclusion that the additional security measures as described in the Recommendation section of this report may mitigate security threats identified in this report. To that end, it is recommended that the industry, FEMA, DHS, and Alert Originators collaborate on the development a new Best Practices standard in ATIS.



[bookmark: _Toc440523639][bookmark: _Toc444669481]Appendix A:  Acronyms
This Appendix contains the acronyms that are referenced within this report.

	Acronym
	Definition

	3GPP
	3rd Generation Partner Project

	4G
	Fourth Generation

	ATIS
	Alliance for Telecommunications Industry Solutions

	AO
	Alert Originator

	CAP
	Common Alerting Protocol

	CDMA
	Code Division Multiple Access

	CFR
	Code of Federal Regulations

	CMAS
	Commercial Mobile Alert Service

	CMS
	Commercial Mobile Service

	CMSP
	Commercial Mobile Service Provider

	CSRIC
	Communications Security, Reliability and Interoperability Council

	DDoS
	Distributed Denial of Service

	DHS
	Department of Homeland Security

	DHS S&T
	Department of Homeland Security Science and Technology Directorate

	DNS
	Domain Name System (Server)

	DoS
	Denial of Service

	EIA
	Electronic Industries Alliance

	FCC
	Federal Communications Commission

	FEMA
	Federal Emergency Management Agency

	FIPS
	Federal Information Processing Standard

	GPS
	Global Positioning System

	IPAWS
	Integrated Public Alert and Warning System

	LTE
	Long Term Evolution

	MOA
	Memorandum of Agreement

	NIST
	National Institute of Standards and Technology

	NOAA
	National Oceanic and Atmospheric Administration 

	NWS
	National Weather Service

	OASIS
	Organization for the Advancement of Structured Information Standards

	PTV
	Public Television 

	PWS
	Public Warning System

	RAN
	Radio Access Network

	RF
	Radio Frequency

	SWG
	Sub-Working Group

	TCP
	Transmission Control Protocol

	TIA
	Telecommunications Industry Association

	TIC
	Trusted Internet Connection

	URL
	Uniform Resource Locator

	WARN
	Warning, Alert, and Response Network

	WEA
	Wireless Emergency Alerts





[bookmark: _Toc440523640][bookmark: _Toc444669482]Appendix B:  Glossary
This Appendix contains the glossary associated with this report.

	Term
	Definition

	3GPP
	The 3rd Generation Partnership Project (3GPP) is a collaboration agreement that was established in December 1998.  The collaboration agreement brings together a number of telecommunications standards bodies which are known as “Organizational Partners”. 

	Access Provider
	An access provider is any organization that arranges for an individual or an organization to have access to the Internet.

	Alliance for Telecommunications Industry Solutions (ATIS)
	A U.S.-based organization that is committed to rapidly developing and promoting technical and operations standards for the communications and related information technologies industry worldwide using a pragmatic, flexible and open approach.  http://www.atis.org/

	Department of Homeland Security (DHS)
	Department of the Federal Government with five homeland security missions.  These missions include preventing terrorism and enhancing security, securing and managing U.S. borders, enforcing and administering U.S. immigration laws, safeguarding and securing cyberspace, and ensuring resilience to disasters.

	Geocoding
	Translation of one form of location into another, typically a civic address into an x, y coordinate.

	Geo Location
	Latitude, longitude, elevation, and the datum which identifies the coordinate system used. 

	Geographic Targeting 
(geo-targeting)
	The 47 CFR Part 10, Subpart D - Alert Message Requirements defines geographic targeting (geo-targeting) as follows:

“§ 10.450 Geographic targeting.
This section establishes minimum requirements for the geographic targeting of Alert Messages. A Participating CMS Provider will determine which of its network facilities, elements, and locations will be used to geographically target Alert Messages. A Participating CMS Provider must transmit any Alert Message that is specified by a geocode, circle, or polygon to an area not larger than the provider's approximation of coverage for the Counties or County Equivalents with which that geocode, circle, or polygon intersects. If, however, the propagation area of a provider's transmission site exceeds a single County or County Equivalent, a Participating CMS Provider may transmit an Alert Message to an area not exceeding the propagation area.”

	Geospatial
	Data accurately referenced to a precise location on the earth’s surface.

	Global Positioning System (GPS)
	A satellite based Location Determination Technology (LDT).

	Spatial
	 Relating to, occupying, or having the character of space.  Geographic Information Systems store spatial data in regional databases. See Geospatial.

	Wireless Industry
	Mobile Network operators and their equipment vendors (including device OEMs and OS implementers)  who plan, standardize, develop, implement and maintain the commercial cellular mobile networks and devices.

	Working Group (WG)
	A group of people formed to discuss and develop a response to a particular issue.  The response may result in a Standard, an Information Document, Technical Requirements Document or Liaison.

	X,y
	Shorthand expression for coordinates that identify a specific location in two dimensions representing latitude and longitude.





[bookmark: _Toc440523641][bookmark: _Toc444669483]Appendix C: Sample MOA – Between FEMA & Alert Originators
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be released to the public or other personnel who do not have a valid “need-to-know” without prior approval of the
FEMA Integrated Public and Warning System and the FEMA Disclosure Offices.
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MEMORANDUM OF AGREEMENT
SUPERSEDES: None

INTRODUCTION

The purpose of this memorandum is to establish a management agreement between the
«Name_of_Sponsoring_Eligible_Organization» hereinafter referred to as the Collaborative Operating
Group (COG), and the Federal Emergency Management Agency (FEMA) IPAWS Division regarding the
utilization and security of «Name_of_Sponsoring_Eligible_Organization» Interoperable Systt
shown in Appendix A), which interoperate with the IPAWS Open Platform for Emergency Net
(IPAWS-OPEN). The expected benefit is to enable information interoperability across e
response organizations and systems as intended by the IPAWS Initiative.

interoperability through the use of SOAP over HTTPS via the public intel
direct or networked connection using VPN (or equivalent technology) b

Appendix A and IPAWS-OPEN is allowed. In the event a direct con| i
Security Agreement must be executed.

AUTHORITY
The authority for this agreement is based on the Communi

606) and the implementation of regulation 47 C.F.R § 11 whit
which the FEMA IPAWS Program operates emerg alerting

amended (47 U.S.C§
es the statutory basis under

n addition, Executive Order
Order states, “It is the policy of the
United States to have an effective, reliable, integ e, and prehensive system to alert and
warn the American people...establish or ad common alerting and warning protocols,
alert and warning system to enable
interoperability and the secure delivery of coerdinated es to the American people”. In response,
FEMA established the IPAWS Program Manager Office (PMO) in April 2007.

e IPAWS-OPEN Web Service Interface Design Guidance) between
iown below to facilitate the exchange of emergency messages

unications are essential to ensure the successful management and operation of

. Both parties agree to maintain open lines of communication between designated
Appendix B) at both the managerial and technical levels. All communications

ust be conducted in writing and may be disseminated by electronic means unless

leads for their respective systems, and to facilitate direct contacts between technical leads to support the
management and operation of system interoperability. To safeguard the confidentiality, integrity, and
availability of the systems and the data they store, process, and transmit, both parties agree to provide
notice of specific events within the timeframes indicated below:

* Security Incidents: Technical, administrative and/or help desk staff will immediately notify their
designated counterparts by telephone or e-mail when a security incident(s) is detected and/or a
violation of the Rules of Behavior (see Appendix C) has been identified. Both parties agree to make
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the appropriate technical and administrative individuals available for all necessary inquiries and/or
investigations. Containment and/or resolution procedures will be documented by the identifying party
and after action reports generated and submitted to the system owner and/or designated security
officials within five (5) business days after detection of the incident(s).

+ Disasters and Other Contingencies: The FEMA IPAWS Program Office will notify the COG by
telephone, e-mail or other acceptable means in the event of a disaster or other contingency that
disrupts the normal operation of IPAWS-OPEN.

* System Interconnections: This MOA is intended for systems interoperating with IPAW:
using SOAP over HTTPS via the public Internet. If in the future, an interconnection (i.
system-to-system connection) is required to IPAWS-OPEN, this MOA must be updated and
Interconnection Security Agreement (ISA) must be executed. If a change in statt oMl
to interconnected system is required, the initiating party will notify the other
before the planned interconnection is to be in place.

« Discontinuation of Use: In the event the use of IPAWS-OPEN is
agrees to immediately notify, in writing, the FEMA IPAWS Program ich il COGID
and associated access credentials will be deactivated.

respective system
ly changes in the point of
and changes to contact

* Personnel Changes: Both parties agree to provide notifi
owner or technical lead. In addition, both parties will provi

OGID, associated credentials and digital
support interoperability between the

approved web service standards and supporting
leb Service Interface Design Guidance

document.

In the event, a dedical is required, both parties will agree to negotiate and execute an
Interconnection Se;
i i les before the interconnection is activated. Proposed changes to
rability will be reviewed and evaluated to determine the potential

urity of the systems and the message data they store, process, and transmit, both
ere to and enforce the Rules of Behavior (as specified in Appendix C). In addition,
e to the following:

re‘authorized users accessing the interoperable system(s) receive, agree to abide by and sign

ronically or in paper form) the IPAWS-OPEN Rules of Behavior as specified in Appendix C.

ach jurisdiction is responsible for keeping the signed Rules of Behavior on file or stored
electronically for each system user.

» Utilize FEMA approved PKI certificates to digitally sign messages as they are transported over the
public Internet.

* Certify that its respective system is designed, managed and operated in compliance with all relevant
federal laws, regulations, and policies.

* Document and maintain jurisdictional and/or system specific security policies and procedures and
produce such documentation in response to official inquiries and/or requests.
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*  Provide physical security and system environmental safeguards for devices supporting system
interoperability with IPAWS-OPEN.

* Ensure physical and logical access to the respective systems as well as knowledge of the COGID
and associated access criteria are only granted to properly vetted and approved entities or
individuals.

*  Where applicable, ensure that only individuals who have successfully completed FEMA-required
training can utilize the interoperable systems to issue alerts and warnings intended for distribution to
the public.

*  Where applicable, document and maintain records of successful completion of FEMA-r d
training and produce such documentation in response to official inquiries and/or requests.

COST CONSIDERATIONS

PROPERTY OWNERSHIP

Each Party agrees and acknowledges that nothing in this Agreet
any proprietary rights in or to the intellectual property of thé'o
nothing in this Agreement shall be construed as creating or roia
license in or to the intellectual property of the other party.

construed as giving a party
arty further agrees that
any implied or express

TIMELINE

ority to Operate (ATO) for IPAWS-OPEN
either signature in the signature block below. Upon

expiration of the IPAWS-OPEN ATO or afterth hichever comes first), this agreement will

expire without further action and system access ges will be revoked. If the parties wish to extend

i iewi ing, and reauthorizing this agreement. This newly

Il earlier ements, which should be referenced above by title and date.

sh to terminate this agreement prematurely, they may do so upon 30 days'

security incident that necessitates an immediate response.

signed agreement superset
If one or both of the partie:
advanced notice or in the eve

SIGNATORY AU

Memeorandum of Agreement. Noncompliance on the part of either organization
concerning the policies, standards, and procedures explained herein may result
ion of this agreement.

ligible_Organization»  Federal Emergency Management Agency
IPAWS OPEN System Owner
Name: Mark A. Lucero
Title: Chief, IPAWS Engineering

Date) (Signature Date)
s_of_Sponsoring_Eligible_Organization»  Attn: IPAWS-OPEN System Owner, Suite 506
«PrimaryPOCStreetAddress» Federal Emergency Management Agency
«PrimaryPOCCity», «PrimaryPOCSState», 500 C Street SW
«PrimaryPOCZip» Washington, D.C. 20472-0001
FEMA Authorizing Official or Designee FEMA CISO or Deputy CISO
(Signature Date) (Signature Date)
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Appendix A

Listing of Interoperable Systems

IPAWS recognizes that Emergency Management organizations may utilize multiple tools to facilitate the
emergency management process. As a result, jurisdictions may need to interoperate with IPAWS-OPEN
using more than one system. In order to comply with DHS policy, all systems interoperating wif
OPEN must be documented and supported by a Memorandum of Agreement. As a resullt thi
must be completed to identify all systems associated with the COG and used for interop:

IPAWS-OPEN. This Appendix must be amended as applicable systems are added or re
operations.

* IPAWS-OPEN

IPAWS-OPEN is the backbone system that

F . the message from one interoperating and/or
wmelon; sender) to another interoperating and/orjinte
recipient).
Location:
Description of data, i (SBU) information and does

including sensitivity or a
classification level: message that flows through
specifically assigned system

message elements. This

system will be assigned unique authentication cr tic
event these credentials are promised, the COG expected to immediately contact the IPAWS
Program Management Office. The systems listed below are only allowed to interoperate with IPAWS-
OPEN based on the criteria within the IPAWS-OPEN Web Service Interface Design Guidance.

*  «Sys1Nam:

Function: «Sy: iction»

«Sys1ServerLocation»

ys1Type» «Sys1COTS» «Sys1Custom» «Sys10ther»
«Sys1Sensitivity»
«Sys1DataDescription»

«Sys2Function»

Lo E «Sys2ServerLocation»

Description of data, «Sys2Type» «Sys2COTS» «Sys2Custom» «Sys20ther»
including sensitivity or | «Sys2Sensitivity»

classification level: «Sys2DataDescription»
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* «Sys3Name»

Function: «Sys3Function»
Location: «Sys3ServerLocation»
Description of data, «Sys3Type» «Sys3COTS» «Sys3Custom» «Sys30ther»
including sensitivity or | «Sys3Sensitivity»
classification level: «Sys3DataDescription»
e «Sys4Name» %
Function: «Sys4Function»
Location: «Sys4ServerLocation»
Description of data, «Sys4Type» «Sys4COTS» «Sys4Custom» «Sy: er»
including sensitivity or | «Sys4Sensitivity»
classification level: «Sys4DataDescription»
* «Sys5Name»
Function: «Sys5Function»
Location: «Sys5ServerLocation»;

Description of data,
including sensitivity or
classification level:

stom» «Sys50ther»

*Add additional tables as ne
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Appendix B

COG Point of Contact Information

Designated COG Primary Point of Contact:

Name: «PrimaryPOCName»

Title: «<PrimaryPOCTitle»
Business Email Address: «PrimaryPOCEmailValue»
Primary Phone Number: «PrimaryPOCTelValue»

Alternate Phone Number:
Organization: «PrimaryPOCOrganization»

Mailing Address: «PrimaryPOCStreetAddress», «Pri O «PrimaryPOCState»,
«PrimaryPOCZip»

Designated Alternate Point of Contact:

Name: «AltPOCName»

Title: «AItPOCTitle»

Alternate Phone Number:

Organization: «TechPOCOrganization»

Mailing Address: «TechPOCStreetAddress», «TechPOCCity», «TechPOCState»,
«TechPOCZip»
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FEMA: Integrated Public Alert and Warning System
Open Platform for Emergency Networks (IPAWS-OPEN)

Contact
Contact Name Number Email Address

Adrian R. Gardner

Donna Bennett

Mark Lucero

Gary Ham

Eric Caldwell

Neil Bourgeois
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Appendix C
IPAWS-OPEN Rules of Behavior

1.0 INTRODUCTION

The following rules of behavior apply to all persons with application access to
«Name_of_Sponsoring_Eligible_Organization» Interoperable System(s) and/or who have been i

Emergency Operations Center — EOC) and at any alternative workplace (e.g., telecommuting
site) using any electronic device including laptop computers and portable electronic devices (P!

flash memory (thumb) drives, external drives, and diskettes. These Rules of Beh:
DHS policies and DHS Information Technology (IT) Security directives and are i

OPEN.

2.0 APPLICATION RULES

2.1 Official Use

IPAWS-OPEN is a Federal application to be

intable for s:guarding all configuration items and information entrusted to them by
ted fo manage the relationship with supporting vendors, consultants and any other
ort on their behalf. In addition, EMA’s will be held accountable in the event of
itive configuration information such as digital certificates. Each EMA
natures used on behalf of the EMA is binding for the EMA and EMA’s

mail addresses provided in connection with interoperable system(s) user accounts must be associated
an approved email account assigned by the user’s emergency management organization. The use of
personal email accounts to support emergency messaging through IPAWS-OPEN is prohibited.

*  Upon approval of the MOA by FEMA, a COG account with COGID and Digital Certificate will be created and
issued to the designated technical representative. All individuals with knowledge of these credentials must
not share or alter these authentication mechanisms without explicit approval from IPAWS.

« Every interoperable system user is responsible for remote access security as it relates to their use of
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IPAWS-OPEN and shall abide by these Rules of Behavior.
2.3 Interoperable System User Accounts and Passwords

* Allusers must have a discrete user account ID which cannot be the user’s social security number. To
protect against unauthorized access, passwords linked to the user ID are used to identify and authenticate
authorized users.

*  Accounts and passwords shall not be transferred or shared. The sharing of both a user ID an
password with anyone (including administrators) is prohibited.

*  Accounts and passwords shall be protected from disclosure and writing passwords down'@r electror
storing them on a medium that is accessible by others is prohibited.

* The selection of passwords must be complex and shall:
o Be atleast eight characters in length
o Contain a combination of alphabetic, numeric and speci: cter

o Not the same as any of the user’s previous 8 passwordk

«  Passwords shall not contain any dictionary word.

, pet, child, or fictional character.
number, birth date, phone
reator of the password.

Passwords shall not contain any proper noun or the name

dition to ?stead asswords, should follow the same guidelines.
* Passwords shall not e same as the User ID.

orkstations when unattended.

automatic lockout period for accounts locked due to failed login attempts shall be set for a minimum of
ity (20) minutes.

process shall exist for manually unlocking accounts prior to the expiration of the twenty (20) minute period,
after sufficient user identification is established.

«  Sessions shall automatically be terminated after sixty (60) minutes of inactivity.
* Users are required to change their passwords at least once every 90 days.

« Passwords must be promptly changed whenever a compromise of a password is known or suspected.
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2.4 Integrity Controls & Data Protection

*  All computer workstations accessing IPAWS-OPEN must be protected by up-to-date anti-virus software.
Virus scans must be performed on a periodic basis and when notified by the anti-virus software.

«  Users accessing interoperable system(s) to utilize IPAWS-OPEN must:

o Physically protect computing devices such as laptops, PEDs, blackberry devices, smartphones,
etc;

o  Protect sensitive data sent to or received from IPAWS-OPEN;

o Not use peer-to-peer (P2P) file sharing, which can provide a mechanism for i f
viruses and put sensitive information at risk;

o Not program computing devices with automatic sign-on sequences, pass s or af S
credentials when utilizing IPAWS-OPEN.

Users may not provide personal or official IPAWS-OPEN information solicited by e-mai
received from any source requesting personal information or asking to veri
credentials, immediately report this and provide the questionable e-mail to
«Name_of_Sponsoring_Eligible_Organization» Help Desk.

If e-mail messages are

«  Only devices officially issued through or approved by DI
organizations are authorized for use to lnteroperate vvlth |

|nact|v|ty

« If sensitive information is processed, store
approved encryption methods.

2.5 System Access Agreem -é

am gi\ iccess to the interoperable system(s) and IPAWS-OPEN to perform my official

information or applications | am not authorized to access nor bypass

wingly allow other individuals to use my account credentials to access the
(s) and IPAWS-OPEN.

leter others from gaining unauthorized access to sensitive resources, | will log off or lock my
rkstation or will use a password-protected screensaver whenever | step away from my work
for a short time and | will log off when | leave for the day.

revent others from obtaining my password via “shoulder surfing”, | will shield my keyboard from view as
‘enter my password.

* | will not engage in, encourage, or conceal any hacking or cracking, denial of service, unauthorized
tampering, or unauthorized attempted use of (or deliberate disruption of) any data or component within the
interoperable system(s) and IPAWS-OPEN.

e |agree to inform my Local System Administrator when access to the interoperable system(s) and/or IPAWS-
‘OPEN is no longer required.
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e |agree that | have completed Computer Security Awareness training prior to my initial access to the
interoperable system(s) and IPAWS-OPEN and that as long as | have continued access, | will complete
Computer Security Awareness training on an annual basis.

2.6 Accountability

* | understand that | have no expectation of privacy while using any services or programs interoperating with
IPAWS-OPEN.

* | understand that | will be held accountable for my actions while accessing and using interoperz
system(s) and IPAWS-OPEN, including any other connected systems and IT resources.

* lunderstand it is my responsibility to protect sensitive information from disclosure to ul ol
or groups.
* | understand that | must comply with all software copyrights and licenses, PAWS-

OPEN.
2.7 Incident Reporting

e | will promptly report IT security incidents, or any incidents
to the Local System Administrator and/or the «Name,
Desk.

misuse of systems
_Organization» Help

3.0 IPAWS-OPEN Rules of Behavior Statement of At

of Behavior. | understand that the terms of this
ie_of_Sponsoring_Eligible_Organization»
ices and that if | fail to abide by the terms of these
'ormation systems may be terminated and | may be

I have read and agree to comply with the reqdire
‘agreement are a condition of my initial and cont
Interoperable System(s) and IPAWS-OPEN and
Rules of Behavior, my access to any and all IPAWS-

subject to criminal or civil prosegiition. | have and pres
concerning my access.

Name (Print):

Signature: Q Date:
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