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Policy Guidance  

It is the policy of the United States to enhance the security and resilience of the Nation's 
critical infrastructure and to maintain a cyber environment that encourages efficiency, 
innovation, and economic prosperity while promoting safety, security, business 
confidentiality, privacy, and civil liberties. We can achieve these goals through a partnership 
with the owners and operators of critical infrastructure to improve cybersecurity 
information sharing and collaboratively develop and implement risk-based standards. 
 

  White House 
  Executive Order 13636 
  February 12, 2013   

We cannot hope to keep up if we adopt a prescriptive regulatory approach. We must 
harness the dynamism and innovation of competitive markets to fulfill our policy and 
develop solutions.  We are therefore challenging private sector stakeholders to create a 
“new regulatory paradigm” of business-driven cybersecurity risk management.   
 

  FCC Chairman Tom Wheeler 
  American Enterprise Institute 
  June 12, 2014   



Advisors  
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Key Elements of WG4 Charge  
• Develop voluntary mechanisms which give the FCC and the public assurance that 

communications providers are taking the necessary steps to manage cybersecurity 
risks across the enterprise; 

• Such assurances:  

 (1) can be tailored by individual companies to suit their unique needs,        
       characteristics, and risks (i.e., not one-size-fits-all),  

 (2) are based on meaningful indicators of successful (and unsuccessful)        
       cyber risk management (i.e., outcome-based indicators as opposed to        
       process metrics), and  

 (3) allow for meaningful assessments both internally (e.g., CSO and senior        
       corporate management) and externally (e.g., business partners). 

• Demonstrate how communications providers can reduce cybersecurity risks through 
the application of the NIST Cybersecurity Framework or an equivalent construct.   

• Develop implementation guidance to help communications providers use and adapt 
the Cybersecurity Framework developed last year by the National Institute of 
Standards and Technology (NIST). 

 



Report Organization 

• Report organized around the key elements in 
the WG4 Charge 

• Includes Communications Sector 
Implementation Guidance 

• Contains Summary Report with stand-alone  
Segment and Feeder Subgroup Appendices 
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Report Flow 

Conclusions drawn from those findings  

Actionable recommendations to the FCC  

Segment/Feeder Subgroup Findings 



Voluntary Mechanisms 
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1. FCC-initiated confidential company-specific meetings to include DHS as our Sector-
Specific Agency (SSA):   

 

• Companies that agree to participate would discuss efforts by the organizations to develop 
risk management practices consistent with the NIST Cybersecurity Framework or 
equivalent constructs.   

• Companies would share information regarding cyber threats or attacks on their critical 
infrastructure, and the organizations’ effort to respond or recover from such threats or 
attacks. 

•  Companies that choose to participate in this program would be afforded the protections 
that are given by the federal government to critical infrastructure owners and operators 
under the PCII program or a legally sustainable equivalent.   

 

“This voluntary mechanism represents a new level of industry commitment intended to promote 
additional transparency, visibility, and dialogue with appropriate government partners and our 
regulator in the area of cybersecurity risk management.”   
     CSRIC IV Working Group 4 Final Report 
     Executive Summary 



Voluntary Mechanisms 
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2. Expanded Sector Annual Report:    

 

• The Sector recognizes that the increasing frequency, sophistication, and destructive 
nature of cyber-attacks spurs concerns about what companies are doing to manage 
their cybersecurity risks.   

• The Measurement subgroup recommends that the Communications Sector 
Coordinating Council (CSCC), include information on the cybersecurity of critical 
communications network infrastructure in future drafts of the Sector Annual Report  
starting in 2015.  

•  The SAR would then be provided to DHS, which is the communications sector’s SSA, 
and the Government Coordinating Council (GCC), which includes the FCC. 

“This new voluntary mechanism reflects a material enhancement to the existing SAR because it 
would provide greater insight into the threats posed to the sector, and the actions taken to ensure 
continued availability of the core network infrastructure and the critical services that depend on its 
availability and integrity.”  
     CSRIC IV Working Group 4 Final Report 
     Executive Summary 



Voluntary Mechanisms 
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3. Active Participation in DHS C3Outreach and Education: 

 

• DHS created the Critical Infrastructure Cyber Community C³ Voluntary Program in response to a 
directive contained in Executive Order 13636. The Program emphasizes three C’s:  

• Converging critical infrastructure community resources to support cybersecurity risk 
management and resilience through use of the Framework; 

• Connecting critical infrastructure stakeholders to the national resilience effort through 
cybersecurity resilience advocacy, engagement, and awareness; and 

• Coordinating critical infrastructure cross sector efforts to maximize national cybersecurity 
resilience.   

• The  Communications Sector will develop a series of webinars and other reference materials to 
advance the use of the Framework through the implementation guidance contained in this 
report and from other sources.  

 “The goal is to increase awareness by sector enterprises, guide their use of the NIST CSF and explain the 
innovative processes, solutions, and lessons learned from the communication sector’s leaders in using 
the Framework.”  
     CSRIC IV Working Group 4 Final Report 
     Executive Summary 



Comm Sector Implementation 
Guidance and Resources 
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Implementation Guidance and Resources 
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Governance: 

 

• The NIST Framework emphasizes the importance of taking a holistic approach to cybersecurity, 
viewing it as an enterprise-wide, strategic risk management matter, rather than as a narrow 
information technology (IT) or network management domain.  

 

• For many companies, establishment of a dedicated cross-enterprise cybersecurity risk 
governance function can facilitate this key objective. Such a governance authority should be 
sufficiently representative of the organization to achieve the following: 

 

– Identify potential risks and a variety of risk tolerance perspectives;  

– Apply independence and authority to risk management activities;  

– Ensure transparency through the risk decision making and implementation process; 

– Define and communicate the enterprise’s risk tolerance; and 

– Continually adapt and assess cybersecurity risk management goals and objectives. 

 
“While the specific structure and operational practices of these governing bodies can and will vary among individual 
companies, the foundational principle is that every company should treat cybersecurity as a key component of overall 
enterprise risk management.” 
     CSRIC IV Working Group 4 Final Report 
     Executive Summary 
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Companies are urged to: 

 

• Review the WG4 report and use its analytical process to adapt the NIST Cybersecurity 
Framework approach to cybersecurity risk management to their own operations and networks; 

• Distribute the NIST Cybersecurity Framework and appropriate components of the WG 4 report 
to company officers and personnel whose duties encompass cybersecurity management and 
operations; 

• Ensure that operators and vendors in every layer of the TCP/IP model conduct their operations 
with cybersecurity diligence, to prevent and respond to attacks on their networks and 
operational support systems; and 

• Recognize that threat knowledge is power and consider adopting a threat intelligence handling 
model to enhance protection of critical infrastructure. This includes sharing more detailed 
threat intelligence information with trusted stakeholders to improve information gathering for 
use in threat analyses and cyber risk management decision-making. 

 

 

In addition to the segment-specific guidance provided to broadcast, cable, satellite, wireless and wireline 
companies through the industry segment subgroup reports, WG4 also developed cyber risk management 
recommendations that apply to the sector across-the-board. 



Comm Sector Implementation 
Guidance and Resources 
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TOP CYBER THREATS AND VECTORS 

SMALL AND MEDIUM BUSINESS 

MEASUREMENT 

REQUIREMENTS AND BARRIERS 

CYBER ECOSYSTEM AND DEPENDENCIES 



• Identifies key financial, technical, legal/policy, and operational barriers for 
22 CSF Categories based on Segment and SMB feedback. 
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Implementation Guidance and Resources 

9.6 Requirements and Barriers to Implementation 



• Over 100 pages outline sector-specific operational and technical resources 
needed to implement NIST CSF for all 98 Sub-Categories.  
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Implementation Guidance and Resources  

9.6 Requirements and Barriers to Implementation 



• Multiple depictions of the Internet and comm sector ecosystem, for 
example: 
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Implementation Guidance and Resources  

9.7 Cyber Ecosystem and Dependencies 



• Common known attacks and vectors across the Internet stack. 
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Implementation Guidance and Resources 

9.7 Cyber Ecosystem and Dependencies 



• Identifies major Comm sector ecosystem dependencies: 
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Implementation Guidance and Resources 

9.7 Cyber Ecosystem and Dependencies 



• Includes textual descriptions for 27 Internet and Comm sector ecosystem 
stakeholders. 
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Implementation Guidance and Resources  

9.7 Cyber Ecosystem and Dependencies 



• Identifies internal process flow to create or update measures. 

• Identifies process flow to review requests for additional measures. 
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Implementation Guidance and Resources 

9.8 Measurement 

Requester

Measurement Input 

Form: Problem to be 

Solved – With Defined 

Need for Metric 

Solution Identified 

Standards 

Body or 

Industry 

Group

Standards Body 

Returns Formal 

Position, with 

metric 

definition, to the 

Metrics Board 

of Review 

Standards 

Body or 

Industry 

Group

Assigned to 

Appropriate Industry 

Advisory  Group(s)

ATIS 

CSRIC Working Group

M3AAWG

Etc.

Pilot Program

Case Study

Standards Body 

Provides 

Structure for 

Case Study or 

Pilot Program 

Iterate with 

Board of Review 

Feedback

Iterate with 

Board of Review 

Feedback

Example Definition 

Data Filed with Industry Group under NDA

Anomomized

Technology Agnostic

  Industry Standard for 

Voluntary Metric

(Non-Recurring 

Agreement)

· What Makes a 

Good  Metric?

· Well Established?

· Int’l as Well as 

Domestic 

Application?

· Defined by Outside 

Experts?

· Help Requester 

Where and How to 

get Quality Data.

· Etc.

Voluntary Metric 

Framework 

Document 

(Recurring 

Document)

· Purpose of 

requested Metric?

· Metric 

Application?

· Aggregate data?

· ISP’s already 

Collecting? 

· How reported?

· ISP Comparative  

Data Envisioned?

· Etc.

Measurement of 

Success 

Managed Process 

Metric Option

1)

2)

3)

4)

Cyber Governance 

Group

Standing Review 

Group

(e.g. 

Communications 

Sector 

Coordinating 

Council (CSCC), 

Cyber Committee

Major ISPs)



• Identifies what an SMB needs to protect, who has responsibility for a given 
task, and how an SMB can protect its core network and critical 
infrastructure. 

• Use cases from Broadcast and Cable/Wireless/Wireline segments to 
illustrate steps taken by SMBs in using the NIST CSF. 

• Identifies highest priority NIST CSF subcategories for SMBs, for example: 
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Implementation Guidance and Resources 

9.9 Small and Medium Business 



• Identifies extensive list of tools, templates, reports, websites, etc., that can 
assist SMBs with their cybersecurity efforts, for example: 
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Implementation Guidance and Resources 

9.9 Small and Medium Business 



• Identifies anatomies of typical attacks, for example: 
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Implementation Guidance and Resources 

9.10 Top Cyber Threats and Vectors 



• Identifies an illustrative threat intelligence/information sharing process to 
aid an organization with making decisions and taking appropriate action: 
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Implementation Guidance and Resources 

9.10 Top Cyber Threats and Vectors 



Key Recommendations for FCC 
Consideration 
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The following recommendations are consistent with the Federal Advisory Committee Act 
(FACA) rules under which CSRIC operates. These recommendations were developed with 
the intention of working with the FCC and other U.S. government agencies to enhance 
cybersecurity risk management competencies and to make useful resources available to 
enterprises across the broad communications sector.  

 The FCC should promote the voluntary use of the NIST CSF amongst all 
communications sector members, large and small, as well as across other critical 
infrastructure sectors that are interdependent with the communications sector. 
 

 The FCC should encourage  the dissemination of the NIST Framework and the WG 4 
report to appropriate communication sector member organizations, and in particular, 
to management and staff with cybersecurity management and operational 
responsibilities. 

 
 The FCC should work to coordinate and rationalize Framework related federal/state 

government initiatives to ensure efficient use of critical and scarce cybersecurity 
resources. 
 



Key Recommendations for FCC 
Consideration 

27 

 
 The FCC should leverage the resources and capabilities of the three primary 

communications sector organizations (i.e. NSTAC, CSCC/GCC, Comm-ISAC) to promote 
voluntary participation in risk management initiatives across all communications 
segments and providers.  
 

 The FCC should promote the sustained voluntary collaboration and facilitate the 
sharing of cybersecurity threat information. This can be accomplished by working with 
the communications sector members and other relevant agents of the U.S. 
government to identify and mitigate technical, operational, financial and legal barriers 
to cyber information sharing. 
 

 The FCC should further evolve the understanding of the changing threat landscape, 
sector ecosystem dependencies, and harmonization with previous CSRIC best practices 
and the NIST CSF. 

 
 



Key Recommendations for FCC 
Consideration 
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 The FCC should promote an industry threat intelligence handling model (referenced in 

this report), or an equivalent construct by organizations intending to use threat 
intelligence to maintain cybersecurity, protect critical infrastructure and protect critical 
data from rapidly evolving cyber threats. 
 

 The FCC should encourage communications sector members  to share relevant threat 
intelligence information (consistent with applicable law) with appropriate 
stakeholders, thus enabling more efficient and scalable threat information gathering 
for use in threat analyses and cyber risk management decision-making. 
 

 The FCC should further explore the considerations and accommodations that are 
required for Small and Medium business (SMB) to implement the NIST Cybersecurity 
Framework and provide macro-level assurances to the FCC and the public.  
 

 The FCC should adopt availability of the critical communications infrastructure as the 
meaningful indicator of cybersecurity risk management.   
 



 
Implementation Guidance and Resources 
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• Includes an analysis of the four primary types of broadcast operations ( i.e., 
small radio station, local TV broadcast station, station hub and broadcast 
network) with their risks. 

• Identifies suggested NIST Framework priorities for each type. 

• Provides a set of questions and use cases for broadcast companies to use in 
applying the framework to their business. 

9.1 Broadcast Segment report: 

1.What are you trying to protect? 
 
2.Who is responsible/involved in the 
process? 
 
3. How do you tackle the Framework/ 
What do you do first? 
 
4.How did you determine what 
categories and subcategories are the 
most important /How did you 
implement the Framework guidance? 
 
5. What are your plans for the future 
in regard to progressing in maturity? 
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• Focuses its scope on Cable Core Network as that which would have the 
greatest national or regional impact on service availability. 

• Identifies all the NIST subcategories as in-scope and also identifies the 24 
suggested highest priority practices for the Cable Segment. 

• Includes a generic profile of the 24 priority practices with their anticipated 
outcomes.  

 

9.2 Cable Segment report:  
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• Provides a suggested list of NIST subcategories that apply to the segment 
along with their application, difficulty to apply and effectiveness.  

• Includes an illustrative use case on how the NIST Identify, Protect, Detect, 
Respond, and Recover Framework can be used. 

• Links to references of interest to the Satellite Segment. 

 

9.3 Satellite Segment report:  

8. Appendix: Informative References  
 
DoD 8581.01 — Information Assurance Policy for Space Systems Used by the 
Department of Defense; http://www.dtic.mil/whs/directives/corres/pdf/858101p.pdf  
NIST SP 800-53 — Recommended Security Controls for Federal Information Systems; 
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf  
FIPS Publication 200 — Minimum Security Requirements for Federal Information and 
Information Systems;  
http://csrc.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf  
NIST SP 800-30 — Guide for Conducting Risk Assessments; 
http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf  
ISO/IEC 27001 — Information security management systems — Requirements; 
http://www.iso.org/iso/catalogue_detail?csnumber=54534  
ISO/IEC 27002 — Code of practice for information security management; 
http://www.iso.org/iso/catalogue_detail?csnumber=54533  
NIST SP 800-37 — Guide for Applying the Risk Management Framework to Federal 
Information Systems;  
http://csrc.nist.gov/publications/nistpubs/800-37-rev1/sp800-37-rev1-final.pdf  
Department of the Navy Chief Information Office (DON CIO) Acquisition Information 
Assurance Strategy;  
http://www.doncio.navy.mil/ContentView.aspx?id=4180  
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• Provides a suggested list of NIST subcategories in scope for large 
organizations in the segment, and lists the top, mid and tertiary priorities.  

• Lays out an illustrative use case and a generic profile with top priority 
subcategories and their corresponding outcomes applied to the segment. 

• Includes challenges and links to references of interest specific to the 
Wireless Segment. 

 

9.4 Wireless Segment report:  

7.7  Challenges to Overcome  
 

7.7.1. As it relates to challenges to be overcome, the 
Wireless Segment defers to the conclusions defined in 
this report by the Barriers Feeder Sub-group, and adds 
the following wireless specific items:  
 
7.7.1.1. The threat landscape in wireless varies and is 
different from traditional wireline or other segment 
environments and therefore use and conformity to 
the NIST Framework will vary and must be adapted for 
wireless entities.  
 
7.7.1.2. The diversity of technology (i.e. 2G, 3G, 4G 
and WiFi) serves to create a complex environment 
that is global in scope where mobile devices can roam 
anywhere in the United States, and from the United 
States to other countries around the globe, and  
 
7.7.1.3. The wireless ecosystem is highly diversified 
across OEMs, platform providers, Operating System 
providers, service providers and Over-the-top 
providers  
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• Identifies suggested priority subcategories, and lays out a generic profile 
along with their anticipated outcomes. 

• Analyzes the NIST subcategories for applicability to the segment, its 
application, criticality and difficulty to implement. 

• Provides a crosswalk of NIST framework to CSRIC best practices. 

 

9.5 Wireline Segment report:  
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