A and look forward to working
Gﬁ? ‘colleagues to accomplish this
¥

-8, on the subject of the Coast
e authorization bill, I would also
“”20 mention that we Alaskans are
ke:sed with the new Cammandant,
y Robert Kramek, who took over
dm‘dm;m} Kime on June 1, 1994.
- for A Kramek served as Chief of
- A Engineering for the 17th District
N neau, receiving a masters degree
A the University of Alaska, and
1 gerved as Commanding Officer
% a high endurance cutter on en-
Awnt missions in the North Pa-
: :1 o and Bering Sea. .
.~ We look forward to working with Ad-
- iral Kramek, and are glad that he
wings Alaska experience to his new

job.
- Thank you.

© By Mr. LEAHY: -

8. 2375. A bill to amend title 18, Unit-

« States Code, to make clear a tele-

upnications carrier’s duty to co-

in the interception of commu-

gieations for law enforcement pur-
and for other purpeses; to the

82 DIGITAL TELEPHONE ACT OF 1994
Mr. LEAHY. Mr. President, there was

1 wnted to listen in to what crimingls
§-were saying, .the local sheriff could
- &ve down the road, climb on the top

'} mto x telephone wire, put on the ear-
E Jones and know what was being said.
E - Alot has changed since that time.
" One of the things that changed, of
touree, is that we  passed legislation

: they could listen in and who could be
; avesdropped on. We made it very
 tlear: You had to apply to a court and
J awarrant, We set good standards to
| wotect your privacy, my privacy, the
. vy of everybody in-this: country.
§ Jothe standards are there, but the al-
| Ugator clips have changed. - S

* fone line, you probably would just

f U0, MA, who wants to talk with & sup-
p lier i,
[
1 Yettal signal, which is nothing more
2 oneg ang zeros. This conversation
Ty go thlrfngh'a half-dozen .dif{’ei'ent
m‘“ﬂ- ' Inay go any way but .a
wAight line from Boston to Florida,
& lot of it could be over fiber optie
Qbles, And
f:‘:“ table, even if you could find the
g Versation. out of several thou-
 upe CBVersations carried over the
E i, >0le that was the one the court
My dllowed you to tap, you might
g~ 10 but a buzz. That 1s not
¢ 0 help much to catch that drug
i ' ' -op to
0D o

- assassination or stop
- Mer seuons .

felony. -

| Yow, with digital transmissions, if
£ T were t0'go down and listen in on a

and

time when law enforcement, if they.

§ of bis car, piug a couple alltigator clips-

lying out who could eavesdrop, when -

;b‘"aloud buzz. A drug dealer in Bos- -

Dade County, FL, may pick up *
Phone that may send cut a

even if you could find the-

stop that kidnapping or -

' nologies. :
One of the things that allows us tg -
. compete with the rest of the world, es-
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Because of this loss of abllity to keép
up with technology, Louis Freeh, the
FBI Director, said, **“The number one
law enforcement, public safety, and na-
tional security issue facing us today”™
is preserving the ability to conduct
wiretaps. = )

B0 what I am doing is intreducing a
bill that will give our law enforcement

.agencies back the confidence that when

they get a wiretap order, they willt be
able to do their jobs and earry out the
order. This will allow wiretaps under

court orders to be able to be used even

with the new digital technology and
.other emerging telecommunications
technologies. This bill will not impede
new technologies but ensure they will
not-'confound legitimate law enforce-
ment needs. ) o )
Now when this was first proposed—
first in the last administration and
early om in this administration—I op-
posed the idea, because it appeared to

me that not only were there inad-.

‘equate safeguards to protect the indi-
vidual privacy of all of us, but I was
very concerned that it was going to set
up the Justice Departmnent as same
kind of a traffic cop on new tech-

peetially in our ability to export, is the
genius of our technology and our abil-

ity to fashion new technology. I was

coneerned that we would no longer be

‘able to do so and that the Justice De-
partment could say, “Hold it, we don’t

want you to put in speed dial, we don't
want you to put in call f or

‘anything else because it doesm’t fit

what we want.” :
This worried me, because, unfortu-
nately, the Pederal Govermment has

adamantly and steadfastly stayed 10 to.

15 years behind most tech-
nologies. We have seen it -bere in the
Senate, where we have had to-use anti-

quated computer systems. We have

seen it at the Department of Defense,
‘where they havé communications sys-
tems that look like they are something
out of World War II and not out of the
Star Wars they talk about.

Private industry has gone way ahead
of the Federal Government in tech-
nology and computers and tele-
communications, and 1 did not want it
held back. - : ’

So what we have done now is put to-
gether a bill-Congressman EDWARDS,
in the House, and myself—that will

‘belp law .enforcement. But it also con-

tains. important expansions of privacy
protection for transactional informa-

tion, mabile phone communications,

certain. radio-based communications,
and will not impede technology. -
Regarding the issue of digital teleph-
ony, it should be noted we came an
enormous way afier countless meetings
and literally hundreds of hours of work
by people in the private sector, law exn-
forcement, FBI Director Freeh, Mem-
bers-of the House and Senate and staff.
But throughout all of tais, the person
who worked tirelessly and was involved
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in every single part of it was, and is,
attorney Beryl Howell of the Judiciary
Committee staff assigned to my Sub-
committee on Technology and the Law.

Beryl Howell is a former prosecutor
from the U.S. attorneys office in New
York. She is a tremendous litigator,
brilliant lawyer, and I think it is safe
to say that without her work and her
dedication, we wonld not be introduc-
ing this bill today.

Now that the crime conference is
con¢luded, we expect t0 .be considering
the conference report shortly. The
‘crime bill does not confront what Louis
Freeh, the FBI Director, has identified
as *“‘the numniber one law enforcement,
public safety, and national security
issne facing us today.”

That issue is wiretaps, and law en-
forcement’s losing battle to keep up
with new technologies that undermine
its capability to use this powerful tool
in its crime-fighting arsenal. .

There is no doubt that wiretaps can
produce powerful evidence against our
most dangerous criminals. Instead of
making deals with other criminals, or -
putting innocent bystanders at risk in
order t0 have witnesses who can testify
about a defendant’s crimes, the police
use wiretaps to catch and convict
criminals with secretly taped words
from their own mouths. i -

But the FBI and other law enforce-
ment agencies have told Congress that
their ability to use this tool is being

- undercut by new communications fea- .

tures and services that were designed
‘with no thought as to how they might
affect law enforcement. - - .
Over the past few months, I have
worked closely ~with Representative
DoON EDWARDS, chairman of the House
Judiciary Subcommittee on Civil and
-Constitational Rights, to write the bil?
I introduce today that addresses the
No. 1 problem facing law enforcement
today. Industry groups, privacy anad
Civil lberties experts, and the FBI'
“Bave worked diligently with us in this

effort, and I applaud them for under- -

taking this difficult task. I look for- -
ward to hearing from these groups at a -
joint hearing with DoN EDWARDS” Sub-
committee this Thursday, with a view
to making this bill even better. : :

My goal in this legislation is to as-
sist legitimate law enforcement needs
without jeopardizing privacy rights or
frustrating the development of new
communications technologles or the.
competitiveness of America’s high-
technology industry. I believe this bitt
achieves that goal.
. 'This 18 not the first time that Con-
gress-has had to take a close look at
the wiretap statute to take into ac-
count developments in communica-
tions technology and the.structure of
‘the telecommunications industry. We
last did so in 1986 when we passed the
Electronic Communications Privacy
Act. " - : S -

‘This law extended the reach of the
Federal wiretap law, and its privacy
protections, to  electronic mail and
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er.f,o-computer communica-

»

eme and other Members of Con-
to consult about a proposal to re-
> our wirétap law anew in the face of
o asing pace of advances in tele-

o ents to execution of court-or-
pedim wiretaps. The Clinton adminis-
"‘”&‘fm followed up last March by send-
‘Congress proposed legislation that
ing gignificant improvements to an
lizr Bush administration draft pro-
oar We have built on those improve-
nts to address the significant con-
e that remained. ,
t, to ensure law enforcement’s

continued ability to conduct court-au-

: eﬂ;:’e' mizeng digita) technologies, the bill

" gots forth four wiretap capability re-
2 uirements that telecommunications
O ers would be required to meet.
" qmis means that when the phone com-
panies set about designing and deploy-
" {ng new services or features, they must
“consider law _ enforcement’s  needs
¢ among the numerous other factors that
© go into such designs.

427 Just as phone companies make sure
* wpat when they plug-in new services,
I the phone system is not shorted-out, so
¥ to0 we do not want to shortchange the
.~ American people’s need for effective
I lawenforcement. . _

i Second, on the privacy front, the bill
. ‘gxpands privacy and security protec-
* tions for our telephone and computer
“ communications in ways that were

- firgt recommended to me by a privacy -

and technology task force I organized
in 1991. The protections of the Elec-

tronfic Communications Privacy Act’

‘are extended .to cordless phones and
-¢ertain .data communications trans-
. mitted by radio. : .

" In addition, this bill increases the
protection for transactional data on
electronic communications services by
requiring law enforcement to get a
court order for access to those records.

The bill further protects privacy by
requiring telecommunications systems

.t protect communications not author-
1264 to be intercepted and by restrict-

ing the ability of law enforcement to

use pen register devices for tracking
purposes or for obtaining transactional
information. Finally, the bill improves
the privacy. of mobile phones by ex-
- banding criminal penalties for stealing
the service from legitimate users.
Third, to encourage innovation in
telecommunications services, the bill
states expressly that law enforcement
agencies may not require the specific
design of telecommunications systems
Or features, nor prohibit adoption of
any stuch design, by any telecommuni-
cations provider. .
The bill sets up a mechanism for en-
Suring law enforcement’s wiretap capa-
" bllity needs while at the same time de-
ferring to industry to decide how best
% meet law enforcement's wiretap
heeds. No Government official will be

FBI. Director Freeh -

;ﬁ;‘;ﬁwﬂom technology and im--

wiretaps in light of new and .
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put in chatge of the future of our tele-
communications industry.

This legislation leaves it to industry
in the first instance. -

But I also do not want industry and
law enforcement representatives to get
together in some back room and figure
out how to wiretap America. It is im-
portant that this process be subject to
public scrutiny, oversight, and ac-
countability. This bill accomplishes
this by requiring any standards or
technical requirements. that industry

adopts. to ensure wiretap capability be -

publicly available.

Furthermore, this bill avoids putting
industry in the position of guarantee-~
ing wiretap capability, with failure
punished by stopping a service or fea-
ture that consumers want. If industry
is ready to deploy a new phone feature
or service, but cannot yet figure out
how to give law enforcement access for:
lawful wiretaps, a court must take that
into consideration and may not stop
deployment of the service. On the other

~hand, if industry can fix the service to

assist law enforcement, it must do so.

This bill preserves a legitimate law
enforcement tool without jeopardizing
privacy rights or frustrating innova-
tion and the development of new tech-
nologies or undercutting the competi-
tiveness of America’s high-téchnology
industries. : .

Mr. President, I ask unanimous con-
sent that the legislation and a section-
by-section analysis be inserted in the
RECORD.

There being no objection, the mate-

rial was ordered to be printed in the
RECORD, as follows: o
-8. 2375 .

" Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled, o
SECTION 1. INTERCEPTION OF DIGITAL AND

’ OTHER COMMUNICATIONS. - .
(a) IN GENERAL.—~Part I of title 18, United

States Code, is amended by inserting after

chapter 119 the following new chapter:

“CHAPTER 120—-TELECOMMUNICATIONS
CARRIER ASSISTANCE TO THE GOVERN-
MENT

“Sec. ,

“2601. Definitions.

*2602. Assistance capability requirements.

“2603. Notices of capacity requirements.

“2604. Systems Security and integrity.

2605. Cooperation of equipment manufac-

- turers and providers of tele-
communications support serv-
ices. :

''2606. Technical requirements and stand-
ards; extension of compliance
date.

. “2607. Enforcement orders. -

*2608. Reimbursement of

. cations carriers,
“§ 2601. Definitions

“/(a) DEFINITIONS.—In this chapter—

*‘the terms defined in section 2510 have, re-
spectively, the meanings stated in that sec-
tion. : )

" ***call-identifying information’'—

“(A) means all dialing or signalling infor-
mation associated with the origin, direction,
destination, or termination of each commu-
nication generated or received by the sub-
scriber equipment, facility, or service of a
telecommunications carrier that is the sub-

telecommuni-
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iect of a court order or lawful authorization;
ut

‘(B) does not include any information that
may disclose the physical location of the
subscriber (except to the extent that the lo-
cation may be determined from the tele-
phone number).

**‘Commission’ means the Federal Commu-
nications Commission.

‘“‘government’ means the government of
the United States and any agency or instru-
mentality thereof, the District of Columbia,
any commenwealth, territory, or possession
of the United States, and any State or politi-
cal subdivision thereof authorized by law to
conduct electronic surveillance.

***information services'—

*'(A) means the offering of a capability for
generating, acquiring, storing, transforming,
processing, retrieving, utilizing, or making
available information via telecommuni-
cations; and

‘(B) includes electronic publishing apd
messaging services; but

“(C) does not include any use of any such
capability for the managemept, control, or
operation of a telecommunications system
or the management of a telecommunications
service.

‘‘provider of telecommunications support

- services’ means a person or entity that pro-

vides a product, software, or service to a
telecommunications carrier that is integral
to such carrier’s switching or transmission
of wire or electronic communications. :

“‘telecommunications carrier’—

‘“(A) means a person or entity engaged in
the transmission or switching of wire or
electronic communications as a common
carrier for hire (within the meaning of sec-
tion 3(h) of the Communications Act of 1934
(47 U.8.C. 153(h))); and

*(B) includes— )

*(1) & person or entity engaged in providing .
commercial mobile service (as defined in sec-
tion 332(d) of the Communications Act of 1934
(47 U.8.C. 332(d))); and . .

“/(11) a person or entity engaged in provid-
ing wire or electronic communication
switching or transmission service to the ex-
tent that the Commission finds that such
service is a replacement for a substantial
portion of the local telephone exchange serv-
ice and that it is in the public interest to
deem such a person or entity to be a tele-
communications carrier for purposes of this
chapter; but . :

“(C) does not include persons or entities
insofar as they are engaged in providing in-
formation services. .

“§2602. Assistance capability requirements
*(a) CAPABILITY REQUIREMENTS.—Except 43
provided in subsections (b), (c), and (d) of
this section, and subject to section 2607(c), a
telecommunications carrier shall ensure
that its services or facilities that provide a
customer or subscriber with the .ability to

.originate, terminate, or direct communica- .

tions are capable of— :

*(1) expeditiously isolating and enabling
the government to intercept, to the exclu-
sion of any other communications, all wire
and electronic communications carrjed by
the carrier within a service area to or from
equipment, facilities, or services of a sub-
scriber of such carrier concurrently with
their transmission to or from the subscrib-
er’s service, facility, or equipment or at such
later time as may be acceptable to the gov-
ernment; . )

*(2) expeditiously isolating and enabling
the government to access call-identifying in-
formation that is reasonably available to th
carrier—

*‘(A) before, during, or immediately afte
the transmission of a wire or electronic com-
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munication (or at such later time as may be
acceptable to the government), and .
«(B) in & manner that allows it to be asso-
ciated with the communication to which it
rtains, ’ ) :
gcept that, with regard to information ac-
pired solely pursuant to the am.hox_-my for
n registers and trap and trace devices (as
defined in section 3127), such call-identifying
information shall not include any informa-

tfon that may disclose the physical location .

“of the subscriber (except to the extent that
the location may be determined from the
telepbone number), o :
w(@) delivering intercepted communica-
sons and call-identifying information to the
government in a format such that they may
be transmitted by means of facilities or serv-
jces procured by the government to a loca-
tjon other than the premises of the carrier;

d .
aq‘@) facilitating authorized communijca-
tions interceptions and access to call-identi-
fying information unobtrusively and with a
minimum of interference with.any subscrib-
er's telecommunications service and in a
manner that protects—

“(A) the privacy and security of commu-.

pications and call-identifying information
pot authorized to be intercepted; and

«(B) information regarding the govern-
ment's interception of communications and
access to call-identifying information.

(b) LIMITATIONS.— .

. (1) DESIGN OF FEATURES AND SYSTEMS CON-
FIGURATIONS.—This chapter does not author-
ize any law enforcement agency or’ officer—

“(A) to require any specific design of fea-
tures or system configurations to be adopted
by providers of wire or electronic commu-
pication service, manufacturers of tele-
communications equipment, or providers of
telecommunications support services; or

*(B) to prohibit the adoption of any fea-
tare or service by providers of wire or elec-
wonic communication service, manufactur-
ers of telecommunications equipment, or
providers of telecommunications support
services. :

“#(2) INFORMATION SERVICES AND INTER-
CONNECTION SERVICES AND FACILITIES.—The
requirements of subsection (a) do not apply
to— .

(A} information services; or

“(B) services or facilities that support the

transport or switching of communications

for the sole purpose of interconnecting tele-
. communications carriers -or private net-

works. . - T

*(3) ENCRYPTION.—A telecommunications
carrier shall pot Dbe responsible for
decrypting, or ensuring the government's
ability to ' decrypt, any cominunication
encrypted by a subscriber or customer, un-
less the encryption was provided by the car-
rier and the carrier possesses the informa-
gon necessary to decrypt-the communica-

on.

*“(c) EMERGENCY OR EXIGENT ~CIR-
CUMSTANCES.~-In emergency or exigent cir-
cumstances (including those described in
sections 2518 (7) or (11}b) and 3125 of this
title and section 1805(e) of title 50), a carrier
may fulfill its responsibilities under sub-

section (a)(3) by allowing monitoring at its

Premises if that is the only means of accom-
Plishing the interception or access. .

*(d) MOBILE- SERVICE ASSISTANCE REQUIRE-
MENTS.—A telecommunications carrier offer-
ing a feature or service that allows subsecrib-
ers to redirect, hand off, or assign their wire
o electronic communications to another

Tvice area or another service provider or to

lize facilities in another service area or of
ther service provider shall ensure that,
en the carrier that had been providing as-
sistance for the interception of wire or elec-
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tronic communications or access 0 call-
identifying information pursuant to a court
order or lawful authorization no longer has
access to the content of such communica-
tions or cill-identifying information within
the service area in which interception has
been occurring as a result of the subscriber’s
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specify, a telecommunications carrier shail
ensure that its systems are capable of ex-
panding to the increased maximurn capacity
set forth in the notice.
“§2604. Systems security and integrity

““A telecommunications carrier shall en-
sure that any court ordered or lawfully auw-

use of such a feature or service, information. ¢y rized interception of communications or

is available to the government (before, dur-

ing; or immediately after the transfer of
such communications) identifying the pro-
vider of wire or electfonic communication
service that has acquired access to the com-
munications. :
“£2603. Notices of capacity requirements

“(a) NOTICES OF MAXIMUM AND INITIAL CA-
PACITY REQUIREMENTS.—

(1) IN GENERAL.—Not later than 1 year
after the date of enactment of this chapter,

.and after consulting with State and local law

enforcement agencies, telecommunications
carriers, providers of telecommunications
support services, and manufacturers of tele-
communications eguipment, the Attorney
General shall publish in the Federal Register
and provide to appropriate telecommuni-
cations carrier associations, standard-set-
ting organizations, and for a—

*(A) notice of the maximum capacity re-
quired to accommodate all of the commu-
nication interceptions, pen registers, and
trap and trace devices that the Attorney
General estimates that government agencies
authorized to conduct -electronic surveil-

. lance may conduct and use simultaneously;

and
*(B) notice of the number of communica-

- tion interceptions, pem registers, and trap

and trace devices, representing a portion of
the maximum capacity set forth under sub-
paragraph (A), that the Attorney General es-
timates that government agencies author-

-ized to conduct electronic surveillance may
conduct and use simultaneously after the

date-that is 4 years after the date of enact-
ment of this chapter. .

“(2) BASIS OF NOTICES.—The notices issued
under .paragraph (1) may be based upon the
type of equipment, type of service, number of
subacribers, geographic location, or other
measure. _

‘(b). COMPLIANCE WITH CAPACITY NOTICES.,—

(1) INTTIAL CAPACITY.—Within 3 years after
the publication by the Attorney General of a
notice of capacity requirements or within 4
years after the date of énactment of this
chapter, whichever is longer, a telecommuni-
cations carrier shall ensure that its systems
are capable of— :

‘“(A) expanding to the maximum capacity
set forth in the notice under paragraph
(1)(A); and .

“(B) accommodating simultaneously the
number of interceptions, pen registers, and
trap and trace devices set forth in the notice
under paragraph (1}(B).

- *42) PERMANENT CAPACITY.—After the date
described in paragraph (1), a telecommuni-
cations carrier shall ensure that it can ac-
commodate expeditiously any increase in the
number of communication interceptions, pen
registers, and trap and trace devices that au-
thorized agencies may seek to conduct and
use, up to the maximum capacity require-
ment set forth in the notice under paragraph
(1XA). ’

. *(¢) NOTICES OF INCREASED. MAXIMUM CA-
PACITY REQUIREMENTS.— ‘

“(1) The Attorney General shall periodi-
cally provide to telecommunications carriers
written notice of any necessary increases in
the maximum capacity requirement set
forth in the notice under subsection (b)1).

“(2) Within 3 years after receiving written
notice of increased capacity requirements
under paragraph (1), or within such longer
time period as the Attorney General may

access to call-identifying information ef-

fected within its switching premises can be

activated only with the affirmative interven-
tion of an incividual officer or employee of
the carrier. )

“§2605. Cooperstion of equipment manufac-

turers and providers of telecommuni-
cations support services
*a)  CONSULTATION.—A  telecommuni-
cations carrier ghall consult, as necessary, im
a timely fashion with manufacturers of its
telecommunications transmission and
switching equipment and its. providers of
telecommunications support services for the
purpose of identifying any service or equip-
ment, including hardware and software, that
may require modification so as to permiu
compliance with this chapter.

~ ‘Y(b) MODIFICATION OF EQUIPMENT AND SERV-

ICES.—Subject to section 2607(c),-a manufac-

vurer of telecommunications transmission or

switching equipment and a provider of tele-

communications support services shall, on a

reasonably timely basis and at a reasonable

charge, make available to the telecommuni-
cations carriers using its equipment or serv-
ices such modifications as are necessary to
permit such carriers to comply with this

chapter. .

“32608. Techmical requirements and stand-
ards; extension of compliance date
*(a) SAFE HARBOR.—
+(1). CONSULTATION.—To ensure the efff-

cient and industry-wide implementation of
the assistance capability requirements under
section 2602, the Attorney General, in coordi-
pation with other Federal, State, and local
law enforcement agencies, shall consult with
appropriate associations and standard-set-
ting organizations of the telecommuni-
cations industry.

+(2) COMPLIANCE UNDER ACCEPYED STAND-
ARDS.—A telecommunications carrier shall
be found to be in compliance with the assist-
ance capability requirements under sectiom
2602, and a manufacturer of telecommuns-
cations transmission or switching equipment
or & provider of telecommunications support
services shall be found to be in compliance.
with section 2605, if the carrier, manufac-
turer, or support service provider is in com-
pliance with publicly available technical re-
quirements or standards are adopted by am
industry association or standard-setting or-
ganization or by the Commission under sub-
section (b) to meet the requirements of ‘sec-
tion 2602. P

*(3) ABSENCE OF STANDARDS.—The absence
of technical reqguirements or standards for
implementing the assistance capability re-
quirements of section 2602 shall nat—

*(A) preclude a carrier, manufacturer, or
services provider from deployimg a tech-
nology or service; or

“(B) relieve a carrier, manufecturer, owr
service provider of the obligatiomns imposed
by section 2602 or 2605, as applicabde.

*(b) FCC AUTHORITY.—

(1) IN GENERAL.—If industry associations
or standard-setting organizatioms fail to
issue technical requirements or standards or
if a government agency or any other persom
believes that such requirements or standards
are deficient, the agency or person may peti-

‘tion the Commission to éstablish, by notice

and comment rulemaking or such other pro-

" ceedings as the Commission may be author-

ized to conduct, technical requirements or
standards that—
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eet the assistance capability re-

“‘A;wl:m of section 2602; o

QB otect the privacy and security of

g‘) unicaﬁo‘ns not authorized to be inter-

co .

cepeeds Nxe the policy of the United States

' ‘c);e the provision of new tech-
w0 00 s and services to the public.
n?{(i'g' SITION PERIOD.—If an industry

requirement or standard is set

or supplanted as a result of Commis-

aside ction under this section, the Commis-

sion 8% o+ consultation with the Attorney

s00. . shall establish & reasonable time

m%onhmons for compliancé with and the

ion toO any new standard, including de-

ining 608 obligations of telecommunications

B s under section 2602 during say transi-

: “?:c‘;eﬂg:rdm'sxou oF COMPLIANCE DATE FOR
mis!meSl — nfcats

i) PETTTION.—A telecommunications car-

b to deploy, or having deployed,

: :;L of enactment of this chapter may peti-

ths Commission for 1 or more exten-

‘ ,‘}8:, of the deadline for complying with the-

sssistance _ capability requirements under
ﬁg‘;ﬁmuun FOR EXTENSION.—The Commis-
sion may, after affording a full opportunity
 for hearing and after consultation with the
Auorney General, giant an extension under
‘this paragraph, if the Commission deter-
-mipes that compliance with the assistance
 capability requirements under section 2602 is
pot ressonably achievable through applica-
tion of technology available within the com-
piance period. .
#(3) LENGTR OF EXTENSION.—An extension
upder this paragraph shall extend for no
fonger than the earlier of— .
-~ w{A) the date determinad: by the Commis-
sion a8 necessary for the carrier to comply
with the assistance capability requirements
" under section 2602; or : )
*(B) the date that is 2 years after the da
. on which the extension is granted. -
. --*{4) APPLICABILITY OF EXTENSION.—AD exX-
:tension under this subsection shall apply to
-only that part of the carrier's business on
- 'which the new feature or service is used.
- *1%01. Enforcement orders o
- “{s) ENFORCEMENT BY COURT ISSUING SUR-
- VEILLANCE ORDER.—If a court authorizing an
. ioterception under chapter 119, a State stat-
" ute, or the Foreign Intelligence Surveillance
* Act of 1978 (50 U.S.C. 1801 et seq.) or authoriz-
- ing use of & pen register or a trap and trace
device under chapter 206 or a State statute
< flnds that a telecommunications carrier has
failed- to comply with. the requirements in
this chapter, the court may direct that the
strier comply forthwith and mey direct
- that a provider of support services to. the
tarrier or the manufacturer of the cairier’s
:- fraasmission or switching equipment furnish
Grthwith modifications necessary for the
. farrier to comply, .
: ::“E“EY GENERAL.—The Attorney General
Y 8pply to the appropriate United States
crimic'; court for, and the United States dis-
" courts shall have jurisdiction to issue,
cati Onder directing that a telecommuni-
: mmz‘"s carrier, a manufacturer of tele-
* equi unications transmission or switching
Pent, or g provider of telecommuni-
ChApun:r Support services comply with this

o) GROUNDS FOR 1SSUANCE.—A court shall
omv ;8 order under subsections (a) or (b)

) the court finds that— . : _
Ues oralternative technologies or capabili-
o the facilities of another carrier are
nably available to law enforcement

for
i"’l‘lemt’.nt‘.ing the interception of com-

or service within 4 years after the

-1b) ENFORCEMENT UPON APPLICATION BY.
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munications or access o call-identifying in-
formation: and - :

*(2) compliance with the requirements of
this .chapter is reasonably achievable
through the epplication of available tech-
nology to the feature or service at issue or
would have been reasonably achievable if
timely action had been taken.

“{(d) TIME FOR COMPLIANCE.—UpOn issuance
of an enforcement order under this section,
the court shall specify a reasonable time and
conditions for complying with its order, con-
sidering the good faith efforts to comply in a
timely manner, any effect on the carrier's,
manufacturer’s, or service provider's ability
to continue to do business, the degree of cul-
pability or delay in undertaking efforts to
comply. and such other matters as justice
may require. o

“{e) LIMITATION.—An order under this sec-
tion may not require a telecomrunications
carrier to meet the government's demand for
interception of cornmunications and acquisi-
tion of call-identifying information to any
extent in excess.of the capacity for which no-
tice has been provided under section 2603.

(1) CIVIL PENALTY,—

“(1) IN GENERAL.—A court issuing an order -

under this section against a telecommuni-
cations carrier, & manufacturer of tele-
communications transmission or switching
equipment, or a provider of telecommuni-

cations support services may impose a civil’

penalty of up to $10,000 per day for each day
in violation after the issuance of the order or
after - such future date as the court may
specify. o :

“(2)

CONSIDERATIONS —In  determining

‘whether to impose a fine and in determining

its amount,
count— ’

“(A) the nature, circumstances, and extent
of the violation; o ’ )

“(B) the violator's ability to pay, the vio-
lator’'s good faith efforts to comply in a
timely manner, any effect on the violator's
ability to continue Lo do business, the degree
of culpability, and the length of any delay in
undertaking efforts to comply; and :

‘f('C) such other matters as justice may re-
quire. .

43) CiviL ACTION.—The Attorney General
may file a civil action in the appropriate
United States district court to collect, and

the court shall take into ac-

"the United States district courts shall have

jurisdiction to impose, such fines.
“52608. Reimb t of tel i
cations carriers :

‘(a) IN GENERAL.—The Attorney General
shall, subject to the availabilivy. of appro-
priations, reimburse telecommunications
carriers for all reasonable costs directly as-
sociated with— .

*“(1) the modifications. performed by car-
riers prior to the effective date of section
2602 or prior to the expiration of any exten-
sion granted under section 2605(c) to estab-
lish the capabilities necessary to comply
withsection 2602; - :

“(2) meeting the maximum capacity re-
quirements set forth in the notice under sec-
tion 2603(a)(1XA); and

*{(3) expanding existing facilities to accom-
modate simultaneously the number of inter-
ceptions, pen registers and trap and trace de-
vices for which notice has been provided
under section 2603(aX1XB).

*'(b) PROCEDURES AND REGULATIONS.—NoOt-
withstanding any other law, the Attorney
General may establish any procedures and
regulations deemed necessary to effectuate
timely and cost-efficient reimbursement to

. telecommunications carriers for reimburs-

able costs incurred under this chapter, under
chapters 119 and 121, and under the Foreign

Intelligence Surveillance . Act of 1978 (50 -

U.8.C. 1801 et seq.). -
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“(¢) DISPUTE RESOLUTION.—If there is a dis-
pute -between the Attorney General and a
telecommunications carrier regarding the
amount of reasonable costs to be reimbursed
under subsection (b), the dispute shall be re-
solved and the amount determined in a pro-
ceeding initiated at the Commission under
section 2606(b) or by the court from which an
enforcement order is sought under section

*(d) LACK OF APPROPRIATED FUNDS.-~The
lack of appropriated funds sufficient to reim-
burse teiecommunications carriers for modi-
fications under subsection (a) shall be con-
sidered by the Commission or a court in de-
termining whether compliance is reasonable
under section 2607(c).".

(b) TECHNICAL AMENDMENT.—The part anal-
ysis for part I of title 18, United States Code,
is amended by inserting after the item relat-
ing to chapter 119 the following new item:
“120. Telecommunications carrier as-

sistance to the Government ......... 2601,
SEC. 2. AUTHORIZATION OF APPROPRIATIONS.

There are authorized to be appropriated to
carry out section 2608 of title 18, United
States Code, as added by section 1—

(1) a total of $500,000.000 for fiscal.years
1995, 1996, 1997, and 1998; and

(2) such sums as are necessary for each fis-
cal year thereafter. .

SEC. 3. EFFECTIVE DATE.

(a) IN GENERAL.—Except as provided in
paragraph (2). chapter 120 of title 18, United
States Code, as added by section 1, shall take
effect on the date of enactment of this Act.

(b) ASSISTANCE CAPABILITY AND SYSTEM8
SECURITY AND INTEGRITY REQUIREMENTS.—
Sections 2602 and 2604 of title 18, United
States Code, as added by section 1, shall take
effect on the date that is 4 years after the
date of enactment of this Act.

SEC. 4 REPORTS.

(a) REPORTS BY THE ATTORNEY GENERAL.—

(1) IN GENERAL.—On or before November 30,
1995, and on or before November 30 of each
year for & years thereafter, the Attorney
General shall submit to the Congress a re- -
port an the amounts paid during the preced-
ing fiscal ‘year in reimbursement to tele-
communications carriers under section 2608
of title 18, United States Code, as added by
section 1.

(2) CONTENTS.—A report under paragraph
(1) shall inciude—

(A) a detailed accounting of the amounts
paid to each carrier and the technology, fea-
ture or service for which the amounts were
paid; and

(B) projections of the amounts expected to

be paid in the current fiscal year, the car-

riers to which reimbursement s expected to
be paid, and the technologies, services, or
features for which refmbursement is ex-
pected to be paid. .

(b) REPORTS BY THE COMPTROLLER. GEN-
ERAL.— .

(1) IN GENERAL.-—On or before April 1, 1996,
and April 1, 1998, the Comptroller General of
the United. States, after consultation with
the Attorney General and the telecornmuni-

.cations industry, shall submit to the Con-

gress a report reflecting its audit of the sums
paid by the Attorney General to carriers in
reimbursement. ’

(2) CONTENTS,—A report under paragraph
(1) shall include the findings and conclusions
of the Comptroller General on the costs to be
incurred after the compliance date, includ-
ipg projections of the amounts expected to.
be incurred and the technologies, services, or
features for which expenses are expected to
be incurred. . L
SEC. §. CORDLESS TELEPHONES, .

(a) DEFINTTIONS.—Section 2510 of title 18,
United States Code, is amended— o
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(1) in paragraph.(1) by striking “but such -

does not include” and 211 that follows
through “‘base unit”; and
(3) in paragraph (12) by striking subpara-
ph (A) and redesignating subparagraphs
B), (C), and (D) as subparagraphs (A), (B),
and (C), respectively. .

(b) PENALTY.—Section 2511 of title 18, Unit-

‘ed States Code, is amended— -
(1) in subsection (4)(b)i) by inserting “a

cordless telephone communication that is.

transmitted between the cordless telephone
pandset and the base upit,” after ‘‘cellular
telephone communication,”; and

(2) in subsection (4}b)1i) by inserting “a
cordless telephone communication that is
transmitted between the cordless teilephone
pandset and the base unit,” after *‘cellular
telephone communication,’. .
SEC, 8. RADIO-BASED DATA COMMUNICATIONS.

Section 2510(16) of title 18, United States

Code, is amended—

(1) by striking ‘‘or’’ at the end of subpara-

graph (D);

(2) by inserting ‘‘or’’ at the end of subpara-
ph (E); and
(3) by inserting after subparagraph (E) the
following new subparagraph: :
“(F) an electronic communication;”

SEC. 7. PENALTIES FOR MONITORING RADIO
COMMUNICATIONS THAT  ARE
TRANSMITTED USING MODULATION
TECHNIQUES WITH NONPUBLIC PA-
RAMETERS.

Section 2511(4)(b) of title 18, United States
Code, is amended by striking “or encrypted,
then” and inserting *, encrypted, or trans-
mitted using modulation techniques the es-
gential parameters of which have been with-
held from the public with the intention of
preserving the privacy of such communica-
tion™.

SEC. 8. TECHNICAL CORRECTION.

Section 2511(2)a)(i) of title 18, United
States Code, is amended by striking ““used in
the transmission of a wire communication”
and inserting “used in the transmission of a

- wire or electronic communication®, :
SEC: . FRAUDULENT ALTERATION OF COMMER-
CIAL MOBILE RADIO INSTRUMENTS.
(a) OFFENSE.—Sectign 1029(2) of title 18,
. United States Code, is amended—

(1) by striking “‘or" at the end of paragraph
(3); and

(2) by inserting after paragraph (4) the fol-
lowing new paragraphs:

“(5) knowingly and with intent to defraud -

-uses, produces, traffics in, has control or cus-
tody of, or possesses a telecommunications
instrument that has been modified or altered
o obtain unauthorized use of telecommuni-
cations services; or
~ “(6) knowingly and with intent to defraud
uses, produces, traffics in, has control or cus-
tody of, or pqssesses—

*(A) a scanning receiver; or :

*(B) hardware or software used for altering

Or -modifying telecommunications instru-
ments to obtain unauthorized access to tele-
tommunications services,*. . '

U('b) PENALTY.—Section 1029(c)(2) of title 18,
by Nted States Code, is amended by striking
@)1 or (a)4)” and inserting ‘‘(a) (1), (40,
13), or (6)".

(¢) DEFINTTIONS. —Sédction 1029(e) of title 18,

United States Code, is amended— :

() in paragraph (1) by inserting *“elec-
. u:l{;:e Serial number, mobile identification
othe T, personalv identification number, or
by en: telecommunications service, equip-
corl or instrument identifier,” after “‘ac-
ount Bumber,"

@) by striking “and® at- .
ph (5); ng “and” at the end of para

b3 by 'Smkin ) .

tagra g the period at the end of
F;) b bh (6) am_} inserting *; and’’; and
Mgri l::gding' at the end the following nfy
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‘“(T) the term ‘scanning receiver’ means a
device or apparatus that can be used to
intercept a wire or electronic communica-
tion in violation of chapter 118.”.

SEC. 10. TRANSACTIONAL DATA. -~

(a) DISCLOSURE OF RECORDS.—Section 2703
of title 18, United States Code, is amended—

(1) in subsection (c)— )

(A) in subparagraph (B)—

(i) by striking clause (i); and
- {i1) by redesigpating clauses (ii), (iii). (iv)
as clauses (i), (ii), and (iil), respectively; and

(B) by adding at the end the following new
subparagraph: .

*(C) A provider of electronic commaunica-~
tion service or remote computing service
shall disclose to a governmental entity the

‘name, billing address, and length of service

of & subscriber to or customer of such service
and the types of services the subscriber or
customer utilized, when the governmental
entity uses an administrative subpoena au-
thorized by a Federal or State statute or a

. Federal or State grand jury or trial subpoena

or any means available under subparagraph
(B).”; and -

(2) by amending the first sentence of sub-
section (d) to read as follows: ‘A court order
for disclosure under subsection (b) or (¢) may
be issued by any court that is a court of com-
petent jurisdiction described in section
3126(2)(A) and shall issue only if the govern-
mental entity offers specific and articulable
facts showing that there are reasonable
grounds to believe that the contents of a

wire or electronic communication, or the .

records or other information sought, are rel-
evant and material to an ongoing criminal
investigation.”.

(b) PEN REGISTERS AND TRAP AND TRACE
DEVICES.—Section 3121 of title 18, United
States Code, is amended—

(1) by redesignating subsection (c) as sub-
section (d); and

(2) by inserting after subsection (b) the fol-
lowing new subsection: .

‘(c) LIMITATION.—A government agency
authorized to install and use a pen register
under this chapter or under State law, shall
use technology reasonably available to it
that restricts the recording or decoding of
electronic or other impulses to the dialing
and signalling information utilized in call
processing.?’. .

SECTIONAL SUMMARY

The bill consists of the following ten sec-
tions: :

Sections 1 through 4 deal with law enforce-
ment’s wiretap capability and capacity
needs. . . : :

Sections § through 7 expands the privacy
protection of the Electronic Communica-
tions Privacy Act to cover cordless phones
and certain radio-based communications,
and Section 8 makes a technical correction
to that law.

Section 9 improves the privacy and secu-
rity of communications over cellular tele-
phones by prohibiting the fraudulent alter-
ation of such telephones for the purpose of
stealing service. o

Section 10 protects the privacy of elec-
tronic communications by requiring a court
order for the disclosure of transactional data

‘and by limiting the use of pen registers that

intercept information other than dialing or
signalling information.

Section 1. Interception of digital and other
communications. This section adds a new
chapter 120 to title 18, United States Code, to

- define more precisely the assistance that -

telecommunications carriers are required to
provide in connection with court erders for
wire and electronic interceptions, pen reg-

" isters and trap and trace devices. This new

chapter contains eight sections numbered
2601 through 2608.
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Section 2601 provides definiticns for **call-
identifying information,” “information serv-
ices,” ‘‘government,” “providers of tele-
communication support services,” ‘-teie-
communications carrier.”

A “Telecommunications carrier” is defined

‘as any person or entity engaged in the trans-

mission or switching of wire or electronic
communications as a common carrier for
hire, a8 defined by section 3(h) of the Com-
munications Act of 1934, and includes 2 com-

. mercial mobile service, as defined in section

332(d) of the Communications Act. This defi-
njtion encompasses such service providers as
local exchange carriers, interexchange car-
riers, competitive access providers (CAPS),
celiular carriers, providers of personal com-
mupnications services (PCS), satellite-based
service providers, and any other common
carrier who offers wireline or wireless serv-
ice for hire to the public. It does nat include
persons or entities to the extent engaged in
providing information services, such as elec-
tronic mail providers, on-line services pro-
viders, such as Compuserve, Prodigy, Arner-
ica On line or Mead Data, or commercial
Internet providers. It also does not include
‘“‘enhanced services” as defined by the FCC
at the time of this Act. Such “‘enhamced
services” do not include call forwarding,
speed dialing, or the call forwarding portion
of a voice mail service.

In addition, for purposes of this Act, the
FCC is authorized to deem other persons and
entities to be telecommunications carriers
subject to the assistance reguirements in
section 2602 to the extent that such persom or
entity serves as a replacement for the local

- telephone service to a substantial portiom of

the public within a state. Such an entity
would satisfy the criteria for a *local ex-
change carrier” under section 101(b)(jj) H.R.
3626, passed by the U.S. House of Represemta-
tives on June 28, 1994. As part of its detder-
mination whether the public interest is
served by deeming a person or entity a tele-
communications carrier for the purposes of
this Act, the Commission shall consider
whether such determination would promaote,
competition, encourage the development of
new technologies, and protect public safety
and national security. .

The term ‘call-identifying imformation™
means the dialing or signalling information
generated which identifies the origin and
destination or & wire or electromic commu-
nication placed to, or received by, the facil-
ity or service that is the subject of the comrt
order or lawful authorization. For voice cam-
munications, this information is typically
the electronic pulses, audio tones, or sigmal-

-ling messages that identify the npumbeers

dialed or otherwise transmitted. In pen reg-
ister investigations, these pulses, tones, or
messages identify the numbers dialed from
the facility that is the subject of the comrt
order authorization. In trap and trace inwes-
tigations, these are the incoming pulses,
tones, or messages which identify the orizgi-
nating number of the facility from which the
call was placed and which are captured when
directed to the facility that is the subject of
the court order or authorization. '

The term “‘government’ means the govesn-
ment of the United States and any agency or
instrumentality thereof, the District of Co-
lumbia, apy commonwealth, territory, or
possession of the United States, and amy
state or political subdivision thereof autheor-
ized by law to conduct electronic surveil-
lance. )

‘The term *‘provider of telecommunicatiens
support services’’ means any person or em-
tity that provides products, software or serv-
ices to a common carrier that are integral ‘to
the switching of transmissions for wire or
electronic communications. There are cu:.r-
rently over one hundred such support service
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‘¥ ipat provide common carriers with
wort.services.
o g, entitled “Assistance capabil-
ﬁo“l‘l rements,” consists of four sub-
oy

absection (&) sets fortn four “‘Ca-
girements,” which every tele-
iy B ons carrier is required to meet
3P ion with those services or facili-
coBDe llow customers to originate, ter-
g 038 direct communications. The first
a0 nt is expeditionsly to isolate and
o thﬁ swemment to intercept all mes-
: iq the CAITier's control 10 or from the
E T “’“ facilities or services of & subd-
iyt oncurrently with the messages’
et gion, OF A any later time acceptabie
s vernment. )
: ::oond requirement is expeditiously to
R end enable to government to access
st 2 available call identifying infor-
"; about the origin and destination of

ns. Access must be provided in
a manner that the information may be
I ted with the communication to which
X and is provided to the govern-
¢ before, during or immediately after the
R e's transmission to or from the Sub-
er, O 8t a0y later time acceptable to
government. Call identifying informa-
obtained by pen register and trap and
- devices may not include information
Josing the physical lecation of the sub-
r sending or receiving the message, ex-
to the extent that location is indicated
the phone number. . : )
ss third requirement is to make inter-
ied and call identifying infor-
tion available to government 80 they may
¢ transmitted over lines or facilities leased
By procured by law enforcement to a location
:jesy from the carrier’s premises.
- 7he final requirement is to meet these re-
: ments with & minimum of inverference
Bwitn the subscriber’s service and in such a
siy that protecta the privacy or messages
call {dentifying information that are not
Flrgetad by electronic surveillance orders,
Ah that maintains the confidentiality of the
posernment’s wiretaps.
§ Subsection (b) limits the scope of the as-

kiyd. First, law enforcement agencies are
0L permitted to require the specific design
L ol ayatems or features, nor prohibit adoption
Lol a2y such design, by wire or electronic
sommunication service providers or equip-
%ﬂt manufacturers. The legislation leaves
16 0 industry to decide how to comply. A
JMrier need not insure that each individual
-Wmponent of its network or system com-
 Blies with the requirements so long as each
fommunicaticns session can be intercepted
it ome point, : _

- Second, the capability requirements only
A2l to those services or facilities that en-
:& A subscriber to make, receive or direct
vy - They do not apply to information serv-
Eiiaa Much an electronic mail providers, on-
Lo BeIVices providers, such as Compuserve,

o Internet providers. Nor do they
imi to services merely supporting the

bort or switching of communications
0lé purposes of interconnecting car-
, OF Drivate networks.- Thus, & carrier
¥ that A customer with a service or facil-

;ﬁ,‘g;ﬂclv switched network is responsible
“treny On with the capability require-
" tiony ilandlthe Other hand, for communica-
X2y gog ed by multiple carriers, & carrier
etsage bunot originate or terminate the
i Ty t merely interconnects two other
10¢ the ‘;t‘: 0ot subject to the requirements
/. Py t:c::onection part of its facilities.
R hy Mmmunications carriers have
M:;:.pa?mﬂiw to decrypt encrypted com-

13 that are the subject of court-or-

ﬁ;

#ytance requirements in several important

adigy, America On line or Mead Data, or-

llows the customer to obtain access.
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dered wiretaps, unless the carrier provided
the encryption and can decrypt it. This obli-
gation is consistent with the obligation to
furnish all necessary assistance under 18
U.S.C. Section 2518(4). Nothing in this para-
graph would prohibit & carrier from deploy-
ing an encryption service for which it does
not retain the ability to decrypt communica-~
tions for law enforcement access.

Subsection (¢) allows a carrier, in emer-
gency or exigent circumstances, to fulfill its:
obligation to deliver communications to law
enforcement under the third capability re-
quirement by allowing monitoring on the
carrier’s premises. ) :

Subsection (d)., entitled ‘“Mobile Service
Assistance Requirement,” addresses the re-
sponsibility -of the carrier who can no longer
deliver a message or call identifying infor-
mation to law enforcement because the sub-
scriber, the message and the-call identifying
information have left the carrier’s service

“area. In such a case,.the carrier that had the

assistance responsibility is not required to
continue providing the government with the
message content of call identifying informa-
tion, but must notify the government which.
carrier or service provider has subsequently

picked up the message or call identifying in--

formation and begun serving the subscriber,
subject to limitations on disclosing location
information aa described in section 2602(a).
Section 2603, entitled ‘“‘Notice of capacity
requirements," places the burden on the gov-
ernment to estimate its capacity needs and
to do so in & cost-conscious manner, while
also providing carriers with a ‘‘safe harbor'
for capacity. Subsection (8) requires the At~
torney General, within one year of emact-

‘ment, to publish in the Federal Register and

provide to appropriate industry associations
and standards bodies potices of both the
maximum capacity and the initial capacity
required to accommodate all intercepts, pen
registers, and trap and trace devices the gov-
ernment (including federal, state and local
law enforcement) expects to operate simulta-
neously. .

The maximum capacity relates to the
greatest number .of intercepts a particular
switch or systern must be capable of imple-

- menting simultaneously. The initial capac-

ity relates to.the number of intercepts the
government will need to operate upon the
date that is four years after enactment.

The Attorney General is directed to de-
velop the notice after consultation with
local and state law enforcement authorities
and the carriers, equipment manufacturers
and providers of support services. The Attor-
ney General is given flexibility in determin-
ing the form of the notice. For example, the
notice may be in the form of a specific num-
ber for a particular geographic area, or a
generally applicable formula based on the
number of subscribers served by a carrier.

Subsection (b) provides that telecommuni-
cations carriers must - ensure that, within
three years after publication of the notice,
or within four years after enactmens, which-
ever is longer, they have the maximum ca-
pacity and vhe initial capacity to execute all
electronic surveillance orders. If the Attor-
ney General publishes the first capacity no-

tices before the statutory time of one year -

has elapsed, compliance by carriers must be
achieved at the same time as the effective
datve in Section 2 of this Act. In the event the
Attorney General publishes the notices after
the statutory time limit, carriers will have
three years thereafter to comply, which time
period will fall after the effective date in
Section 2 of this Act.

Subsection {¢) requires the Attorney Gen-
eral periodically to give telecommunications
carriers notice of any necessary increases in
maximum capacity. . Carriers will have at
least three years, and up to any amount of
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time beyond three years agreed to by the At-
torney General, to comply with the in-
creased maximum capscity requirements.

Section 2604 protects systems security and
integrity by requiring that any electronic
surveillance effected within a carrier's
switching premises be activated only with
intervention by an employee of the carrier.
The switching premises include central of-
fices and mobile telephone switching offices
(MTSOs). ’

This makes clear that government agen-

" cies do not have the authority to activate re-

motely interceptions within the premises of
a telecommunications caxwier. All executions
of court orders or authorizations requiring
access to the switching facilities will be
made through individuals authorized and
designated by the telecommunicaticns car-
rier. Activation of interception orders or au-
thorizations originating in local loop wiring
or cabling can be effected by government
personnel or by individuals designated by the
telecommunications carrier, depending upon
the amount of assistance the goverament re-
quires. -

Section 2605 requires a telecommuni-
cations carrier to consult with its own equip-
ment manufacturers and support service pro-
viders to identify those services or equip-
ment to which modifications must be made
for the carriers to comply with the capabil-
ity requirements. Manufacturers and support
services providers are required to make
available to their customers who are tele-
communications carriers the necessary
modifications on a reasonably timely basis
and at a reasonable charge,

These responsibilities of the manufactur-
ers and support services providers make
clear that they have a critical role in ensur-
ing that lawful interceptions are not thwart~
ed. Without their assistance, telecommuni-~
cations carriers likely could not comply with
the capability requirements.

Section 2606 establishes a mechanism for
implementation of the capability require-
ments that defers, in the first {nstance, to
industry standards organizations. Subsection
(a) directs the Attorney General and other
iaw enforcement agencies to consult with as-
sociations and standard-setting bodies of the
telecommunications industry. Carriers, man-
ufacturers and support service providers will
have a “safe harbor” awnd be considered in
compiiance with the capability requirements
if they comply with putdicly available tech-
nical requirements or standards designed in
good faith to implement the assistance re-
quirements. .

This section states affirmatively that the
absence of standards will not preclude car-
riers, manufacturers or support service pro-
viders from deploying a technology or serv-
ice, but they must still comply with the as-
sistance requirements. .

Subsection (b) provides a forum at the Fed-
eral Communications Commission in the
event a dispute arises over the technical re-
quirements or standards. Anyone can.peti-
tion the FCC to establish technical require-.
ments or standards, if none .exist, or chal-
lenge any such reguirements or standards is-
sued by industry associations or bodies
under this section. Im ¢aking any action
under this section, the FCC is directed to
protect privacy and secarity of communica-
tions that are not the targets of court-or-
dered electronic surveillance and to serve
the policy of the United States to encourage
the provision of new technologies and serv-
ices to the public. . - )

If an industry techmical requirement or
standard is set aside or supplanted by the
FCC, the FCC is required to consult with the
Attorney General and establish a reasonable
time and conditions for compliance with and

the transition to any new standard. The FCC



August 9, 1994

CONGRESSIONAL RECORD — SENATE

S11061

may 2lso define the assistance obligations of . In the event that either of these standards Section 5. Cordless telephones. The Elec-

"¢he telecommunications carriers during this
transition period. . ’ L
_ Subsection (c¢) gives telecommunications
carriers an additional two- years to achieve
compliance with the Capability Require-
menta beyond the four years provided in Sec- -
tion 2 of the Act, if they petition for, and the .
grants, an extension. The FCC may
t a petition for relief from compliance
with the Capability Requirements for up to.
two years in circumstances where the carrier
show that compliance with those re-
guirements {s -not reasonably- schievable -
through application of technology available .
. within the four year-compliance period. The
Attorney General will reimburse the carrier
for any necessary modifications made during
the extension period.

Any extension granted under this sub-
gection applies only to that part of the car- |
rier’s business on which the feature or serv-
ice at issue is used. ) ’

Section 2607 provides for enforcement. of
the Act by the courts. Subsection (a) pro-
yides that a court may order telecommuni-
cations carriers, equipment manufacturers

_.and support service- providers" to comply
forthwith with the requirements of the Act -
in circumstances where an electronic sur-
veillance order or authorization has been is-
sued but cannot be effected because a carrier
bas failed to comply with the requirements -
of the Act. This provision compliments the

. existing requirement in 18 U.8.C. $§2518(4)
" that an order authorizing electronic survetl-

is not met, the court may not. issue an en-
forcement order and the carrier may proceed
with deployment, or with continued offering
to the public, of the feature or seérvice at
issue. . Co c o

Subsection (d) requires a .court upon issu-
ance of an enforcement order to set & reason-
able time and conditions for complying with
the order. In determining what is reasonable,
the court may cousider a8 to each party be-
fore it a number of enumerated factors. -

Subsection (e)«-provides that an order may
not be issued requiring.a carrier to exceed
the capacity set forth.in the Attorney Gen-
eral’s notices under section 2603.

Subsection () provides for a civil penalty
up to $10,000 per day for any carrier, equip-
ment manufacturer or support service who
wilfully violates the section. In setting the
appropriate amount of the fice, a court may
consider a number of enumerated factors, in-
cluding the nature, circumstances, and ex-
tent of the viclation, and, with respect to
the violator, ability to pay. good faith ef-
forts to comply in a timely manner, effect on
ability to continue to do business, the degree
of culpability or delay in undertaking efforts
to comply, and such other matters as justice

Section 2608, entitled *“Reimbursement of
Telecommunications Carriers” provides, in
subsection (a), that the Attorney General is
required to pay all reasonable costs directly
associated with. .modifications required to
comply with the Capability Requirements,

lance may direct that-providers of wire or  -either during the period of four years after

‘slectronic & -
wother.person. . ... furnish .”. .fo¥thwith.all .
information, facilities, and technical assist-
ance necessary to accomplish the intercep-
tion.” :

Subsection (b) autherizes’ the : Attorney -

- Genera), in the absence of a particular elec- mum and initial capacity needed by law en- -

- tronic surveillance order or authorization, to
apply to an appropriate United States Court
for an _enforcement order. directing a tele-
communications carriers, equipment manu-
facturers and support services provider to
comply with the Act. In order to avoid dis-

. parate enforcement actions -throughout the
- _country which-could be burdensomae for-tele- ..
communications catriers, this authority is
‘vested in the Attormey General of the United
States through the Department of Justice
and the Offices of the various United States:

Attorneys, ’ .
Subsection (c) places limitations on the
court’s authority to issue enforcement or-
ders. First, the court must find.that law en-
forcement has no alterpatives reasonably
available for implemepting the order

. through use of other technologies or by serv-, count in. determining whether compliance is-

ing the order on another carrier or service
provider. Essentially, the court must find
that law enforcement is seeking to conduct
it8 interception at the best, or most reason- -
able, place for such interception.. .
Second, the court must find that compli~
ance with the requirements of the Act are
reasonably achievable through application of
available technology, or would have been
reasonably achievable if timely action had .
been taken, Of necessity, & determination of
“reagonably achievable” will involve a con-
sideration of economic factors. This limita-
tion is intended to excuse a failure to comply
with the Capability Requirements or capac-
ity notices where the total cost of comphi-
ancs is wholly out of proportion to the use-
fulness of achieving compliance for a par-
ticular type or category of services or fea-
tures. This subsection recognizes that, in
Certain circumstances, telecommunications

ers may deploy features or services even In addition, the General Accounting Office I8 - -

though they are not in compliance with the
tequirements of this Act. .

junications services or any .-enactment or during any=~extension period

granted: by:the FCC. In addition, tie Attor-
ney General is required to pay such costs for
expanding the carrier’s facilities in the event
such expansion is necessary- to comply with
the notices iasued under section 2693 of maxi-

forcement, . . :
.. Bubsection (b) authorizes the. Attorney .
General to establish necessary regulationa
and procedures to reimburse carriers.
Subsection (c) provides that any dispute
over costs is to be resolved by the FCC or the
court-from .which an enforcement. order is
-sought. Tl L& ST
Subsection (d) provides that if appro-
priated funds are insufficient to satisfy the
Attorney General’s obligation under sub-
section (a} to reimburse carriers for the
modifications required under section 2602
and for the capacity required under section
2603, the court may take this into account in
determining whether compliance is reason-
ably achievable before issuing any enforce-
ment order. The FCC may take this into ac-

vamrm e

reasonably achievablé during & proceeding to
extend the deadline for compliance with the
Capability Requirements. :

"Section 2. Authorization of appropriations.
This section authorizes $500,000,000 to be ap-
propriated for 1935 through 1998, which en-
compasses the four years after enactment,
and thereafter any additional amounts that
may be necessary to carry out the purposes
of the Act. . :

Section 3. Effective date. This section sets
‘the effective date for compliance with the
Capability Requirements in section 2602 and
the Systems Security and Integrity require-
mept in section 2604 as four years after the
enactment. All other provisions take effect
upon date of enactment.

Section 4. Reports. The Attorney General
is required to report annually to Congress
periodically for the five years after enact-
ment on the monies expended under the Act.

reguired to report in 1996 and 1998 on

costa of -
compliance with this Act., - e

“ted by radlo. -

tronic Communications Privacy Act (ECPA),
which amended the wiretap statute in 1986,
exempted from the protection of the Act
“the radio portion of a cordless telephone
that is transmitted between the cordless
telephone handset and the base unit.” 18
V.S.C. §2510 (1) & (12). In view of the current
ubjquitous use of such phones and the expec-
tation that such calls are protected just like
other calls, Sen. Leahy's 1991 Privacy and

.Technology Task Force Report (“Task

Porce™) :recommended that privacy protec-
‘tion be extended to cordless phones, provided
an exception for unintentional or accidental
party interception was preserved.

Consistent. with the Task Force's rec-
ommendations and the Administration’s dig-
ita) telephony proposal, the bill would delete
the exceptions for cordless phones and im-
pase 8 penalty of up to $500 for intentionally
intercepting such communications.

Sections 6 & 7. Radio-based communica-
tions. ECPA does not protect communica-
tions that are “‘readily accessible to the gen-
eral -public,” which includes radio commu-
nications, unless they fit into one of the five
specified categories., These excepted cat-
egories enjoy protection because they usu-
ally are not susceptible to interception by
the general public.

Consistent with- the Task Force's rec-
ommendations and the Administration’s dig-
ital telephony proposal, the bill would add
“glectronic communication’ as a category of
radio communication covered by the wiretap
statute. This would provide protection for all
-ferms -of-electronic-communications, includ-
g data, even when gh_e_y; may be transmit-

‘The bill also amends the penalty provisfon
to treat communications using modulation
techniques in the- same- fashion as those
where encryption has been employed to se-
cure ocommunications privacy. This para- -
graph refers to spread spectrum radio com- . .
munjcations, which usually ipvolve the
transmission of a signal on different fre-
quencies where the receiving station must
possess the necessary algorithm in order to
reassembie the signal. . ) :
". Section 8, Technical correction. The wire-

- tap law permits-interception of wire commu- . '

nications by a wire or electronic service pro-
vider in the. normal course of business to
render services or protect rights or property.
The bill would make a technical correction
and expand the exception to include elec-
tronic communications. -

Section 9. Clone phones. Tbis section
amends the Counterfeit Access Device law to
criminalize the use of cellular phones that
are altered, or “cloned,” to allow free riding -
on the -cellular. phone: system. Specifically,
this section prohibits the use of an altered
telecommunications -instrument, or a scan-
ning receiver, hardware or software, to ob-
tain unauthorized access to telecommiumni-
cations services. A scanning recelver is de-
fined as’a device used to intercept fllegally
wire, oral or electronic communications. The
penalty for violating this new section is im-
prisonment for up to fifteen years and a fine
of the greater of $50,000 or twice the value
obtained by the offense.

Section 10. Transactional data. Recogniz-
ing that transactional records from on-line
communication systems reveal more than
telephone toll records or mall covers, sub-
gection (a) eliminates the use of a subpoena
by law epforcement to obtaln from a pro-
vider or electronic communication services
the addresses on electronic messages. In
order for law enforcement-to obtain such in-
formation, a court order is required.

This section imposes an intermediate
standard to protect on-line transactional

‘records. It is a standard higher than a sub-



; 11062
s put not a probable cause warrant. The
et ¢ raising the standard for access to
iﬂteubcgional data is to guard against “fish-
; pedicions" by law enforcement. Under
" itf e’w,-mediate standard, law enforcement
20 ow facts which establish why such
gt s are relevant and material to an on-
. ijminal investigation.
%,W‘ngc%?orcemem could still use a sub-
;' Lﬂ"w obtain the name, billing address,
we jength of service of a subscriber to or
3ol mer of such service and the type of
‘“stfceg' the subscriber or customer utilized.
o tsection (b) requires govérnment agen-
' suinswlling and using pen register devices
desuse when reasonably available, tech-
‘wmy'r,hat restricts the information cap-
80 % by such device to the dialling or sig-
- galing information necessary to direct or
e39 & call, excluding any further commu-
scations conducted through the use of di-
:l‘led digits that would otherwise -be cap-

tred. . .

ADDITIONAL COSPONSORS
S. 993 .

At the request of Mr. KEMPTHORNE,
the names’ of the Senator from Arkan-
@s [Mr. BUMPERS] and the Senator
rom Michigan [Mr. LEVIN] were added
a5 cosponsors of S. 993, a bill to end the

" oractice of imposing unfunded Federal
‘ mandates on States and local govern-
ments and to ensure that the Federal
government pays the costs incurred by
those governments in complying. with
certain requirements under Federal
statutes and regulations. :
8. 11F
At the request of Mr. LIEBERMAN, the

pame of the Senator from New York:

[Mr. MOYNTHAN] was added as a cospon-
sor of S. 1412, a bill to amend title 13,
United States Code, to require that any
data relating to the incidence of pov-
erty, produced or published by the Sec-
retary of Commerce for subnational
areas is corrected for differences in the
cost of living in those areas. ’
S. 1513 .

At the request of Mr. KENNEDY, the
names of the Senator from Michigan
[Mr. RIEGLE] and the Senator from
Rhode Island [Mr. CHAFEE] were added
as cosponsors of S; 1513, a bill entitled
'l';;gx,sroving America’s Schools Act of

S. 1541

At the request of Mr. COVERDELL, the
name of the Senator from Mississippi
Mr. LoTT] was added as a cosponsor of
S. 1541, a bill to provide that a non-
Bovernmental person may use a private
€xpress carriage of certain letters and
Packets without being penalized by the
Postal Service, and for other purposes.
. 8. 1822 ,

At the request of Mr. DANFORTH, the
Dame of the Senator from Mississippi
8 1 ] was added as a cosponsor of
v'llm' a bill to foster the further de-
ce opment of the . Nation's tele-
pg(”nmllnications " infrastructure and
: tection of the public interest, and
O other purposes. =

A .. 8,168 o

t the request of Mr. RIEGLE, the
@ of the Senator from Tennessee

CONGRESSIONAL RECORD-—SENATE

{Mr. MATHEWS] was added as a cospon-
sor of S. 1898, a bill to amend the Inter-
nal Revenue Code of 1986 to make per-
manent the section 170(e)(5) rules per-
taining to gifts of publicly traded stock
to certain private foundations, and for
other purposes. :
S. 1976

At the request of Mr. DoODD, the
names of the Senator from Texas [Mrs.
HUTCHISON)] and the Senator from
North Dakota {Mr. CONRAD] were added
as cosponsors of S. 1976, a bill to amend
the Securities Exchange Act of 1934 to
establish a filing deadline and to pro-
vide certain safeguards to ensure that
the interests of investors are well pro-
tected under the implied private action
provisions of the act. )
: ’ S. 2192 :

At the request of Mr, BENNETT, th
names of the Senator from Delaware
[Mr. RoTH] and. the Senator from Wash-

ington {Mrs. MURRAY] were added as’

cosponsors of S. 2192, & bill to amend
the Securities Exchange Act of 1934
with respect to the extension of un-

listed trading privileges for corporate

securities, and for other purposes.
8.2285 - . .

At the request of Mr. GORTON, the
name of the Senator from Alaska [Mr.
STEVENS] was added as a cosponsor of
S. 2255, a bill to amend the Budget En-
forcement Act of 1990 to establish a
new budget. point of order against any
amendment, bill, or conference report
that - directs increased revenues from
additional taxation of Social Security
or railroad retirement benefits to a

fund other than the Social Security

trust fund or the Social Security equiv-
‘alent benefit account.
- - S. 2312 -

At the request of Mr. DASCHLE, the
names of the Senator from Arkansas
[Mr. PRYOR], the Senator from Mis-
sissippi [Mr. COCHRAN], the Senator
from North Dakota [Mr. CONRAD], the
Senator from Iowa [Mr, GRASSLEY], the
Senator from Montana (Mr. BAUCUS],
the Senator from Nebraska [Mr.
KERREY], the Senator from North Da-
kota [Mr. DORGAN], the Senator from
Idaho [Mr. CRAIG], the Senator from
Pennsylvania [Mr. WOFFORD], the Sen-
ator from Iowa [Mr. HARKIN], the Sen-
ator from Illinois {Mr. SIMON], the Sen-
ator from Wisconsin [Mr. KOHL), the
Senator from Montana [Mr. BURNS],
the Senator from Wisconsin {Mr.
FEINGOLD], the Senator from Oklahoma
[Mr. BOREN], the Senator from Ken-
tucky [Mr. McCONNELL), the Senator

-from Alabama [Mr. SHELBY], the Sen-

ator from South Dakota [Mr. PREs-

SLER], the Senator from Missouri [Mr..

‘BOND], the Senator from Alabama [Mr.
HEFLIN], and the Senator from Mis-

sissippi [Mr. LOTT) were added as co-

sponsors of S. 2312, a bill to maintain
the ability of U.S. agriculture to re-
main viable and competitive in domes-
tic and international markets, to meet

the food and fiber needs of United -

States and international consumers,
and for other purposes. .

August 9, 1994

S, 2330

At the request of Mr. ROCKEFELLER,
the names of the Senator from New
York [Mr. MOYNIHAN], the Senator
from Massachusetts [Mr, KENNEDY], the
Senator from Washington {(Mrs. MUR-
RAY], the Senator from Kansas [Mr.
DOLE], and the Senator from Delaware
{Mr. BIDEN} were added as cosponsors
of S. 2330, a bill to amend title 38, Unit-
ed States Code, to provide that
undiagnoséd illnesses- constitute dis-
eases for purposes of entitlement of

~veterans to disability compensation for

service-connected diseases, and for

other purposes.

AMENDMENTS SUBMITTED

DEPARTMENT OF DEFENSE AP-
PROPRIATIONS ACT FOR FISCAL
YEAR 1995

. BUMPERS (AND OTHERS)
AMENDMENT NO. 2481

Mr. BUMPERS (for himself, Mr.
CONRAD, Mr. LEAHRY, Mr. FEINGOLD, Mr.
KOHL, Mr. WELLSTONE, and Mr. SIMON)
proposed an amendment to the bill
(H.R. 4650) making appropriations for
the Department of Defense for the fis-
cal year ending September 30, 1995, and
for other purposes; as follows:

On page 37, line 7, in lieu of the matter pro- .
posed to be inserted, add the following:
‘$12,111,511,000, to. remain available for obli-
gation until September 30, 1996: Provided
that of the funds appropriated in this para-
graph, none may be obligated or expended for
parts or other components associated with
the acquisition of Milstar satellites numbers

.5 and 6: Provided further that $61,595,000

shall be used to develop an advanced EHF
military satellite communications system.”

BOXER (AND OTHERS)
AMENDMENT NO. 2482

Mr. INOUYE (for Mrs. BOXER, for her-
self, Mr. STEVENS, and Mr. INOUYE) pro-
posed an amendment to the bill H.R.
4650, supra; as follows:

On page 142, between lines 7 and 8, insert
the following:

SEC: 8121, () STUDY.—The Secretary of De—
fense shall conduct a study of the receipt of
benefits under the Food Stamp Act of 1977 (T
U.S.C. 2011 et seq.) by the members of the
Armed Forces. The study shall include the
following elements: :

(1) The number of members of the Armed
Forces who are eligible to receive benefits
under that Act.

(2) The number of such members who re-
ceive benefits under that Act.

(3) The location by State and region of the
members referred to in paragraphs (1) andl
(2). : ’

(4) An estimate of the cost of raising the
rate of basic pay of members of the Armed
Forces to a rate at which such members
would no longer be eligible to receive bene-
fits under that Act. '

{b) REPORT.—The Secretary shall submit to
Congress a report on the study 'requlredi‘
under subsection (b) not later than 180 days
after the date of the enactment of this Act,



