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Working Group Objectives

This Working Group has been tasked with developing recommendations for the CSRIC's
consideration regarding actions the FCC should take to improve the Emergency Alert System.

P State EAS Plans. Recommend steps to improve the process for developing and submitting state EAS
plans to the Commission. Consider the formation and role of State Emergency Communications
Councils (SECCs), and processes for optimizing the EAS while minimizing burdens on EAS
stakeholders.

o Final Report: Submitted March 2014.

» Nationwide EAS Test/Operational Issues. Address other EAS-related issues as assigned to CSRIC by
the FCC.

o Final Report: Submitted June 2014.

P EAS Security. Recommend actions to improve and promote the security of the EAS.
o Initial Report on EAS Cybersecurity Best Practices: Submitted June 2014.
o Final Report: December 2014.
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EAS Security Subcommittee

Co-Chairs:

Neil Graves, Director, Business Development, SNR Systems
Richard Perlotto, Director, The Shadowserver Foundation
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WG3: EAS
Cybersecurity Initial Report

O Submitted to CSRIC in June 2014

O Addressed needs for information assurance and
security controls throughout EAS system.

O Best Practices for EAS cybersecurity hygiene.

O EAS Participant Networks and Operations
O EAS Alert Originators
O EAS Device Manufacturers
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WG3: EAS
Cybersecurity Initial Report

Conclusions

O EAS community should adopt Best Practices to secure EAS
In its current state.

O Incorporate EAS into IT security program, or create a
program if necessary.

O Reportis a starting point.

O Consistent review and renewal of the Best Practices is
needed to reflect ongoing evolution of threats and
vulnerabilities.
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WG3: EAS Security
Next Steps

O Cyber risk mitigation methods should be continually
updated.

O Determine a cyber risk management program that
addresses all areas of the NIST Cybersecurity Framework.

O WG3 EAS Security Subcommittee tasked with providing
recommendations for application of the NIST Framework to EAS
ecosystem.
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WG3: EAS Security
Next Steps

o NIST Framework provides mechanisms for
organizations to:

o Characterize their current cybersecurity posture;
Identify their target state for cybersecurity;

o Prioritize opportunities for improvement that are
continuous and repeatable;

o Assess progress toward the target state; and

o Communicate among stakeholders about
cybersecurity risk: C-level to frontline technicians.

O
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WG3: EAS Security
Next Steps

o CSRIC Working Group #4 is tasked with
developing cyber risk management best
practices for communications providers.

- WG4 goals include conforming the NIST Framework
to the communications sector.

o WG3 will coordinate with WG4 to avoid
product overlap.

- WG3 will focus on cyber risk management in the
context of EAS, and defer to WG4 regarding cyber
risk management in other areas of EAS Participants’
operations.
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Final Report re: EAS Cyber Risk
Management due December 2014
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