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EXECUTI VE DI GEST

In March 1994, the O fice of Inspector General (O G issued an
audit report entitled "Report on the Audit of Physical Security
of the Local Area Network." In that report, the O G concl uded
that the Federal Conmmunications Conm ssion (FCC) had not
established internal controls which adequately protect conponents
of the FCC network from physical and environmental threats. Such
physi cal and environnmental threats to the network include

deli berate intrusion, natural and/or man-made hazards, damage or
theft of equipment, and unauthorized access to data.

The objective of this audit was to determ ne whether the

Conmi ssion had inplenmented a corrective action programin
response to our March 1994 audit report. An additional objective
was to evaluate the controls in place to ensure the protection of
net wor k m croconput er workstations and | aptops from physical and
environmental threats.

During the review we found significant inprovenents in the

Comm ssion's conmputer security program For exanple, in our
March 1994 report we reported that the Comm ssion had not

conducted a risk analysis or prepared a conputer security plan

for the network as required by the Conputer Security Act of 1987.
During this review we exam ned the Conmm ssion's risk assessnent

and security planning activities and determ ned that a network

ri sk assessnent was conpl eted and a conprehensi ve security 2-year

pl an has been devel oped based, in part, on that assessnent. In

addition, the Conmm ssion issued a final version of Directive

FCCI NST 1479.1 entitled "FCC Conputer Security Directive." This
Directive provides a conprehensive framework for managi ng

conputer security on the variety of hardware and software

pl atforns used by the Comm ssion.

Al t hough we recogni ze significant progress in the Conm ssion's
conputer security program we found that further inprovenents in
physi cal and environnmental security controls are necessary to
adequately protect the network from physical and environnent al
threats. In addition, our review identified weaknesses in the
managenent of | aptop conputers.

The FCC has becone increasingly dependent upon its automated

systens. Interruption to services provided by the Local Area

Net wor k (LAN), which include access to databases, E-mail, and the
Internet, would be extrenely disruptive to the Comm ssion. LoSs

of network and portable conputing resources woul d have an

i mredi at e and profound effect on enpl oyee productivity and woul d

i npact the Commission's ability to conduct business. This would

i ncl ude the Chairman, Comm ssioners, and their respective staffs.
For exanple, the E-mail system woul d be disabled and information

on Conm ssi on dat abases could not be retrieved. Physical and

environmental controls, i.e., locks, fire extinguishers,

uni nterruptabl e power supplies (UPS), etc., help ensure that

t hese scenarios do not occur. These neasures can be readily



adopted at a reasonable cost and, in the case of fire
extingui shers and UPS, are transportable within the current FCC
space or to the Portals as is projected for md-1997.

The Managing Director has concurred with each of our
recomendati ons and has provided a tinetable for inplenmenting
corrective action. Excerpts fromthe Managing Director's
response to our draft report are incorporated under the
appropriate audit recommendation. The entire response is
contained in the Appendix to this report.



AUDI T OBJECTI VE

The first objective of this audit was to determ ne the status and
effectiveness of corrective actions which were instituted as a
result of recommendations contained in a March 1994 O G audi t
report entitled "Report on the Audit of Physical Security of the
Local Area Network." An additional objective was to exam ne the
physi cal and environnmental security of network m croconputer

wor kst ations and | aptop conputers.

AUDI T SCOPE

The audit was conducted in accordance with Generally Accepted
Government Audi ting Standards, and included such anal ysis,
interviews and testing as required to support the audit findings.

The scope of this reviewwas limted to the network and

m croconputer workstations operating in FCC Headquarters office
space. The scope of our assessnent of physical and environnent al
security of |aptop conputers was not geographically limted
(i.e., laptop conputers assigned to field conponents were
included in the review.

Audit fieldwrk was primarily performed within the Ofice of the
Managi ng Director (OVD) from October 1995 through February 1996.

BACKGROUND

On Decenber 24, 1985, the Ofice of Managenment and Budget (QOvVB)
issued Circular No. A-130. This Circular provides a general
policy framework for managenent of Federal information resources.
The Circul ar inplements provisions of the Paperwork Reduction
Act of 1980 as well as other statutes, Executive Orders, and
policies concerning general information policy, information
t echnol ogy, privacy, and mai ntenance of Federal records. In
addition, the Crcular places specific responsibility on the head
of each agency to "(e)nsure that the information policies,
principles, standards, guidelines, rules and regul ations
prescribed by OB are inplenented appropriately within the
agency."

Appendix Il to OVMB G rcular No. A-130, entitled "Security of
Federal Automated Information Systens", establishes a m ninmum set
of controls to be included in Federal automated information
systens security prograns. The appendi x specifically requires

t hat agencies shall:

a. Assure that there are appropriate technical, personnel,
adm ni strative, environnental, and tel ecomruni cations
saf eguards in automated information systens;



b. Assure the continuity of operations of automated information
systens that support critical agency functions;

c.lnplement and maintain an automated information systens
security program including the preparation of policies,
st andards, and procedures;

d. Assure that an appropriate |level of security is maintained at
all information technol ogy installations operated by or on
behal f of the Federal Governnent.

On January 8, 1988, the President signed the Conputer Security
Act of 1987 into law. The purpose of the |law was to recogni ze
that "inproving the security and privacy of sensitive informtion
in Federal conputer systens is in the public interest." The |aw
"creates a neans for establishing m ninum acceptable security
practices for such systens, without limting the scope of
security nmeasures already planned or in use.”

In March 1994, the O Gissued an audit report entitled "Report on
the Audit of Physical Security of the Local Area Network." In
that report, the O G concluded that the Comm ssion had not
established internal controls which adequately protect conmponents
of the FCC network from physical and environnmental threats. In
addition, the O G concluded that this condition resulted in an

i ncreased risk and magnitude of harmthat could result froma

wi de variety of physical threats and environnmental hazards to the
networ k including deliberate intrusion, natural and/or man-nade
hazards, damaged or stol en equi prent, and unauthorized access to
dat a.



Finding No. 1 - Waknesses Continue To Exist In The Physi cal
And Environnental Security of Critical Network
Har dwar e

In the "Report On The Audit O Physical Security O The Loca
Area Network," dated March 30, 1994, the O Greported the results
of our tests of physical and environnmental security in conputer
hub roons in the 1919 M Street headquarters facility. For
pur poses of this review, we have defined a conmputer hub room as
an area containing core network hardware (e.g., file servers,
routers, patch panels, etc.). The report concluded that the
Comm ssi on had "not established adequate physical security
controls to protect critical LAN hardware from physical threats."”
In addition, we concluded that "(t)he FCC has not protected sone
critical LAN conponents from environnental hazards." W
recomended i npl enmentation of a series of controls to inprove the
physi cal and environnmental security of network hardware.
Managenment concurred with our recommendati ons and established a
time table to effect the action required to correct the
identified deficiencies.

As part of this review, we exanm ned the corrective action taken
by the Conmi ssion to inprove physical and environnental security
in conputer hub roonms containing network equipnment. In addition
t o assessi ng managenents activity resulting fromour March 30,
1994, audit report, the scope of this foll owup review was
expanded to include hub roons in the foll ow ng FCC headquarters
of fi ce space:

- 2000 M Street
- 2025 M Street
- 2033 M Street
- 1250 23rd Street
2000 L Street

During the review, we identified physical and environnental
security weaknesses which had been identified and reported in our
previous audit. During audit testing, we identified the
follow ng conditions: (1) conputer hub roons, including the FCC
data center, which were not physically secured during and after
busi ness hours; (2) hub roonms which did not enpl oy cypher | ocks
on all points of entry nor deploy additional security devices
(e.g., door locks) when those devices were available; (3) hub
roons in which equi pment was not properly protected from

acci dental disconnection; (4) lack of snoke detection and fire
suppression in conputer hub roons; (5) hub roons which showed
signs of water damage; and (6) hub roomnms which were excessively
dirty.

| nadequat e physi cal and environnmental security controls threaten
the viability of the network by increasing the risk of damage to



equi prent (whether willful or inadvertent), theft of equipnent,
and unaut hori zed access to data.

These conditions resulted from (1) physical space restrictions
during network installation requiring comm ngling of network
equi pnrent with common work areas and itens; (2) |ack of enpl oyee
awar eness of security requirenments; (3) budget restrictions; and
(4) inadequate planning for physical and environnmental security
duri ng expansion.

Requi renents For The Physical And Environnmental Security O
Critical Network Resources Are Well Established By Gover nnent
Requl ati on And | ndustry St andards

The requirement for physical and environnmental security of
conput er equi prent is addressed in Federal and Agency regul ation.
O fice of Managenent and Budget (OvB) Circular No. A-130,
entitled "Managenent of Federal [nformation Resources",
establishes a m ninum set of controls to be included in Federa
automated informati on systens security prograns. The G rcul ar
states that agencies shall "assure that there are appropriate
techni cal, personnel, adm nistrative, environnental, and
t el ecomuni cati ons safeguards in automated information systens”
and that agencies "assure the continuity of operation of
automated i nformati on systens that support critical agency
functions.” Furthernore, FCC Directive 1479.1, entitled "FCC
Computer Security Progrant, addresses guidelines for the
protection of FCC conputer systenms. The Directive establishes
that "offices and work areas where FCC conputer systens are
| ocat ed nust be physically secured when unattended.” The
Directive recogni zes that "(a)dequate controls should be enpl oyed
consistent with the value, exposure and sensitivity of the
informati on and equi pnment that is to be protected.”

I n Decenmber 1990, the Institute for Internal Auditors published
the Systens Auditability and Control Report, hereafter referred
to as the "SAC Report." The SAC Report is the result of a major
research project conducted by top professionals in the
information systens audit profession and provi des conprehensive
gui dance on information technol ogy and i nformati on systens
auditing. Requirenents for strong physical and environnental
security are recogni zed in several nodules of the SAC Report. In
nodul e four, entitled "Managi ng Conputer Resources”, the SAC
Report recogni zes that "(a) well-designed security program

addr esses physical security" and that physical security "should
be designed to: Prevent unnecessary and unaut horized access to

t he conputer room and equi pnent; and prevent unauthorized access
to conmputer operations areas.” Mdule nine of the SAC Report,
entitled "Security", states that "(w)ith the expanded reliance on
I nformati on System (1S) data and resources, security has becone
fundanmental to the ongoing viability of npbst organizations"” and



t hat physical security "is the nost basic and conmonly addressed
formof IS control."

Wth respect to environnmental security, nodule nine of the report
di scusses the risks presented by environmental hazards including
fire and water damage, as well as damage from "pollutants in the
air or fromchem cals used in or near the environnent where the
information systens are |ocated.” Chapter three of this nodul e
directly addresses the need for snoke detection and fire

ext i ngui shing equi pnment reporting that "(f)ire and flood, along
with the resultant damage caused by fire extinguishing procedures
(snmoke and wat er damage), are two of the nost common causes of
damage to |'S equi pnent and records.

The Conm ssion Has Not Provi ded Adequate Physical And
Envi ronnental Security For Conputer Hub Roons Containing Critical
Net wor Kk _Conponent s

The Conm ssion has distributed critical network hardware to a
series of roons (hereafter referred to as "hub roons") throughout
t he buil di ngs being used by headquarters personnel. Hub roons
vary in conplexity fromthose which contain only "patch panel s”
(connecting vertical and horizontal cabling) to those containing
network file servers and database servers. The core conponents
of the FCC network are located in the FCC Data Center (Room MLO
of the 1919 M Street facility). Equipnent in the Data Center
provi des network connectivity to other headquarters buil dings,
field offices, the Laurel |aboratory, the Gettysburg facility,
and the Auction site | ocated on Massachusetts Avenue in

Washi ngton, DC. In addition, the Conm ssion's nodem pool
(providing dial-in/dial-out services) and many of the network
dat abase servers are located in the Data Center

As part of our testing of physical and environnental security
controls, we:

-reviewed policies and procedures established to control
access to hub roons;

-identified the | ocations of these hub roonms and conduct ed
tests, both during and after business hours, to
determ ne the status of physical and environnent al
security in these areas;

-exam ned the security neasures (e.g., cypher |ocks, key
| ocks, Uninterruptable Power Supply (UPS), fire
control, etc.) taken to protect conputer hub roormns;

-interviewed representatives fromthe Ofice of the
Associ ate Managing Director - Qperations to devel op an
under st andi ng of controls over buil ding access and



egr ess;

-surveyed personnel with hub room access to determ ne
famliarity with security requirenents; and

-exam ned that results of self testing conducted by the FCC
Conput er Security O ficer.

On Novenber 21 and 22, 1995, we conducted an inspection of
conput er hub roonms in six FCC headquarters buildings. The

i nspection was conducted during business hours. During the

i nspection, acconpanied by the FCC Conputer Security Oficer, we
tested the physical and environnmental security controls in place
in twenty-six conputer hub roons. During that testing we
identified the foll owi ng weaknesses:

Ei ght of the hub roons inspected were not physically
secure during our testing. The severity of this finding is
conpounded by the fact that, during the inspection, we were
chal l enged for identification on only one occasion by an FCC
enployee. In fact, in several cases we were directed to
unsecured hub roons by hel pful FCC personnel. It should be noted
that we did not display FCC identification nor were we famli ar,
as arule, to persons in the areas we visited. 1In fact, on the
second day of our inspection we were dressed in casual attire.

Thirteen of the hub roons inspected had one or nore
entry points that did not enploy a cypher Iock security. In sone
cases, these entry points were equi pped with a key | ock security
feature that was being used at the tine the testing was
conducted. However, in other cases, these entry points were
unsecured. |In one hub roomthe cypher |ock had been disabled to
all ow access to the room In another case a sign on the door
warns users "Do Not Lock Door."

. Sevent een of the hub roons inspected were being
utilized as "shared" space and were not dedicated to supporting

t he network backbone. Many of the hub roons contai ned unused
furniture, file cabinets, printers, fax machi nes, book cases, and
ot her non-network related materials. Use of hub roons for

pur poses ot her than support of the network significantly
increases the risk of wllful or inadvertent damage to equi pnent,
theft of equipment, and unauthorized access to data.

In three of the hub roons inspected, we observed
cabling which was not properly protected from acci dent al
di sconnection. Two of these hub roons were being used as
"shared" space.

: None of the hub roons inspected were equi pped wth
snoke detection equi pment.



Si x of the hub roons inspected contained evidence of
wat er damage. In one location there was evidence of significant
wat er damage. Sone of the damage was on the ceiling above
net wor kK equi prnent .

Fourteen of the hub roons did not have a fire
extingui sher within fifty feet. 1In fact, the only hub roons that
had this equi pnent nearby were those | ocated near the el evators
in the 1919 M Street buil ding.

A file server in one of the hub roons was not equi pped
wi th an operational Uninterruptable Power Supply (UPS). UPS
equi pnent provi des backup in the event of a power failure. In
addi ti on, we observed cl eaning solvents stored in this hub room

Funes fromthese solvents nmay cause damage to sensitive network
conponents. In addition to solvents, we observed that many of
the hub roons inspected were not properly maintai ned. Mny of
the roons contai ned ol d newspapers, nmgazi nes, food containers,
etc.

For security reasons, we have provided the Managing Director with
a conprehensive listing of hub roons tested and weaknesses
identified by |ocation under separate cover.

The FCC Data Center WAs Not Physically Secured After Business
Hour s

The core of the FCC s information network is |ocated on the
nmezzani ne |level of the 1919 M Street facility. Specifically, the
data center contains nunerous network file servers, data base
servers, telecomrmunications equi pnment, network hub equi prent, and
backup equi pment. Traditionally, due to the sensitivity of the
data mai ntai ned at such a site, high value of the equipnent, and
environmental sensitivity, control over access is carefully

adm nistered. |In fact, access via card key, cypher |ocks, and
use of bionmetric devices are routine in many data centers.

On Decenber 12, 1995, representatives fromthe OG went to the
data center to evaluate the physical security of the

wor kst ations. Expecting stringent access security, the auditors
were surprised to discover no hindrance to entrance. After
gaining entrance, the auditors toured the data center |ooking for
on duty personnel. No personnel were found in the area. During
a second visit later that evening, auditors observed and
phot ogr aphed numerous network file servers (including a file
server "mrroring" the auction file server), telecomunications
equi pnent, UNI X data base servers (figure 1 on page 11), boxed
UNI X equi prment, nunerous personal conputers, and ot her conputer
equi pnment .



During our inspection of the data center, we noted access from
the data center to the | oading dock in the rear of the 1919 M
Street building existed via an elevator. At the tinme of our
visit, we observed that the elevator |atch was in place and that
the el evator was secure (figure 2 on page 11). However, in a
previ ous building security tour, conducted with representatives
fromthe AMD-O security office, AMD-IM and the contract security
force, we observed that: (1) this elevator was not secured while
not in use, and (2) the rear |oading dock was unsecured. W were
informed by a representative fromthe contract security force
that these conditions are occasionally observed during routine
security checks. In our opinion, the severity of the data center
physi cal security weakness we identified is conpounded by this
weakness in building access control.

We contacted representatives fromAVMD-IMto determ ne the reason
for this condition and to determ ne what steps woul d be taken to
prevent a recurrence. W were inforned that "a sinple oversight
in checking the front door was the cause of the center being left
open." The AMD-1 M response went on to note that "Data Center
staff have been instructed to verify that all access points are
secured before closing the Data Center."

On February 21, 1995, representatives fromthe OGnet with the
FCC Conputer Security Oficer and were provided with an update on
security enhancenents in the data center. In addition, we
conducted an inspection of the data center and were briefed on

pl anned controls.
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figure 1: OG Auditor standing in front of UN X dat abase
servers located in the FCC Data Center
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figure 2: Elevator providing access fromthe FCC Data
Center to the rear |oading dock
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Physi cal And Environnental Security Waknesses Thr eaten Network
Viability

Ri sks associ ated with i nadequate physical and environnental
security controls include: unauthorized access to conputer

equi pnent; possible willful or inadvertent |oss or destruction of
equi prent; and theft, unauthorized copying, nodification, or
destruction of data. The risk is conpounded by the accessibility
to FCC work areas by non- FCC personnel such as contractors,
messengers, and cl eaning personnel. In addition, a tested
Continuity of Operations Plan (COOP), normally a significant
mtigating control feature, has not been devel oped for the FCC
network. A recently published 2-year conputer security plan

i ndi cates that COOP devel opnent efforts will begin in the 3rd
quarter of FY96.

Several Conditions Have Prevented | nplenentation O A Strong
Physi cal And Environnental Security Control Program

The weaknesses identified have resulted from several conditions
including: (1) space restrictions which have inpacted unfavorably
upon secure network installation; (2) lack of enployee awareness
of security requirenents; (3) budget restrictions; and (4)

i nadequat e pl anning for physical and environnental security
during expansion.

In our initial review of network physical security (as reported
in our audit report dated March 30, 1994), we questi oned ANMD- | M
managenent about the use of "shared" space for network hub roons.
W were inforned that many of the roons being used are
"controlled by the various Bureaus" and that "(t)hese roons were
the only roons nade avail able by the B/O several years ago when
OWD asked for space to put in their Departnental Conputers.” W
were further informed that "(t)here was and still is no space on
these floors to make as secure an area as desired.” W stated in
that report that "the inportance of reducing the risk ..

out wei ghs any i nconveni ences that m ght be inposed.” W continue
to hold this opinion.

During our inspection of hub roons throughout FCC headquarters
wor k space we were repeatedly directed to hub roons by FCC

per sonnel wi thout being challenged for identification. In our
opinion, this indicates a | ack of awareness on the part of FCC
personnel of their security responsibilities. FCC Directive
1479.1, entitled "FCC Conputer Security Program" establishes
these responsibilities and states that "FCC users have a
responsibility to create and maintain a secure work environnent,
and to protect the conputer assets used to fulfill business
activities."

13



| nprovenents Have Resulted Since O G Report |ssuance

The Commi ssion's conputer security program has seen significant
i nprovenent since our March 1994 audit. For exanple, the
Comm ssion has issued a network risk assessnent and a

conprehensi ve security 2-year plan. |In addition, the Conm ssion
issued a final version of Directive FCCINST 1479.1 entitled "FCC
Computer Security Directive.”" This Directive provides a

conpr ehensi ve framework for managi ng conputer security on the
vari ety of hardware and software platfornms used by the

Comm ssion. Unfortunately, several of the planned security
activities that inmpact physical and environnental security are on
hol d because of funding problens. For exanple, Continuity of
OQperations Planning activities will be delayed until budget
resolution. |In addition, we were inforned that "the need for
fire extinguishers in sonme Hub Roons requires funding which is
currently unavail able.™

The scope of our March, 1994, audit report was limted to
conputer hub roonms in the 1919 M Street building. In that

report, we nmade specific recomendations for the inplenentation
of physical and environnmental security controls for those hub
roons where weaknesses were identified. During testing conducted
as part of this review, we noted that the controls recommended
for 1919 M Street hub roons had been inplenented. However,

physi cal and environnental security does not appear to have been
adequat el y addressed during the establishnment of hub roons in
headquarters expansion facilities.

Pl anned FCC Move To Portals

The O G recogni zes that many of the concerns addressed in this
report will be negated when the Comm ssion noves to new office
space in the "Portals" facility. However, in our opinion, the
ri sks associated with the conditions we have identified in this
review require that action be taken to protect network equi pnent
prior to that nove.

Recommendati on for Corrective Action 1 of 4

The Managi ng Director take imredi ate steps to ensure the physica
security of areas in which critical network resources are

| ocated. These steps should include (1) resolution of the shared
space i ssue by either physical isolation of equipnment within the
shared space or renoval of non-network materials fromthe area,;
and (2) installation of cypher Iocks in all hub roons containing
network hardware. 1In addition, we recomend that the Managi ng
Director take steps to periodically rem nd FCC personnel of their
security responsibilities.

14



Managenent Response

The Managing Director has concurred with the recommendati on and
has recogni zed actions taken by AVD-I1Mto inprove physica
security in conputer hub roons. |In addition, the Mnagi ng
Director stated that "AMD- I M and the Associ ate Managi ng Director
- OQperations (AMD-O staff are installing cipher [ocks in key

net wor k spaces not currently equi pped with such devices" and that
"(b)oth groups are also working to i nprove existing physical
security in MO, the Data Center."

Recommendati on for Corrective Action 2 of 4

The Managing Director take i mediate steps to ensure the
environmental security of areas in which critical network
resources are |ocated. These steps should include (1)
installation of snoke detection equipnment in conputer hub roons;
(2) installation of fire extinguishers in conputer hub roons; (3)
eval uation of alternatives for periodically cleaning hub roons;
(4) evaluation of alternatives to mnimze water damage exposure
(i ncluding renoval of equipnent if necessary); (5) review of hub
room cabling to mnimze accidental disconnections; (6) renoval
of cleaning solvents from hub roons; and (7) periodic review of
t he status of UPS equi prment.

Managenent Response

The Managi ng Director has concurred with the recommendati on and
has recogni zed actions taken by AMD-IMto inprove the
environmental security of critical network conmponents. In
addition, the Managing Director has stated that "(a)ll cleaning
sol vents have been renoved from hub roons" and that the "periodic
review of UPS equi pnment and its stability has been schedul ed for
conpl etion by May 1996."

15



Finding No. 2 - |nadequate Managenent O Laptop Conputer
Resour ces

Prior to 1994, a limted nunber of |aptops had been purchased by
t he Comm ssion for special purposes. In the past two years, as
part of the FCC s automation initiative, the Comr ssion has

pur chased over two-hundred (200) additional |aptop conputers. As
a result, the Conm ssion currently maintains an inventory of

| aptops totalling over three-hundred units. This represents
approximately one laptop for every six enployees. Wth the
acqui sition cost of |aptops ranging from $2,455 to $6, 149 per
unit, it is clear that this equi pment represents a significant
capital investnent. Commensurate with this investnent, the
Conmi ssi on has not established an adequate program for managi ng
| apt op conputer resources. During audit testing, we identified
weaknesses whi ch included: (1) inaccurate inventory records and
(2) lack of periodic conprehensive physical inventories.

An i nadequate | aptop managenent process increases the risk of
| oss of scarce | aptop conputer resources and data. These
conditions resulted frominadequate planning during program

i npl ement ati on.

Requi renents For ©Manadgi ng Conputi ng Resources Are Wl
Est abli shed By I ndustry Standards And Gover nnent Requl ati on

The requi renment for managenent of portabl e conputing resources is
addressed in Federal and Agency regulation. Ofice of Managenent
and Budget (OVB) CGircular No. A-130, entitled "Managenent of
Federal Information Resources", establishes a m ninum set of
controls to be included in Federal automated information systens
security progranms. The Circular recognizes that "... the val ue
of government information to the entire Nation, the managenent of
Federal information resources is an issue of continuing

i nportance to the public and to the governnent itself.” The
Circular goes on to state that agencies shall "(d)evelop interna
agency information policies and procedures and oversee, eval uate,
and ot herw se periodically review agency information nmanagenent
activities" and that agencies "shall assure an adequate |evel of
security for all agency automated information systens.” The
circular also directs that "agency and contractor personnel

i nvol ved in the nmanagenent, operations, progranm ng, nmaintenance,
or use of information technology are aware of their security
responsi bilities and know howto fulfill them™

FCC Directive 1479.1, entitled "FCC Conputer Security Progran
addresses guidelines for the protection of portable conputing
resources. The Directive recognizes that "wth portable
conputing resources there are significant inherent exposures
related to theft and the safeguarding if information"” and that
"FCC users should be particularly security consci ous when
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travelling with portable conputer resources.” The Directive
states that "offices and work areas where FCC conputer systens
are | ocated nust be physically secured when unattended” and that
"(a)dequate controls should be enployed consistent with the

val ue, exposure and sensitivity of the information and equi prment
that is to be protected.”

FCC Directive 1054.1, entitled "Property Managenent", states that
it is "FCC policy to assure the proper identification, custody,
use, care, maintenance and safeguarding of all Federal property.”
In addition, the Directive establishes objectives which include
"(t)o list and account for all inventoried Conmm ssion property at
a central point within the agency” and "provide for the periodic
inventory of all FCC inventoried property and reconciliation with

the appropriate property records.” The Directive assigns
Automatic Data Processing (ADP) equi pnment managenent
responsibilities to the Associate Managing Director - Information
Managenent .

Ri sks associ ated with managi ng portabl e conputing resources is
addressed in several nodules of the SAC Report. Modul e nine of
the SAC Report, entitled "Security", states that
"(microconputers present one of the fastest grow ng areas of
potential data security vulnerability" and that "the nobst obvi ous
formof mcroconputer security is protecting the machi nes

t hensel ves against theft."™ The Report goes on to state that
"(microconputers and conponents are now exceedi ng typewiters
and tel ephones as the office equi pnent nost often stolen. O
course, the difference is that, unlike a typewiter,

m croconputers wth hard disks may contain critical data that are
difficult or inpossible to replace.”

The Conmi ssion Has Not Established An Effective Laptop Conputer
Managenent Process

In md-1994, as part of on-going efforts to automate operations,
t he Comm ssion began to procure |aptop conputers. Prior to that
time, the Comm ssion had purchased a small nunber of |aptops for
speci al purposes. Based upon our review of Commi ssion inventory
records, as of Cctober 1995, the Conm ssion had three-hundred
seven (307) laptop conputers ranging in cost from$2,455 to

$6, 149 per unit.

As part of our review of the |aptop nmanagenent process, we
interviewed representatives fromAMD-I M and Bureaus/Ofices to
obtai n an understandi ng of the current |aptop nanagenent process;
obt ai ned and revi ewed | aptop checkout docunentation and
associ at ed dat abase records; and used statistical sanpling

techni ques to select |aptop conputer for detailed review

Using a statistical nodel based upon a ninety-five percent (95%
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i nplied confidence factor and an acceptable error rate of five
percent (5%, we selected a sanple of fifty-four (54) |aptop
conputers froma universe of three-hundred seven (307). For each
| apt op sel ected, we:

-used avail abl e inventory records to ascertain the
organi zation to which the |l aptop was currently
assi gned;

-contacted the organi zation to determ ne the current
| ocation of the equi pnment (where avail able, we
col l ected and revi ewed docunentation reporting
equi pnent di sposition);

-contacted the individual to which the | aptop was assi gned
to determne if the individual had the equi pnrent, and
determ ne physical and environnental security controls
used to protect the equipnent; and

-attenpted to physically verify the equi pnent (using
recorded serial #, FCC #, and barcode information).

Qur detailed review of selected | aptop conputers yielded the
foll ow ng results:

- Si Xxty-seven percent (67% of the selected | aptops were
physically verified (36 + 54 = 67%. \Verification was
done through either physical exam nation of the
equi pnent or, when this method was inpractical,
verification of Serial Number, FCC Nunber, and Barcode
by enpl oyee. Four of the laptops in this category
could not be located initially despite an extensive
review of avail able inventory records. Information
regardi ng these | aptops was provided to AMD- I M and,

t hrough additional review, AMD-IMwas able to | ocate
t he equi prent.

-El even percent (11% of the selected | aptops could not be

| ocated (6 + 54 = 11%9. Two of these | aptops were
reported in Help Desk inventory records as being
checked out indefinitely. However, when we contacted
Comm ssi on personnel reported as having checked out the
equi pnent, we were infornmed that they did not have

t hese | aptops. Another laptop was reported in
inventory records as having been distributed to the
Conpl i ance and Information Bureau (CIB). W contacted
CIB and were inforned that they were unable to | ocate
this equi pnent. The FCC Conputer Security Oficer
stated in a nenorandumto the O G that, in his opinion
"given sufficient time, the remaining | aptop conputers
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can be | ocated and accounted for."

-One of the selected | aptops was determ ned to have been
stolen in |ate Novenber 1995. W were infornmed by the
FCC Conmputer Security Oficer that a copy of the
Federal Protective Service report had been prepared for
this equi pnent.

-Despite extensive efforts, we were unable to conplete a
physi cal verification of twenty percent (20% of the
| apt ops sel ected for review (11 + 54 = 20% . In sone
cases, enployees using this equipnment were on travel,
on | eave, or out on disability during our review
However, three enployees did not produce equi pnent for
physi cal verification despite repeated requests to
cooperate with this review effort and repeated
assurances that cooperation was forthcom ng.

In our opinion, the results of this detailed review of selected
| apt ops i ndicate significant deficiencies in the | aptop
managenent process.

Laptop I nventory Records Are Not Accurate

The official inventory of FCC | aptop conputers i s maintained by

t he Equi pnent Support Branch (ESB) within AMD-IM W used their
inventory report, dated October 6, 1995, as the basis for our

sel ection of laptop conputers for detailed review. Follow ng our
sanpl e sel ection, we contacted Data Autonmation Liaison Oficers
(DALO from each Bureau and O fice and FCC Hel p Desk personnel to
obtain any internal |aptop inventory records that mght reside in
their respective Bureaus and Ofices.

Starting with the official ESB inventory report we attenpted to
| ocate each individual laptop in our sanple. Based upon our
unsati sfactory results, we concluded that the official inventory
does not accurately reflect the distribution of |aptop resources
to Bureaus/ O fices or the Hel p Desk. Likew se, we determ ned
that, certain Help Desk and Bureau/ Ofice inventory records do
not accurately reflect the physical |ocation of the equipnent.

For exanple, one of the | aptops sel ected, a Toshi ba 3400 CT -
Serial Number 03421326, was reported in the official inventory as
bei ng assigned to the Custoner Solutions Division of AVD-IM
Typically, this designation neans that the equi pnent was assi gned
to the Conputer Help Desk. However, in this case, no record of
this equi pnent existed in Help Desk records. Despite extensive
efforts on the part of this office and AMD-IM we were ultimately
unable to locate this equi pnent.
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I n anot her exanple, a selected |aptop, Toshiba 1960 CS - Seria
Nunmber 07419506, was reported in the official inventory as being
assigned to the Custoner Solutions Division of AMD-IM A review
of Help Desk records indicated that the | aptop had been assi gned
to the Hel p Desk and had been signed out indefinitely to an

i ndividual in the Conmon Carrier Bureau. W contacted the

i ndi vidual and were inforned that he did not have this equi pnent.
We passed this information along to the FCC Conputer Security

O ficer who was subsequently able to | ocate the equi pnent.

It should be noted that several Bureaus and Ofices did nmaintain
accurate | aptops inventory records. For exanple, we reviewed
records nmnai ntained by the Mass Medi a Bureau (MVB) and found a
conprehensi ve | apt op managenent process.

Lapt op Conputer Resources Are Not Periodically Inventoried

FCC Directive 1054.1, entitled "Property Managenent", establishes
requirenents for a "periodic inventory of all FCC inventoried
property and reconciliation with the appropriate property
records.” As part of our review, we net with a representative
from the Equi pnment Support Branch within AMD-IMto discuss |aptop
inventory procedures. W were infornmed that the Equi pment
Support Branch has del egated responsibility for conducting |aptop
inventories to the Hel p Desk. We were further informed that this
was the result, in part, of problens associated with conducting
inventories of |aptop equipnent. For exanple, we were inforned
that sonme enpl oyees refuse to produce equi pnent for inventory

pur poses when requested. In addition, |aptops are frequently
noved wi thout reporting the information to the Equi pment Support
Br anch.

Al t hough we were inforned that periodic |aptop inventory
responsibilities were delegated to Conputer Help Desk staff, a
representative fromthe Conputer Help Desk stated that | aptops
were not periodically inventoried. Instead, Help Desk inventory
record are checked for accuracy when, and if, equipnent is
returned to the Help Desk for redistribution, repair, or
enhancenment. I n our opinion, this process does not represent an
adequat e physical inventory process.

Weaknesses I n Laptop Managenent I ncrease The Ri sk O Asset Loss

An i nadequate | aptop managenent process increases the risk of

| oss of |aptop conputer equi pnent and data. As part of our
review, we requested information about recent conputer thefts at
the Conmm ssion. W received a nenorandum fromthe FCC Conputer
Security Oficer docunenting theft for the period fromJune 1995
to February 1996. During that period, seven (7) |aptop
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comput ers, valued at $21,580', were reported stolen from
headquarters facilities. The effect of the loss of this

equi pnent is magnified as a result of the difficult budget
conditions currently faced by the Conmission. As part of this
review, we have worked with the Conputer Security Oficer to
identify potential physical control alternatives for |aptops
including a chip based nonitoring system

Several Conditions Have Prevented | nplenentation O A Strong
Lapt op Managenent Process

In our opinion, the conditions identified in this reviewresulted
from i nadequate planning during programinplenentation. In md-
1994, the Conmi ssion began to purchase a | arge nunber of | aptop
conputers. Sone |aptops were distributed directly to Bureaus and
Ofices while the remai nder were assigned to the FCC Conput er
Hel p Desk. The nethod by which these resources were nmanaged was
left to the individual organizations. This |ack of fornal
program establishment led to control weaknesses.

For those | aptops assigned to the Conputer Hel p Desk, managenent
of the checkout process was originally acconplished using the
Hel p Desk call-in log. As part of our review, we obtained and
reviewed a copy of the log for 1995. The log records a variety
of information about each checkout including dient Nane,
Organi zation, and Resol ution. However, the I og did not
consistently record information about the specific | aptop checked
out. As part of our detailed review of selected | aptops, we
reviewed records fromthe recently devel oped Hel p Desk | aptop
managenent system The current systemis conprised of two
dat abases, one for short termloans and one for indefinite |oans.
In our opinion, this process represents an inprovenent over the
original |og process.

In addition to reviewi ng Hel p Desk records, we reviewed inventory
records nmaintained in the Bureaus and O fices. GCenerally, we
found that these records were well nmmintained. For exanple, we
revi ewed the program established by MMB and found a conprehensive
program i ncl uding formal policies and procedures and a dat abase
providing a detailed history of MVB's |aptop inventory.

Recommendati on for Corrective Action 3 of 4

The Managing Director: (1) conduct a conplete inventory of
Comm ssi on Laptop Conputers and adjust inventory records to
reflect the results of this action; and (2) decentralize the

1

In addition, the report identifies the |oss of additional
aut omati on equi prent (i ncluding cellular phones, fax machi nes,
printers, conponents, etc.) with a conbined val ue of over $57, 400.
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responsi bility for managi ng | aptops checked out indefinitely from
the Hel p Desk to those Bureaus and Ofices with the resources
necessary to i ndependently nmanage the process. The Hel p Desk
shoul d continue to nmanage | aptops for those organi zati ons who
require that service.

Managenent Response

The Managi ng Director has concurred with the recommendati on and
stated that "(a) baseline inventory of all |aptop conputers has
been schedul ed for this fiscal year" and that "(a)s part of the
corrective action, inprovenents for the managenent of | aptop
conputers is planned."

Recommendati on for Corrective Action 4 of 4

The Managi ng Director devel op gui dance for use by Bureaus and

O fices managi ng | aptop resources. This guidance should include
notification to users: (1) of their responsibilities for
presenting equi pnment for physical inspection as part of the

physi cal inventory process; (2) of their responsibilities for
ensuring the physical security of |aptops that have been assi gned
to themand their accountability for that equipment if it is |ost
or damaged through their negligence; (3) that equipnent is to be
used only for official FCC business; and (4) that software is not
to be | oaded onto | aptops w thout being scanned for viruses.

Managenent Response

The Managi ng Director has concurred with the recommendati on and
stated that "(g)uidance will be prepared and di ssem nated to
Bureau and O fice representatives responsible for the managenent
of laptop conputers.”™ In referring to the guidance, the Managi ng
Director goes on to state that "(r)esponsiblities will be
outlined and users will be notified of their responsibilities
when they are assigned | aptop conputers for official use.”
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