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Policy Guidance

It is the policy of the United States to enhance the security and resilience of the Nation's
critical infrastructure and to maintain a cyber environment that encourages efficiency,
innovation, and economic prosperity while promoting safety, security, business
confidentiality, privacy, and civil liberties. We can achieve these goals through a partnership
with the owners and operators of critical infrastructure to improve cybersecurity
information sharing and collaboratively develop and implement risk-based standards.

White House
Executive Order 13636
February 12, 2013

We cannot hope to keep up if we adopt a prescriptive regulatory approach. We must
harness the dynamism and innovation of competitive markets to fulfill our policy and
develop solutions. We are therefore challenging private sector stakeholders to create a
“new regulatory paradigm” of business-driven cybersecurity risk management.

FCC Chairman Tom Wheeler
American Enterprise Institute
June 12, 2014
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Key Elements of WG4 Charge

Develop voluntary mechanisms which give the FCC and the public assurance that
communications providers are taking the necessary steps to manage cybersecurity

risks across the enterprise;

Such assurances:
(1) can be tailored by individual companies to suit their unique needs,
characteristics, and risks (i.e., not one-size-fits-all),
(2) are based on meaningful indicators of successful (and unsuccessful)
cyber risk management (i.e., outcome-based indicators as opposed to
process metrics), and
(3) allow for meaningful assessments both internally (e.g., CSO and senior
corporate management) and externally (e.g., business partners).
Demonstrate how communications providers can reduce cybersecurity risks through
the application of the NIST Cybersecurity Framework or an equivalent construct.
Develop implementation guidance to help communications providers use and adapt
the Cybersecurity Framework developed last year by the National Institute of
Standards and Technology (NIST).
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TABLE of CONTENTS

I EXECUTIVE SUMMARY. ..o s s s masssssas s s snnnnns 4
A. Voluntary Mechanisms
B. Guidance to Individual Companies on the Use of the NIST Framework
C. Communication Sector Commitment to Advancing Cybersecurity Risk Management... 10
I INTRODUCTION. .o sss s
I1l. BACKGROUND.....
A. CSRIC Structure ..
B. Leadership Team ......cccoeeeneee
C. Working Group 4 Team Members ......
IV. OBJECTIVE, SCOPE, AND METHODOLOGY
A ObJectiVE v
B. Scope ..o
C. Methodology .
V. FINDINGS.....ccoviines
A. Macro-Level Assurance Findings ...uoeeuee .
B. Voluntary Mechanisms FINdings ......ccccceevveeirecieens
C. Use of the NIST Cybersecurity Framework or an Equivalent Construct Findings
D. Meaningful Indicators Findings.......cccooveveeirecineens
E. Communications Sector Implementation Guidance FIndings .....cc.ccovceviicineens
COMNCLUSIONS. ..o s
A. Macro-Level Assurance Conclusions ...
. Woluntary Mechanisms Conclusions .......coecaeens
. Use of NIST Cybersecurity Framework or Equivalent Construct Conclusions ...............
. Meaningful Indicators Conclusions.......cccvvceeeinenns
E. Communications Sector Implementation Guidance Conclusions ...,
VIl RECOMMENDATIONS. e s
A. Macro-Level Assurance Recommendations . .
B. Voluntary Mechanisms Recommendations..............

VI

OO m

C. Use of NIST Cybersecurity Framework or Equivalent Construct Recommendation....... 30

D. Meaningful Indicators Recommendations ..o 31

E. Communications Sector Implementation Guidance Recommendations ........cccceeiueene 31
VIHLACKNOWLEDGEMENTS .oeeini s s s e s s maaasssan e e 33
IX. REPORTS & SEGIMENTS . eiiiiueiriiunrrsissr e sisss s sss e ssss n e ssss s s san s e s nesnns s nennne e snnes 34
9.1 BROADCAST SEGMENT...ciiiiiiieiiii e s msssssssa s e 35

9.2 CABLE SEGMENT «eeetiiiiiniiiisssssisssiss e e s mssssssan s n e s s e s nnnnns 62

9.3 SATELLITE SEGMENT wevviivii s s s ssssssssss s snnnns 91

5.4 WIRELESS SEGMENT . . 120

5.5 WIRELINE SEGIMENT.....oiiiiiiiiiiir i s s aa s 168

5.6 REQUIREMENTS AND BARRIERS TO IMPLEMENTATION 203

5.7 CYBER ECOSYSTEM AND DEPENDEMNCIES ....oociieiieiic e 322

5.8 MEASUREMENT...comvmiiiiiiiiiinerec e e 356

* Report organized around the key elements in
the WG4 Charge

* |ncludes Communications Sector
Implementation Guidance

e Contains Summary Report with stand-alone
Segment and Feeder Subgroup Appendices

Report Flow

Segment/Feeder Subgroup Findings

~~ Conclusions drawn from those findings

~= Actionable recommendations to the FCC

)

\M......,..,—-"'J



Voluntary Mechanisms

1. FCC-initiated confidential company-specific meetings to include DHS as our Sector-
Specific Agency (SSA):

 Companies that agree to participate would discuss efforts by the organizations to develop
risk management practices consistent with the NIST Cybersecurity Framework or
equivalent constructs.

 Companies would share information regarding cyber threats or attacks on their critical
infrastructure, and the organizations’ effort to respond or recover from such threats or
attacks.

 Companies that choose to participate in this program would be afforded the protections
that are given by the federal government to critical infrastructure owners and operators
under the PCII program or a legally sustainable equivalent.

“This voluntary mechanism represents a new level of industry commitment intended to promote
additional transparency, visibility, and dialogue with appropriate government partners and our
regulator in the area of cybersecurity risk management.”

CSRIC IV Working Group 4 Final Report
Executive Summary
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Voluntary Mechanisms

2. Expanded Sector Annual Report:

 The Sector recognizes that the increasing frequency, sophistication, and destructive
nature of cyber-attacks spurs concerns about what companies are doing to manage
their cybersecurity risks.

* The Measurement subgroup recommends that the Communications Sector
Coordinating Council (CSCC), include information on the cybersecurity of critical
communications network infrastructure in future drafts of the Sector Annual Report
starting in 2015.

e The SAR would then be provided to DHS, which is the communications sector’s SSA,
and the Government Coordinating Council (GCC), which includes the FCC.

“This new voluntary mechanism reflects a material enhancement to the existing SAR because it
would provide greater insight into the threats posed to the sector, and the actions taken to ensure
continued availability of the core network infrastructure and the critical services that depend on its
availability and integrity.”

CSRIC IV Working Group 4 Final Report

Executive Summary
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Voluntary Mechanisms

3. Active Participation in DHS C3Outreach and Education:

*  DHS created the Critical Infrastructure Cyber Community C® Voluntary Program in response to a
directive contained in Executive Order 13636. The Program emphasizes three C’s:

e Converging critical infrastructure community resources to support cybersecurity risk
management and resilience through use of the Framework;

e Connecting critical infrastructure stakeholders to the national resilience effort through
cybersecurity resilience advocacy, engagement, and awareness; and

e Coordinating critical infrastructure cross sector efforts to maximize national cybersecurity
resilience.

e The Communications Sector will develop a series of webinars and other reference materials to
advance the use of the Framework through the implementation guidance contained in this
report and from other sources.

“The goal is to increase awareness by sector enterprises, guide their use of the NIST CSF and explain the
innovative processes, solutions, and lessons learned from the communication sector’s leaders in using

the Framework.”
CSRIC IV Working Group 4 Final Report
Executive Summary
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Comm Sector Implementation
Guidance and Resources

BROADCASTING
There are more than 14,000 radio and 1,700

television broadcasting facilities in the United “ : r\ Ecosystem
States, sending broadcasts through the airto a Requirements Shared
frequency network of transmitters. and Barriers To Responsibilities
CABLE Implementation And

The cable industry is composed of approximately J \ Collaboration
7,791 cable systems that offer analog and digital ”

video programming services, digital telephone .

service, and high-speed Internet access service.
WIRELESS

Wireless technology consists of cellular phone. S;ﬁna:’l.and

edium
aging, personal communications services, X
R & “ Business

high-frequency radio, unlicensed wireless and
other commercial and private radio services,
WIRELINE

Over 1,000 companies offer wireline, faciities-
based communications services in the United
States. Wireline companies serve as the
backbone of the Internet

SATELLITE

Satellite communications systems deliver
advanced data, voice, and video

communications, transmitting data from one

point on the Earth to another.

" R

-

)

Top Cyber
Threats
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Implementation Guidance and Resources

Governance:

* The NIST Framework emphasizes the importance of taking a holistic approach to cybersecurity,
viewing it as an enterprise-wide, strategic risk management matter, rather than as a narrow
information technology (IT) or network management domain.

* For many companies, establishment of a dedicated cross-enterprise cybersecurity risk
governance function can facilitate this key objective. Such a governance authority should be
sufficiently representative of the organization to achieve the following:

— Identify potential risks and a variety of risk tolerance perspectives;

— Apply independence and authority to risk management activities;

— Ensure transparency through the risk decision making and implementation process;
— Define and communicate the enterprise’s risk tolerance; and

— Continually adapt and assess cybersecurity risk management goals and objectives.

“While the specific structure and operational practices of these governing bodies can and will vary among individual
companies, the foundational principle is that every company should treat cybersecurity as a key component of overall
enterprise risk management.”

CSRIC IV Working Group 4 Final Report

Executive Summary
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Implementation Guidance and Resources

In addition to the segment-specific guidance provided to broadcast, cable, satellite, wireless and wireline
companies through the industry segment subgroup reports, WG4 also developed cyber risk management
recommendations that apply to the sector across-the-board.

Companies are urged to:

* Review the WG4 report and use its analytical process to adapt the NIST Cybersecurity
Framework approach to cybersecurity risk management to their own operations and networks;

e Distribute the NIST Cybersecurity Framework and appropriate components of the WG 4 report
to company officers and personnel whose duties encompass cybersecurity management and
operations;

*  Ensure that operators and vendors in every layer of the TCP/IP model conduct their operations
with cybersecurity diligence, to prevent and respond to attacks on their networks and
operational support systems; and

* Recognize that threat knowledge is power and consider adopting a threat intelligence handling
model to enhance protection of critical infrastructure. This includes sharing more detailed
threat intelligence information with trusted stakeholders to improve information gathering for
use in threat analyses and cyber risk management decision-making.

13



Comm Sector Implementation
Guidance and Resources

REQUIREMENTS AND BARRIERS

CYBER ECOSYSTEM AND DEPENDENCIES

MEASUREMENT
SMALL AND MEDIUM BUSINESS

TOP CYBER THREATS AND VECTORS
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Implementation Guidance and Resources
9.6 Requirements and Barriers to Implementation

|dentifies key financial, technical, legal/policy, and operational barriers for
22 CSF Categories based on Segment and SMB feedback.

1) Identify Function

Relevant Categories:

Primary Barrier:

4) Respond Function

Asset Management (ID.AM): The
data, personnel, devices, systems, and
facilities that enable the organization
to achieve business purposes are
identified and managed consistent
with theirrelative importance to
business objectives and the
organization’s risk strategy.

Financial: Barriers are dependent on the
size of an organization, and costs are not
linear. Marginal cost for improving Tier
positionis often exponential. Nonetheless,
enterprises should use the NIST
framework’s Tier definitions to determine
their current posture, and where they want
to be. (FINANCIAL)

Relevant Categories:

Primary Barrier:

Response Planning (RS.RP): Response
process and procedures are executed
and maintained, to ensure timely
response to detected cybersecurity
events.

Financial: Additional CAPEXand OPEX cost
to procuring BC and DR technologies and
systems and training staff to recover
systems and data, in order to return the
organizationbackto normal business
operations.
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Implementation Guidance and Resources
9.6 Requirements and Barriers to Implementation

Over 100 pages outline sector-specific operational and technical resources
needed to implement NIST CSF for all 98 Sub-Categories.

V. Appendix

Function Category

Asset
Management
(ID.AM): The data,
personnel, devices,
systems, and
facilities that
enable the
organization to
achieve business
purposes are
identified and
managed
consistent with
their relative
importance to
business objectives
and the
organization”s risk
strategy.

IDENTIFY
(D)

Subcategory

ID.AM-1: Physical
devices and systems
within the
organization are
inventoried

Operational Requirement(s):

Appropriate and adequate Operations staff may be assigned to locate, track,
count, and document all critical infrastructure network hardware, computing
systems, physical machines, virtual machines, virtual and physical network
circuits, staff devices, mobile devices, receivers, transmitters, antennas,
optical systems, transportation systems and any system or device that has
computing, storage and network connectivity functions. * Additional
levels of staff trust and training may be established for this requirement.

Technology Requirement(s):

Operations staff assigned to inventory critical infrastructure network devices
and systems may need easy to operate database software and technologies
that can automate, scale and report on the adding and removing of
networked resources that are inventoried. This automated system should
detect the presence of unauthorized hardware. * Itis highly recommended
that computer aided design (CAD) functions, Geographic Information (GIS)
mapping functions and security functions be included and integrated into
these inventory database technologies. * Itis highly recommended that
access to this critical network inventory is extremely limited to those with a
need-to-know basis.

Barriers:

‘When professional staff is allocated/assigned to this task, it may cause an
increase in salaries, benefits, administration and logistics OPEX costs.
Additional levels of trust should be established and additional levels of
training can take place.

Database software and hardware systems may cause an additional CAPEX
and OPEX cost. Itis at the discretion of the technical management and staff
to determine if existing hardware resources can be shared/used or if new

Informative
References

+CCS CSC1

- ISA 62443-2-
1:2009 4.2.3.4

+ ISA 62443-3-
3:2013 SR7.8

- COBIT 5 BAID9.01,
BAI09.02

- 1SOfIEC
27001:2013 A.8.1.1,
A.8.1.2

- NIST SP 800-53
Rev. 4 CM-38
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Implementation Guidance and Resources
9.7 Cyber Ecosystem and Dependencies

* Multiple depictions of the Internet and comm sector ecosystem, for
example:
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9.7 Cyber Ecosystem and Dependencies

Common known attacks and vectors across the Internet stack.

* Content producers/distrbuters

* App developers/distibutors

* Cperatng Sysmems

* Datadases

* websites

* Clioud (Saas, Paas+D36) Operator
* OTT Operators

[ Metwork HW/SW/CS/CPE vendars
* Web Browsers

* eCommerce Cos.

* Edge Device Co3.

* End Usar/Consumar

* Relay Service Providers

* Anti-virus/Security HW-Firewall Vindrs
* Public Safety Networks

* Dark Exploit Websites

[* Open Source Community

* Elecrronic Payment Networks

Ecosystem to TCP/IP Layers to Cyber Attack Mapping

Cyber Attock [/ Threots
[* SOL/LDAP Injection

[* Emad malhware/Phishing attacks

[* HeartBieed/SS5L Aracks

[* BrutPOS-20met against FOS terminaly
[* RAM Scraping malware

[F Cross-Site Soipting (Mss)

[* Cross-Site Request Forgery (CSRF)

[* appication Layer DOOS (4., malformed packet)
[ masguerade Atacks & Explots

I* Fraud/Theft/Customer record breaches
[* Distrbuted -Dustracmon DOoS Amacks
[* ONS Spoofing

[* calleniD spoofing

I* Authentication/Certificate spoofing

[* Zerc-Day/Wwatenng hole amacks

[* Fassword theft & xeylogger amacks

[* POS Intrusions/Trojans

[* DEV kit & SDK Expiois

[* Bitcoin Thett & spoofing

[* Rootkit Injection & Operations

I* USE Thumb-drive’ injections & exploits
[* Zeus/Citadel “Man-n-browses” amacks
[* ONS Refigction Amacks

* Backbone Metwork Operators

* Access Network Cperators

* wireless Network Operatoss

* internet Service Providers

* CDN Operators

[ Busingss VPN/VOIP Operators

* OTT Operators

* utities (private utlity networks)
* Cloud (Naas) Operator

[* InbENET SErvicE Frovider

* Metwork HW/SW/OS/CPE Vendors
* Edge Device Cos.

* Social Media Cos.

* Relay Service Frovidess

[* Anti-virus/Security HW-Firewall vndrs
* Pubic Safety Networks

* Elecroni Fayment Networks

I* Fraud/Theft/Customer record breaches
[* hMan-in-the-hiiddle [MITh)

[ D005 [e.g., vaffic fiooding, SvN fiooding)
I Eavesdropping

[* Metwork Reconnaiszance

[* Session HEACKIng/S835i0n Poisoning

[ vOF Floods

Implementation Guidance and Resources
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Implementation Guidance and Resources
9.7 Cyber Ecosystem and Dependencies

* Includes textual descriptions for 27 Internet and Comm sector ecosystem
stakeholders.

B. APPENDIX — B Textual Descriptions of the Internet and Communications Ecosystem
Categories

The categories described below are the various categories that the Ecosystem Feeder
Group has identified. Each of these categories serves a specific and unique function within
our Internet and communications experiences.

1) Backbone Network Operators

Backbone operators combine high speed transportservices, such as DWDM
wavelengths and/or SONET circuits, with a set of high capacity routers to create IP
and MPLS networks that cover broad geographic regions. These regions can be
national or internationalin scope. The Backbone network operators connect with
other backbone and regional providers over public and private peerings to provide
global Internet connectivity. The services provided by backbone operatorsinclude
high speed business Internet service to Enterprises and to other Internet Service
Providers. They also provide packet transportservices based on IP and MPLS.
Service providers such as Level 3, AT&T, and CenturylLink provide backbone network
operations. Backbone Network operators typically also provide additional services
on top of the backbone networks.

)
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Implementation Guidance and Resources
9.8 Measurement

Identifies internal process flow to create or update measures.

|dentifies process flow to review requests for additional measures.

Measurement Input
Form: Problem to be
Solved — With Defined
Need for Metric
Solution Identified

Requester

Cyber Governance

Define what

you want to

Identify
current
practices
Prioritize
implementation
and document
in a Plan

Define
desired
metrics

Identify
existing
data

people and

Measurement of

erate wih Group Success
+——Board of Review:
Feedback Standing Review Managed Process
Group
(e.g. Iterate with
Communications [« —Board of Review
Sector Feedback
Coordinating
Council (CSCC),
Cyber Committee
Major ISPs)
. Assigned to
Voluntary Metric i
Industry Standard for Voll:urr;tmaewl\g:ekmc Standards |APPropriate Industry
Voluntary Metric “Document Body or AdVISUZTI%mup(S)
(Non-Recurring P —
yrrR—" (Recurring Irgjustry CSRIC Working Group Standards Body
Document; roup M3AAWG Standards RPetur_?s ForThaI
« What Makes a « Purpose of Etc. Body or OSrlnlgtr:icm
Good Metr!c? requested Metric? llisisy definition, to the
* Well Established? || "o ‘ Group Metrics Board
e Intlas Well as Application? _ of Review
Domestic « Aggregate data? Pilot Program T
Application? || (S S0 S Case Study Dot Fllec ity msoy oo ncer NDA
« Defined by Outside Collecting? Standards Body Techm e
Experts? « How reported? Provides
Prepare o Help Requester . ISP Copm arative Structure for
Where a_nd How to Data Env'ijsioned? C?se Study or Metric Option
get Quality Data. . Etc Pilot Program )
tools * Et. ' 2
3)
-~ -~ 4
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—
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Implementation Guidance and Resources

9.9 Small and Medium Business

|dentifies what an SMB needs to protect, who has responsibility for a given

task, and how an SMB can protect its core network and critical

infrastructure.

Use cases from Broadcast and Cable/Wireless/Wireline segments to
illustrate steps taken by SMBs in using the NIST CSF.

Identifies highest priority NIST CSF subcategories for SMBs, for example:

Priority Practices

processes address cybersecurity risks

are protected

NIST Framewaork Subcategory Qjer:l?un NIST Framewaork Subcategory Qjer:l?on
ID.AM-1: Physical devices and systems withinthe What PR.IP-4: Backups of information are conducted, How
organization are inventoried maintained and tested periodically
PR.IP-5: Response plans (Incident Response and
What Business Continuity) and recovery plans (Incident What
1D.AM-2: Software platforms and applications Recovery and Disaster Recovery) are inplace and
withinthe organization are inventoried managed
ID.AM-5: Resources (e.g., hardware, devices, data PR.MA-2: Remote maintenance of organizational
and software) are pricritized based on their What assets is approved, logged, and performed ina How
classification, criticality, and business value manner that prevents unauthorized access
ID.AM-&: Cybersecurity roles and responsibilities for
the entire workforce and third-party stakeholders Wha PR.PT-3: Access to systems and assets is How
[e.g., suppliers, customers, partners) are controlled, incorporating the principle of least
established functionality
ID.GV-4: Governance and risk management :H';:tf PR.PT-4: Communications and control netwaorks How

=

)
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Implementation Guidance and Resources
9.9 Small and Medium Business

* Identifies extensive list of tools, templates, reports, websites, etc., that can
assist SMBs with their cybersecurity efforts, for example:

passwords

vista/tips-for-creating-a-
strong-password

RESOURCE SOURCE TITLE LINK DESCRIPTION
TYPE - - - -
http://windows.microsoft.c
. . i i /en-us/windows- . . . A
Best Practices Microsoft Tips for creating strong O/ EN-Us/ WINCOWS Provides tips for creating and maintaining strong passwords.

Best Practices

NIST

Small Business
Information Security:
The Fundamentals

http://csrc.nist.gov/publicat
ions/nistir/ir7621/nistir-
7621.pdf

This report assists smallbusiness management to understand
how to provide basic security for their information, systems,
and networks.

Best Practices

Pennsylvania
Public Utility
Commission

Cybersecurity Best
Practices for Small and
Medium Pennsylvania
Utilities

http://www.puc.pa.gov/gen
eral/pdf/Cybersecurity Best
Practices Booklet.pdf

The guide outlines red flags to look for and ways to prevent
identity or property theft; how to manage vendors and
contractors who may have access to a company’s data; what to
know about anti-virus software, firewalls and network
infrastructure; how to protect physical assets, such as a
computer in a remote location or a misplaced employee device;
how to respond to a cyber-attack and preserve forensic
information after the fact; and how to report incidents.

Network
Protection Tool

Open Source

Network Mapper (Nmap)

http://nmap.or,

Nmap ("Network Mapper”) is a free and open source (license)
utility for network discovery and security auditing. Many
systems and network administrators also find it useful for tasks
such as network inventory, managing service upgrade
schedules, and monitoring host or service uptime. Nmap uses
raw IP packets in novel ways to determine what hosts are
available on the network, what services {application name and
version) those hosts are offerine. what oneratine svstergs

\me_f
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9.10 Top Cyber Threats and Vectors

* Identifies anatomies of typical attacks, for example:

The anatomy of a typical botnet and its activity is depicted in the graphic below:

Source: Check Point Software Technologies \-n..,m.,—-"'




Implementation Guidance and Resources
9.10 Top Cyber Threats and Vectors

|dentifies an illustrative threat intelligence/information sharing process to

aid an organization with making decisions and taking appropriate action:

lllustrative Threat Intelligence / Information Sharing Process Model:

Network/File/ Asset/Inventory
Directory/Port/ Management
Protocol Monitoring System
Svstems (Eqt., Ports, IP
5 Y Addresses, Circuits,
(W|reshark: DB, Ethernet Servers, Files,
Scanning, etc.) Directories etc.)
Protocol/
File-system List of Assets
Alarms
y
r :
nes What Assets ':::'d‘i:;te Business/Asset
Were Affected ? P‘I)o Recovery
NCCIC/USCERT/NCC -> k. an
Threat Blogs/Websites -> Threat
Cyber Vendors ->| Awareness- No —
Cyber Think Tanks ->| Intelligence Brovention
Peer Alerts ->
News -> Preparation E—
)
;/_/ e Post Mortem
Mitigation Analysis
_—
Lessons Learned Lessons Learned




Key Recommendations for FCC
Consideration

The following recommendations are consistent with the Federal Advisory Committee Act
(FACA) rules under which CSRIC operates. These recommendations were developed with
the intention of working with the FCC and other U.S. government agencies to enhance
cybersecurity risk management competencies and to make useful resources available to
enterprises across the broad communications sector.

= The FCC should promote the voluntary use of the NIST CSF amongst all
communications sector members, large and small, as well as across other critical
infrastructure sectors that are interdependent with the communications sector.

= The FCC should encourage the dissemination of the NIST Framework and the WG 4
report to appropriate communication sector member organizations, and in particular,
to management and staff with cybersecurity management and operational
responsibilities.

= The FCC should work to coordinate and rationalize Framework related federal/state

government initiatives to ensure efficient use of critical and scarce cybersecurity
resources.

@)))
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Key Recommendations for FCC
Consideration

The FCC should leverage the resources and capabilities of the three primary
communications sector organizations (i.e. NSTAC, CSCC/GCC, Comm-ISAC) to promote
voluntary participation in risk management initiatives across all communications
segments and providers.

The FCC should promote the sustained voluntary collaboration and facilitate the
sharing of cybersecurity threat information. This can be accomplished by working with
the communications sector members and other relevant agents of the U.S.
government to identify and mitigate technical, operational, financial and legal barriers
to cyber information sharing.

The FCC should further evolve the understanding of the changing threat landscape,
sector ecosystem dependencies, and harmonization with previous CSRIC best practices
and the NIST CSF.
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Key Recommendations for FCC
Consideration

The FCC should promote an industry threat intelligence handling model (referenced in
this report), or an equivalent construct by organizations intending to use threat
intelligence to maintain cybersecurity, protect critical infrastructure and protect critical
data from rapidly evolving cyber threats.

The FCC should encourage communications sector members to share relevant threat
intelligence information (consistent with applicable law) with appropriate
stakeholders, thus enabling more efficient and scalable threat information gathering
for use in threat analyses and cyber risk management decision-making.

The FCC should further explore the considerations and accommodations that are
required for Small and Medium business (SMB) to implement the NIST Cybersecurity
Framework and provide macro-level assurances to the FCC and the public.

The FCC should adopt availability of the critical communications infrastructure as the
meaningful indicator of cybersecurity risk management.
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Implementation Guidance and Resources

9.1 Broadcast Segment report:

* Includes an analysis of the four primary types of broadcast operations ( i.e.,
small radio station, local TV broadcast station, station hub and broadcast
network) with their risks.

* |dentifies suggested NIST Framework priorities for each type.

* Provides a set of questions and use cases for broadcast companies to use in
applying the framework to their business.

1.What are you trying to protect?

Local Broadcast Station LOCAL SMALL RADIO STATION

2.Who is responsible/involved in the
process?

g
g 52\2
‘i'
E
Hg
£ iH

wi| et | 3 How do you tackle the Framework/
What do you do first?

4.How did you determine what
categories and subcategories are the
| awa | Most important /How did you
implement the Framework guidance?

5. What are your plans for the future
wre| Mt | i regard to progressing in maturity?

Maybe | Maybe —
Critical |~ Critic

May0e | ol | critical

Critical \. J
Mm-ﬂ""
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9.2 Cable Segment report:

Focuses its scope on Cable Core Network as that which would have the
greatest national or regional impact on service availability.

|dentifies all the NIST subcategories as in-scope and also identifies the 24
suggested highest priority practices for the Cable Segment.

Includes a generic profile of the 24 priority practices with their anticipated
outcomes.

Operational Support System
(0S5)

Core Network

Network Customer
Operations Care
Center Center

. —
HTTP | RTP | SIP | H264
TCP/IF | 557 | Ethernet

MPLS | TOM Vaice | Core Routing

Fiber | Copper

Cable Access
Network

3 Party Providers
(i.e. DNS)

Commercial Data

Centers (i.e. Cloud)

Other
Networks

Core Transport
Nodes

High Priority Practices

Level 1

Level 2

Level 3

ID.AM-1: Physical devices and
systems within the organization are
inventori

ID.AM-4: External information systems
are catalogued

ID.RA-2: Threat and vulnerability
information is received from
information sharing forums and
sources

ID.AM-2: Software platforms and
applications withinthe organization
are inventoried

ID.BE-2: Organization's place incritical
infrastructure and its industry sector is
identified and communicated

ID.RA-3: Threats, both internal and
external, are identifiedand
documented

For the use case below the assumption is for a large sized cable network operator.

A. Generic Profile Example

The table below illustrates a hypothetical profile as the result of an enterprise

employing the methodology described
practices and them with anti

this report. The profile uses the 24 priority
| icinated

The

provide a means for tracking the overall implementation of the profile.

Prioritized Practice

Anticipated Outcomes

ID.AM-5: Resources (e.g, hardware,
devices, data and software) are
prioritized based on their
dassification, criticality, and
business value

ID.BE-S: Resilience requirements to
support delivery of critical services are
established

ID.RM-2: Organizational risk tolerance
is determined and clearly exprassed

D.BE-4: Dependencies and critical
functions for delivery of critical
services are established

ID.GV-3: Legal and regulatory

ID.RM-3: The organization's

regarding

including privacy and civil liberties
cbligations, are understood and
managed

of risk tolerance is
informed by its role in critical
infrastructure and sector specificrisk
analysis

ID.GV-1: Organizational information
security policy is established

ID.GV-4: Governance and risk
management processes address
cybersecurity risks

PR.AT-1: All users are informedand
trained

ID.GV-2: Information security roles

PR.IP-1: A baseline configuration of

& are
and aligned with internal roles and
external partners

information tect
control systems s created and
maintzined

PR.IP-8: Effectiveness of protection
echnologies is shared with
appropriate parties

PR.AC-1: Identities and credentials
are managed for authorized devices
and users

PR.IP-5: Policy and regulations
regarding the physical operating
emvironment for organizational assets
are met

DE.CM-5: Unauthorized mobile code
is detected

PR.AC-2: Physical access to assets is
managedand protected

ID.RA-1: Assetvulnerabilities are
identified and documented

DE.CII-6: External service provider
activity is monitored to detect
potential cybersecurity events

1D.AM-L: Physical devices and systems within the organization are
inventoried

Inventory of physical devices and systems in
direct support of critical (core) infrastructure
is completed.

1D.ANK-2: Software platforms and applications withinthe organization
are inventoried

Software platforms and applications in direct
of support of critical (core) infrastructure are
completed.

1D.ANE5: ResoUrces (€€, haroware, evices, data and software] are
pricritized based on their classification, criticality, and business value

Prioritization of resources in direct support
aritical (core) systems is accomplished and in
effect

1D.BE-4: Dependencies and critical functions for delivery of critical
services are established

Dependencies and critical functions are:
identified and supported to ensure
dependencies aremet.

IDGV-1:0

urity poiicy biished

Security policy n place.

)
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Implementation Guidance and Resources

9.3 Satellite Segment report:

Provides a suggested list of NIST subcategories that apply to the segment
along with their application, difficulty to apply and effectiveness.

Includes an illustrative use case on how the NIST Identify, Protect, Detect,
Respond, and Recover Framework can be used.

Links to references of interest to the Satellite Segment.

Function

Category

Subcategory

Application

Difficulty
llower is
more

difficult)

Effectiveness
(higher is
more
effective)

ID.RA-3: Threats, both
internal and external,
are identified and
documented

3

ID.RA-4: Potential
business impacts and
likelihoods are identified

Business can beread
toinclude both
operations and
business
development, orcan
be limited just to
business impacts.
Focushereis on
impact to mission
critical operations,
not overall business.

8. Appendix: Informative References

DoD 8581.01 — Information Assurance Policy for Space Systems Used by the
Department of Defense; http://www.dtic.mil/whs/directives/corres/pdf/858101p.pdf
NIST SP 800-53 — Recommended Security Controls for Federal Information Systems;
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf

FIPS Publication 200 — Minimum Security Requirements for Federal Information and
Information Systems;
http://csrc.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf

NIST SP 800-30 — Guide for Conducting Risk Assessments;
http://csrc.nist.gov/publications/nistpubs/800-30-revl/sp800 30 rl.pdf

ID.RA-5: Threats,
vulnerabilities,
likelihoods, and impacts
are used to determine
risk.

ISO/IEC 27001 — Information security management systems — Requirements;
http://www.iso.org/iso/catalogue_detail?csnumber=54534

ISO/IEC 27002 — Code of practice for information security management;
http://www.iso.org/iso/catalogue _detail?csnumber=54533

ID.RA-6: Risk responses.
are identified and
prioritized

NIST SP 800-37 — Guide for Applying the Risk Management Framework to Federal
Information Systems;
http://csrc.nist.gov/publications/nistpubs/800-37-revl/sp800-37-revi-final.pdf

Protect
(PR}

Access Control
(PR.AC)

PR.AC-1: Identities and
credentials are managed
forauthorized devices
and users

PR.AC-2:Physical access
to assetsis managed

Department of the Navy Chief Information Office (DON CIO) Acquisition Information
Assurance Strategy;

http://www.doncio.navy.mil/ContentView.aspx?id=4180 )

~
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9.4 Wireless Segment report:

Provides a suggested list of NIST subcategories in scope for large
organizations in the segment, and lists the top, mid and tertiary priorities.

Lays out an illustrative use case and a generic profile with top priority
subcategories and their corresponding outcomes applied to the segment.

Includes challenges and links to references of interest specific to the
Wireless Segment.

Subcategory Priority Analysis

Top Priority
Subcategories

Mid-Tier Priority
Subcategories

Tertiary Priority
Subcategories

ID.AM-1: Physical devices and
systems within the organization
are inventoried

ID.AM-4: External information
systems are catalogued

ID.RA-2: Threat and vulnerability
information is received from
information sharing forums and
sources

ID.AM-2: Software platforms and
applications within the
organization are inventoried

ID.BE-2: Organization's place in
critical infrastructure and its
industry sector is identified and
communicated

ID.RA-3: Threats, both internal and
external, are identified and
documented

ID.AM-5: Resources (e.g.,
hardware, devices, data and
software) are prioritized based on
their classification, criticality, and
business value

ID.BE-4: Dependenciesand critical
functions for deliveryof critical
services are established

ID.RM-2: Organizational risk tolerance
iz determined and clearly expressed

ID.GV-1: Organizational
information security policy is
established

|D.BE-5: Resilience requirements
to support delivery of critical
services are established

ID.RM-3: The organization's
determination of risk tolerance is
informed by its rolein critical
infrastructure and sector specific risk
analysis

ID.GV-2: Information security
roles & responsibilities are
coordinated and aligned with
internal roles and external
partners

ID.GV-4: Governance and risk
management processesaddress
cybersecurity risks

PRAT-1: All users are informed and
trained

ID.GV-3: Legal and regulatory

ID.RA-5: Threats, vulnerabilities,

PR.IP-1: A baseline configuration of

7.7 Challenges to Overcome

7.7.1. As it relates to challenges to be overcome, the
Wireless Segment defers to the conclusions defined in
this report by the Barriers Feeder Sub-group, and adds
the following wireless specific items:

7.7.1.1. The threat landscape in wireless varies and is
different from traditional wireline or other segment
environments and therefore use and conformity to
the NIST Framework will vary and must be adapted for
wireless entities.

7.7.1.2. The diversity of technology (i.e. 2G, 3G, 4G
and WiFi) serves to create a complex environment
that is global in scope where mobile devices can roam
anywhere in the United States, and from the United
States to other countries around the globe, and

7.7.1.3. The wireless ecosystem is highly diversified
across OEMs, platform providers, Operating System
providers, service providers and Over-the-top
providers
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9.5 Wireline Segment report:

* |dentifies suggested priority subcategories, and lays out a generic profile

along with their anticipated outcomes.

* Analyzes the NIST subcategories for applicability to the segment, its
application, criticality and difficulty to implement.

* Provides a crosswalk of NIST framework to CSRIC best practices.

Prioritization

Prioritized Practice

Anticipated Outcome

Sub Category

In Scope/Out of Scope

Application

Criticality

Difficulty

ID.AM-1: Physical devicesand systems within the
organization are inventoried

Inventory of physical devices (Critical Assets)

ID.AM-2: Software platforms and applications
within the organization are inventoried

Inventory of software platforms and applications

ID.AM-5: Resources (e.g., hardware, devices,
data and software) are prioritized based on their
classification, criticality, and business value

Assets in Section 3 are classified according to
criticality and business mission

Is the function, category, sub-
category inscope as a best
practice for the critical
intrastructure "systemsand
assets" determined by the sub-
group (wireline, wireless, satellite,
broadcast or cable)? (In-scope or
Out-of-Scope).

Explanation of how the function,
category, subcategory applies to
thecriticalinfrastructure as
detined by the sub-group
(wireline, wireless, satellite,
broadcast or cable).

Criticality of the given function,
categoryand subcategoryon
scaleof 1to5 by segment.
(Scale: 5= Extremely Critical, 4=
Very Critical, 3= Somewhat
Critical, 2 =Slightly Critical, 1=
Not at all Critical).

Difficulty for the implementation
of the function, (Includes factors
suchas costs and barriers to
implementation). {Scale: 5=Not
at all Difficult, 4= Slightly

Difficult, 3= Somewhat Difficult, 2

- VeryDifficult, 1 - Extremely
Difficult).

ID.GY-1: Organizational information security
policy is established

Security Policy is defined

ID.GV-2: Information security roles&
responsibilities are coordinated and aligned with
internal roles and external partners

Documented security roles and regular
coordination between internal and external
partners

ID.GV-3: Legal and regulatory requirements
regarding cybersecurity, including privacy and
civil liberties obligations, are understood and
managed

Legal and regulatory requirementsare
established, organizational resourcesidentified to
manage and update as needed

1D.AM-1: Physical devices and In Scope Critical infrastructure or as part 5 2
systems within the organizaticnare of cyber riskmanagement
inventoried program.
1D.AM-2: Software platforms and In Scope Critical Infrastructure or as part 5 2
applications within the organization of cyber riskmanagement
areinventoried program.
1D.AM-3: Organizational Out of Scope Criticalinfrastructure or as part
communication and data flows are of cyber riskmanagement
mapped program.
1D.AM-4: Extemal information In Scope Criticalinfrastructure or as part 4 2
systems are catalogued of cyber riskmanagement
program.
ID.AM-5: Resources (e.g., hardware, | InScope Critical infrastructure or as part 5 3

devices, data and software) are
prioritized based on their
classification, criticality, and business
value

of cyber riskmanagement
program.

)
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