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Working	
  Group	
  #4:	
  Network	
  Security	
  

q Descrip7on:	
  This	
  Working	
  Group	
  will	
  examine	
  and	
  make	
  
recommenda7ons	
  to	
  the	
  Council	
  regarding	
  best	
  prac7ces	
  to	
  
secure	
  the	
  Domain	
  Name	
  System	
  (DNS)	
  and	
  rou7ng	
  system	
  of	
  
the	
  Internet	
  during	
  the	
  period	
  leading	
  up	
  to	
  the	
  successful	
  
global	
  implementa7on	
  of	
  the	
  Domain	
  Name	
  System	
  Security	
  
Extensions	
  (DNSSEC)	
  and	
  Secure	
  BGP	
  (Border	
  Gateway	
  
Protocol)	
  extensions.	
  

q Dura7on:	
  	
  Sept.	
  2011	
  –	
  Mar.	
  2013	
  



Working	
  Group	
  #4	
  –	
  Par:cipants	
  

q 	
  Co-­‐Chairs	
  
q Rod	
  Rasmussen	
  –	
  Internet	
  Iden7ty	
  
q Rodney	
  Joffe	
  –	
  Neustar	
  

q Par7cipants	
  
q 30	
  Organiza7ons	
  represented	
  
q Service	
  Providers	
  
q Network	
  Operators	
  
q Academia	
  
q Government	
  
q  IT	
  Consultants	
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Working	
  Group	
  #4	
  –	
  Deliverables	
  

q Domain	
  Name	
  Service	
  (DNS)	
  Security	
  Issues	
  
q Report	
  and	
  vote	
  today	
  

q BGP	
  and	
  Inter-­‐Domain	
  Rou7ng	
  Security	
  Issues	
  
q Report	
  in	
  March	
  2013	
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Working	
  Group	
  4	
  –	
  Work	
  Completed/Next	
  
Steps/Timeline	
  

q Report	
  out	
  DNS	
  paper	
  today	
  
q DraY	
  issues	
  and	
  recommenda7ons	
  for	
  Rou7ng	
  –	
  Fall	
  
q Rou7ng	
  draY	
  report	
  itera7ons	
  Winter	
  
q Report	
  out	
  Rou7ng	
  paper	
  March	
  2013	
  CSRIC	
  
q Teleconferences	
  bi-­‐weekly	
  –	
  Fridays	
  1330	
  Eastern	
  
q Sub-­‐team	
  work	
  par7es	
  meet	
  in	
  off-­‐weeks	
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Working	
  Group	
  #4:	
  	
  
Network	
  Security	
  Best	
  Prac:ces	
  

FINAL Report – DNS Best Practices 



DNS	
  Key	
  Points	
  

q DNS	
  is	
  a	
  cornerstone	
  service	
  provided	
  by	
  ISPs	
  
q Necessary	
  for	
  customers	
  to	
  use	
  the	
  Internet	
  
q Essen7al	
  to	
  allow	
  customers	
  to	
  create	
  and	
  maintain	
  their	
  own	
  Internet	
  

presences	
  
q Also	
  important	
  for	
  Telco	
  opera7ons	
  and	
  enterprises/gov’t/etc.	
  

q A	
  cri7cal	
  service	
  that	
  ISPs	
  must	
  ensure	
  is	
  resilient	
  to	
  
opera7onal	
  challenges	
  and	
  protect	
  from	
  abuse	
  by	
  miscreants	
  	
  	
  

q As	
  a	
  distributed	
  infrastructure	
  requiring	
  several	
  actors	
  to	
  both	
  
enable	
  and	
  protect	
  it,	
  ISPs	
  face	
  challenges	
  outside	
  of	
  their	
  
direct	
  control	
  in	
  tackling	
  many	
  of	
  the	
  issues	
  iden7fied	
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Report	
  Scope	
  

q Not	
  commen7ng	
  on	
  DNSSEC	
  work	
  covered	
  by	
  WG	
  5	
  –	
  
recommend	
  that	
  ISPs	
  refer	
  to	
  that	
  report	
  on	
  this	
  topic	
  as	
  
appropriate	
  (cache	
  poisoning	
  etc.)	
  

q Recursive	
  DNS	
  	
  infrastructure	
  
q Authorita7ve	
  DNS	
  infrastructure	
  (ISP	
  and	
  for	
  ISP	
  customers)	
  
q Domain	
  registra7on	
  of	
  ISP	
  and	
  ISP	
  customer	
  domains	
  
q DNS	
  opera7ons	
  in	
  general	
  that	
  could	
  impact	
  ISPs	
  and	
  their	
  

customers	
  
q Security	
  of	
  DNS	
  infrastructure	
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DNS	
  Issues	
  Considered	
  

q  Publica7on	
  of	
  falsified	
  malicious	
  informa7on	
  
q  Use	
  of	
  falsified	
  malicious	
  informa7on	
  published	
  by	
  authorita7ve	
  

nameservers	
  
q  Use/dissemina7on	
  of	
  falsified	
  malicious	
  informa7on	
  introduced	
  in	
  transit	
  
q  Insecure	
  zone	
  transfers	
  (TSIG	
  usage)	
  
q  DDoS	
  including	
  reflec7ve	
  DNS	
  amplifica7on	
  DDoS	
  adacks	
  	
  
q  Filtering/synthesized	
  responses	
  	
  
q  NX	
  rewri7ng	
  on	
  resolvers	
  	
  
q  Open	
  resolvers	
  	
  
q  Ghost	
  domains	
  
q  Customers	
  infected	
  with	
  DNS	
  manipula7ng	
  virus	
  (e.g.	
  DNSChanger)	
  
q  Customers	
  using	
  routers	
  with	
  alterna7ve	
  DNS	
  servers	
  as	
  default	
  
q  Resiliency	
  of	
  DNS	
  infrastructure	
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ISP	
  Roles	
  in	
  DNS	
  Issues	
  	
  

q Adacks	
  against	
  &	
  issues	
  with	
  ISP	
  Recursive	
  
Infrastructure	
  

q Adacks	
  against	
  &	
  issues	
  with	
  Authorita7ve	
  DNS	
  
of	
  ISPs	
  themselves	
  

q Adacks	
  against	
  DNS	
  Infrastructure	
  that	
  ISPs	
  
provide	
  to	
  their	
  customers	
  

q Abuse	
  of	
  an	
  ISP’s	
  infrastructure	
  to	
  adack	
  others	
  
q Subscribers	
  of	
  ISPs	
  having	
  issues	
  with	
  DNS	
  
q Hygiene	
  and	
  "other"	
  issues	
  touching	
  on	
  DNS	
  
security	
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Recommenda:on	
  Process	
  

q Numerous	
  best	
  prac7ces	
  based	
  on	
  exis7ng	
  
documents	
  

q Analyze	
  issue	
  and	
  point	
  to	
  exis7ng	
  
documenta7on	
  as	
  the	
  source	
  of	
  prac7ces	
  to	
  use	
  	
  

q Prior	
  CSRIC	
  Reports,	
  IETF	
  RFCs	
  and	
  BCPs,	
  ICANN	
  
SSAC	
  Papers,	
  NIST	
  Special	
  Reports,	
  ISOC	
  papers,	
  
SANS	
  Reports	
  

q 24	
  separate	
  documents	
  referenced	
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Recommenda:on	
  Highlights	
  

q Protect	
  recursive	
  and	
  authorita7ve	
  DNS	
  
infrastructures	
  from	
  hacking/insiders/account	
  
takeovers	
  

q Protect	
  domain	
  names	
  from	
  hijacking/
misconfigura7on	
  

q Ensure	
  resiliency	
  of	
  all	
  DNS	
  infrastructures	
  
q Implement	
  BCP38	
  and	
  related	
  measures	
  –	
  
ingress	
  filtering	
  to	
  combat	
  reflec7ve	
  DDOS	
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Working	
  Group	
  #4	
  –	
  Par:cipant	
  List	
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